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User System Protection Mechanism for
Capsule-based Information Trans-use Framework

Noburou TANIGUCHI, Koji NAMBA and Osamu SHIONOIRI
NTT Cyber Space Laboratories

While the distribution of digital information such as movies and music over the Internet gets more
reality in the recent days, there is still a big problem - piracy/abuse of the information - for the
information providers. We have proposed an information trans-use framework based on the
‘information capsule’ to compose this problem. An information capsule is a file in which digital
assets are packaged with a set of programs that plays, edits and protects them. Meanwhile, from
the viewpoint of an end user, information capsule may introduce a great security threat to the
user's environment because it is an program set loaded from the open insecure network.. In this
paper, we present a concept of a end user system protection mechanism against malicious
information capsules.
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