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Report of experiments for making algorithm of worm traffic
detection with traffic analysis

Ippei Shiode?, Teruaki Yokoyama?, Suguru Yamaguchi?

Recently there have been numerous reports of how network worms spread through the Internet
and quickly eating up the network bandwidth by propagating themselves in an exponential
speed. Network worms pose a serious threat to the Internet. AI3 (Asia Internet Infrastructure
Initiative) is a satellite based testbed network which inter-connects a dozen universities and
research facilities throughout the South East Asia and Japan. It is obvious that the precious
and expensive narrow band satellite link-the backbone of A13-would not stand long in front of
network worm attacks. Therefore. it is rather essential to develop a mechanism that detects
the worm traffic. Through investigating the mechanism of how network worm attacks and
spreads, we come up with two characteristics which are unique to the traffics caused by
worms. In this paper we discuss the two characteristics and implementation of the detection
mechanism using these “signature” . as well as the experimental results. At last we give a
short brief on the problems that found in our detection mechanism.
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