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An object is a unit of resource distributed in peer-to-peer (P2P) overlay networks. Service supported by an object is
modeled to be a set of methods and quality of service (QoS). It is critical to discuss what peer can ‘manipulate an.object
in what method, i.e. only a peer granted an access right can manipulate an-object. In this paper, we take an acquaintance
approach. An acquaintance of a peer p is a peer, whose service the peer p knows and with which the peer p can directly
communicate. We discuss types of acquaintance relations of peers with respect to what objects each peer holds and what
access rights each peer is granted and can grant to another peer. Acquaintance peers of a peer may notify the peer. of
different information on target peers. Here, it is critical to discuss how much a peer trusts each acquaintance. We define the
trustworthiness of an acquaintance in terms of the acquaintance relations among the peers. In addition; we present a charge-
based flooding (CBF) algorithm to find target peers based on trustworthy acquaintances so that more trustworthy areas are

more deeply searched.
1 Introduction

Various types and huge number of computers are inter-
connected in peer-to-peer (P2P) overlay networks [4]. An
object is a unit of resource like database. An object is an en-
capsulation of data and methods for manipulating the data.
A group of peer processes (abbreviated peers) on comput-
ers are cooperating by manipulating objects and exchanging
messages in networks. Service supported by each object is
characterized by types of methods. In a P2P overlay net-
work, the huge number of peers are included and the mem-
bership of peers is dynamically changed. If a peer would
like to obtain some service of an object, the peer has to find
target peers which can manipulatethe object in a required
method.

)

Service supported by a peer is characterized by what ob-
Jects the peer stores, what objects the peer can manipulate
by what types of methods, and what access rights the peer
can grant to other peers. An acquaintance of a peer p; is an-
other peer p; whose service p; perceives p; to support for p;.
A peer first asks acquaintances to detect target peers which
can manipulate a target object. Even if a peer holds a target
object, the peer cannot be asked to manipulate the object if
the peer is not granted an access right. Thus, even if peers
with target objects are found, the objects cannot be manip-
ulated without access rights on the target objects. If peers

which satisfy-the requirement on types of service and QoS
are not detected, each acquaintance furthermore asks its ac-
quaintances. Thus, access requests are propagated from ac-
quaintances to acquaintances in a P2P overlay network. Ac-
quaintance concepts are so for discussed in papers [2], but
are, used to just detect a target peer. In this paper, we discuss
how to manipulate objects in addition to detecting where
objects exist. We first define types of acquaintances are
defined based- on services, holder peers where objects are
stored, mnanipulation peers which can manipulate objects,
and authorization peers which can grant access rights.

If service supported by a peer is changed, the change
information is distributed. However, it takes time to propa-
gate the change to peers in the P2P overlay network. Hence,
some acquaintances of a peer may show obsolete and incon-
sistent information on target peers of a target object. Hence,
it is critical to discuss how much a peer trusts its acquain-
tance. A requesting peer is satisfiable for each access re-
quest to find a target peer if a target peer is detected. How-
ever, the requesting peer is not satisfiable for a manipula-
tion request if the peer is not granted an access right. We
define the satisfiability of each type of access right. Then,
we define the trustworthiness of an acquaintance based on
the satisfiability of each access request. i.e. by newly taking
into account access rights.



In flooding algorithms [1, 8] to, counters like TTL (time-
to-live) [8] and HTL (hops-to-live) [1] are used to prevent
indefinite circulation and explosion of access request mes-
sages transmitted in networks. In this paper, we newly
discuss a charge-based flooding (CBF) algorithm where a
more trustworthy area is more deeply searched. An access
request to a more trustworthy acquaintance is assigned with
large amount of charge which shows the total number of
messages to be transmitted.

In section 2, we discuss acquaintance relations of peers.
In section 3, we discuss the trustworthiness of an acquain-
tance. In section 4, we discuss the CBF algorithm.

2 Acquaintances
2.1 Peer-to-object (P20) relations

In peer-to-peer (P2P) overlay networks [1,5.7-10, 14}, it
is discussed only how to detect a peer with a target object.
Even if the location of a target object is detected, the object
cannot be manipulated without an access right. An access
right is specified in a form [o, op] where o shows an object
and op indicates a method of o. If a peer is granted an access
right [0, op], the peer can manipulate an object o in a method
op. Hence, we discuss relations among peers and objects by
taking into account access rights.

We have to find a target peer which supports some ser-
vice on target objects and which is allowed to manipulate
the objects. First, an application issues an access request
(0, op) to a local peer p to manipulate a target object o with
a method op. Here, the peer p is referred to as initial peer of
the access request (0, op). A target peer of an access request
is a peer which can support service satisfying the access
right. For example, a target peer of (o, op) is a peer which
manipulate a target object o by the method op. An object
may be replicated in multiple peers. Hence, there might be
multiple target peers of an access request (o, op) which can
manipulate replicas of the object o through a method op.’

On receipt of an access request (o, op), a peer has to find
target peers of the access request. It is difficult, maybe im-
possible for each peer to perceive what service of what ob-
jects each peer supports due to the scalability. In addition,
the type of service and quality of service (QoS) supported
by each peer are dynamically changed.

Let P be a set of peers and O be a set of objects in a
P2P overlay network. There are following types of peer-to-
object (P20) relations, |, |=, +, and O (C PxO) for a peer
p, an object o, and a method op [Figure 1][12,13]):

a. A peer p holds an object o (p | o) if the object o is
stored in p. Here, p is a holder peer.

b. A peer p can manipulate an object o through a method
op (p [=op 0), 1.e. pis granted an access right [0, op).
Here, p is a manipulation peer.

c. A peer p can grant an access right [0, op] to another
peer p’ (p Fop 0). Here, p is a authorization peer.

d. A peer p can do something for an object o by using a
method op (p Oup 0) iff p | 0, p [Fop, O P Fop 0.

Even if a peer p holds an object o (p | 0), p may not be
granted an access right [0, op| (p [p 0). In the discretionary

access control model {3}, p F,, 0 iff p |=p 0. In the man-
datary model, p -, 0 may not hold even if p |=,, 0. Rela-
tional database systems take the discretionary model [6,11].
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Figure 1. P20 relations.

The following types of peer-to-object (P20) relations are

defined for a peer p and an object o:
e pl=0ifp [=4p o for some method op.

e plkoif pt,p o for some method op.

e pOoiff pO,, o for some method op.

In the discretionary model, a peer p can ask the autho-
rization peer to grant an access right [o, op] to the peer p
if p is not granted the access right [Figure 2]. If p could
not be granted an access right [0, op], p can find another
manipulation peer p’ which is granted [0, op] and asks p’ to
manipulate o. If p’ agrees on manipulating o, p’ manipu-
lates o in another peer p” on behalf of the requesting peer p
as shown in Figure 3. Then, p’ sends the result to p. Here,
the manipulation peer p’ is referred to as a surrogate of the

peer p.
,pask (o, op]

/Y_Y\ op
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Figure 2. Authorization peer.

2.2 Acquaintance relations

Each peer cannot perceive where every object exists and
how each object can be manipulated due to the scalability.
Each peer obtains information on objects from the acquain-
tances. We discuss acquaintance relations among peers by
using the peer-to-object (P20) relations |, |=, and . Ac-
quaintances of a peer p are peers whose service p knows,
i.e. holder, manipulation, and authorization peers. For ex-
ample, if a peer p knows that another peer p; can manipulate
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Figure 3. Surrogate peer.

an object o in a method op (p; |=op 0), p; is an acquaintance
of p. If a peer p knows that another peer p; has an acquain-
tance peer pj, p; is an acquaintance of p.
There are following types of acquaintance relations —»
for a peer p, an object o, and a method op:
o A relation “p — (p; | 0)” holds iff p perceives that an-
other peer p; serves o (p; | 0) .

® p — (p; [=op 0) iff p perceives that a peer p; can ma-
nipulate o through op (p; =op 0) .

e p— (p; Fop 0) iff a peer p perceives that a peer p; can
grant an access right (o, op) (p; Fop 0).

If p— (pi | 0) and p |=,p 0, a peer p can issue an access
request (o, op) to another peer p; because p not only knows
where an object o is but also can manipulate o.

The following acquaintance relations are defined for an
object 0 and a method op:

® p— (pi = 0)if p— (p; [Eop 0) for some method op.

e p— (pi F0)if p — (p; Fop 0) for some method op.

* P (0i Dop 0)if p = (pi | 0). p = (i [Fop 0). 0r p —

(pi l_op 0)-
e p—"(p; Oop 0) iff p — (p; Oop 0) or p — (P —* (p;
Oop 0) for some peer px where 0 € { |, |, F }.

o p—* (i Oop 0) iff p— (P = (p; Doy 0)) for some

peer pg.

* p—(p; Oo)iff p— (p; O,y o) for op.

® p—"(p; Do)iff p—~ (p; Op 0) for some op.

p—7 (p; 0 o) iff p =+ (p; O,y 0) for some op.

An acquaintance of a peer p; is another peer p; which
knows where objects are stored, how objects can be manip-
ulated, and what access rights p; can grant to other peers.
The following types of acquaintance relations =5 =0

=0, and = (C P x P) are defined for a set P of peers:
e A peer p; is an acquaintance of a peer p; for an object

o with respect to a method op and a P20 relation O (€
{ |’ |=1 F }) ®: =>Eop P]) if p; — (pj Oop 0), p;i per-
ceives ;pk — (pj Oop 0)” for some py, or p; perceives
“Pk =0, " p;” for some pg.

o p, =0 p;iffp; =0 p; for some method op.

o A peer p; is an acquaintance of a peer p; on an object
o with respect to a method op (p; =P pj)if p; =5
pj for some P20 relation O.

® pi =, p; iff p; =P p; for some method op.

A peer p; is an acquaintance of a peer p; (p; = pj)if

P:i =, p; for some object o.

If p; =>L Pj. a peer p; is perceived by p; to be holder

acquaintance of p; with respect to an object 0. If pi =>f,=

p; and p; =" Pj» Pj 1S as manipulation and authorization
acquaintances of o, respectively. If p; =5 p;, p; =5 pi, p;
= py, and p; Po, pj is referred to as a closer acquaintance
of p; than another p, with respect to o.
® p; = p; (a peer p; is an acquaintance peer of a peer
pi) iff p; =, p; for some object o.
The acquaintance relation amoung peers is reflexive but
is neither symmetric nor transitive. Let view(p;) be a set {
p; | pi = p; } of acquaintance peers of a peer p;.

2.3 Cooperation of acquaintances

Suppose that a peer p; would like to issue an access re-
quest (o, op) to a peer p;. A manipulation peer which is not
only granted an access right [0, op] but also can manipulate
o on behalf of another peer is a surrogate peer of o. If p;
perceives a surrogate peer p; of a server py, as an acquain-
tance (p; = p;), p; can ask the surrogate p; to make an
access to an object o in px on behalf of p;. Figure ‘4 shows
the interaction among the peers p;, pj, and pg.

surrogate server

p' ElSk p] } pk
‘ <o, op>

\_ access
<o, op>

\ -

(o]

time
Figure 4. Surrogate peer.

Secondly, there is no surrogate peer for a peer p; which
issues an access request (o,o0p). The peer p; first finds a
authorization acquaintance on an object o. Here, pj is found
to be an authorization acquaintance of p; (p; =} p;)- Then,
the peer p; asks the authorization peer p; to grant an access
right [0, op] to p;. The requesting peer p; manipulates o if
P is granted [0, op] as shown in Figure 5.

authorization peer server

P; P: Px
ask[o,0p]

access

m <o, op>
\ D
y

J \ ¥ time

Figure 5. Authorization peer.



3 Trustworthiness
3.1 Satisfiability

There are multiple acquaintance peers on an object o for
each peer p;. The peer p; has to find some acquaintance p;
which p; can trust. We discuss how much each peer trusts
an acquaintance. The peer p; asks some acquaintance peer
to manipulate a target object o in a method op. It is criti-
cal to discuss how much p; trusts an acquaintance pj. An
access request {0, 0, op) issued by p; is specified in a tuple
{0, 0, op) for an object o, method op, and P20 relation O,

which means as follows: = -
1. {o,|,-) : a peer p; would like to know in which peer an

object o exists.

2. {o,[=,0p) : p; would llke to mampulale an object o
through a method op.

3. {o,}, 0p) : p; would like to be granted-an access right
[0, op].

Suppose a peer p; issues an access request (o, =, op) to
another peer p;. There are two cases with respect to what
p; can do for the object: p; =op 0 (p; can manipulate o
through op) or p; Hap 0. First, we suppose p; [=op 0. If p;
holds the object o, i.e. p; | o, p; locally manipulates o in p;.
Then, p; sends the reply 7; to p;. Here, the requesting peer
p; is satisfied because p; can obtain the result for the access
request (o, op). Unless p; | o, p; or p; has to detect a holder
peer py, of 0. Here, p; asks p; to detect a holder peer of o.
Suppose p; finds a holder py of o in the acquaintances. The
manipulation peer p; issues an access request (o, |=, op) to
pi if p;j [Eop 0. Here, p; is less satisfiable since p; cannot
directly get the result from the acquaintance-p;, If the ma-
nipulation peer p; does not agree on finding a holder peer
of o, the requesting peer p; finds a holder peer. If p; detects
a holder peer px (pk | 0), p; informs the manipulation peer
pj of pi.

Next, suppose. that p; just holdes an object, i.e. p; | 0
and p; cannot manipulate o, i.e. p; Ffop 0. If p; gets the
access right [o, op] from some authorization acquaintance,
p; can issue the method op to the holder peer p; of the object
o. The peer p; finds an authorization acquaintance p; of
[0, op). If found, p; asks p; to grant [0, op]. In another way,
p; finds a surrogate peer to manipulate the object o in p;. If
found, p; asks p; to manipulate o on behalf of p;.

Suppose a peer p; holds a object o (p; | 0) but is not
granted an access right [0, 0p] (D; F=op 0). In the first way,
the peer p; finds agranted a acquaintance p; on the access
right [0, op). If found, p; asks p; to grant [0, op]. In another
way, the peer p; finds a acquaintance p; of an object o. If
a manipulation acquaintance p; is found, p; asks p; to ma-
nipulate the object o an behalf of p;. If p; agrees, p; is a
surrogate and manipulates o through a method op.

We define the satisfiability o;; of a peer p; to another
peer p; in.terms of type of request (0,0, bp) and states of
the peers p; and p;. Table 1 summarizes the satisfiability
o5 for an access request (o, 0, op) which a peer p; issues to
another peer p;. Here, 0 < § < 1. States of p; and p; show
types of the service supported by p; and p;, respectively.
For example, p; | o shows that p; serves-o. Here, if p; issues
an access request {0, |, .) to p;. p; finds p; to hold the object

o. The satisfiability o;;({o, |, -)) is 1, i.e. the requesting
peer p; is satisfied since p; can directly obtain the result of
the access request (o, |,-) from the acquaintance peer p;.
Next, if a relation “p; | 0” does not hold (p; | o) but the
peer p; knows another peer py. is a holder of o, p; — (px
| 0), p; cannot get the result from p; but may get the result
from pi. 03;({0,],-)) is defined.to be 4. If a peer p; is an
acquaintance of p; and p; — (pm — (p& | 0)), ou({o, |, -))
=6 - oi({o,],-)) = 62 - omi({0, ], -)) = 63. For an access
request (o, |=, op), if p; is granted an access right [0, op] (p;
{=op 0) and knows that another peer p; serves an object o
(pj | 0), pi obtains result by issuing a method op to the
object o in the peer p;. Hence, 03;((o, =, 0p)) is 1. In the
paper, we assume 9 to be 1/2.

3.2 Trustworthiness

Based on the satisfiability o3; ({0, O, op)) of an ac-
cess request (o, O, op), a peer p; makes a decision on how
much p; can trust an acquaintance p;. The trustworthiness
7;5({0; 0, op)) from a peer p; to another peer p; with re-
spect to an access request (o, O, op) is obtained on the ba-
sis of the satisfiability of access requests issued to the peer
p;j- One idea is that the satisfiabilites' of access requests
issued to p; are kept in record by the peer p;. It is cum-
bersome to maintain the history of access requests and the
satisfiabilites. Each time a peer p; obtains the satisfiabil-
ity 0:;({o, O, op)) from another peer p;, the trustworthiness
7:5({0, O, op)) is recalculated as follows:

7:5((0,0,0p)) = a - 755((0. 0. 0p)) +

(1~a)-03;({0. 0. op))-

Here, « is a constant (0 < a < 1). The smaller « is, the
more important the current request (o, 0, 0p) is. If a =1,
T;; is not changed. If a = 0, the trustworthiness is decided
only by the current satisfiability.

Suppose a peer p; issues an access request (o, 0, op)
to another peer p;. Here, p; does not support p; Oyp 0
but p; perceives that some peer py supports the required
service (pr Oop 0). The peer p; obtains the satisfiability
0ij({0,0, 0p)) from Table 1. Then, p; informs p; of the
P20 relation px O,, 0. Then; the peer p; issues an access
request (o; 0, op) to px. The peer p; obtains the reply from
px and the satisfiability o;x ({0, O, op)) [Figure 6]. If py is
less satisfiable, 7;;((0, O, op)) is decreased. 7,5 ({0, 0, op))
is changed as follows:

7i5((0,0,0p)) := [B+ (1= B) - oix((0, 0, 0p))]

-7i5({0, 0, 0p)).

This means, the trustworthiness 7;; ({0, 0, op)) is de-
creased if a peer p; introduces a less trustworthy peer py
to a peer p;. Here, 0 < 3 < 1. The smaller (3 is, the more
the satisfiability o, ({0, O, op)) dominates 7;;({0, 0, op)).
If =0, 7;;({0, 0, 0p)) = o ({0, O, 0p) "7i;({0, 0, 0p)). If
B =1, 7;; is not changed.

3.3 Ranking factors

The trustworthiness 7;; ({0, 0, op)) shows how much a
peer p; trusts another peer p; with request to an access
request (o, 0, 0p). Another point is how much a peer p;
is trusted. If a peer p, is trusted by the more number



Table 1. Satisfiability o;;

request g | state of p; state of p; 0:5(q)
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others 0
{o.F.0p) | PiEpoO p;lo 1
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Figure 6. Acquaintance.

of peers, p; is considered to be more trustworthy. The
ranking factor p;({o, 0, op)) shows how much a peer p;
is trusted by other peers with respect to an access request
(0,0, op) for an object o, a P20 relation O, and a method
op. In this paper, a peer p; is considered to be more trusted
than another peer p; if more number of peers trust p; than
p;. The ranking factor p; ({0, O, op}) is defined as follows:

pi(0.00p) = Y 7((0.0,0p))/|view(p)]. (1)
p;Eview(p:) ' '

Suppose there are four peers p;, pa2, p3, and ps where
view(p1) = {p2, p3, pa}. Suppose T21({o, =, 0p)) = 0.8.
731((0, =, 0p)) = 0.5, and 741 ({0, =, op)) = 0.6. Here, the
ranking factor p; ({0, =, op)) of the peer p; is (0.8 + 0.5 +
0.6) / 3 = 0.63. Each peer distributes the satisfiability and

0<6<1

ranking factor to the acquaintance peers. Each peer p; cal-
culates the ranking factor p; from the satisfiability informa-
tion sent by the acquaintances.

4 Charge-based Flooding (CBF) Algorithm
An application first sends an access.request (0, 0, op) to
a peer named initial peer. Then, the access i'equcst is for-
warded to other peers if objects satisfying the requirement
are not obtained in the peer. A peer which receives an ac-
cess request is a current peer. Here, suppose there are mul-
tiple peers to which the access request can be sent to find
the target peers. Even if there might be bigger possibility to
find a solution in one route, a same integer value of TTL or
HTL is assigned for an access request on every route in tra-
ditional flooding algonthms We newly introduce a concept
of charge which is given to an access request and which
shows the total amount of allowable communication over-
heads, i.e. number of méssagcs to be transmitted. The more
an access request is charged, the more number of peers can

be accessed. o i
1. First, a surrogate which is granted an access right

[0, op] is found. If found, the application negotiates
with the surrogate.

2. If any surrogate is not found or no surrogate agrees
on manipulating the object o, a granter peer of o is
searched. If a granter peer is found, the application

negotiates with the gramer peer to grant [o, op).
First, a peer tries to find surrogates of an object o in the

acquaintances. If found, the peer asks the surrogate to ma-



nipulate a target object on behalf of the peer. If not found,
the peer looks for granters of the object o to obtain access
rights on the target object. The peer negotiates with the
granter peer to obtain access rights on the target object. If
obtained, the peer manipulates the target object by itself.

An access request A is charged with some integer value
V named charge, A.charge := V. The access request A is
sent to an acquaintance peer p. Here, A.charge is decre-
mented by one, A.charge := A.charge - 1. If A is not sat-
isfiable on manipulating objects in the peer p and is still
charged, a set Cand(A, p) of candidate acquaintances of the
peer p is found. An access request A is hopeful on a peer p
if Cand(A, p) # ¢. Otherwise, an access request A is hope-
less. For the hopeful access request A, some acquaintances
Target(A, p) (C Cand(A, p)) are selected. If |Target(A, p)|
> 1,ie. Target(A, p) = {p1, ..., pm} (m > 1), A is split
into access subrequests Aj, .. ., A,, where each access sub-
request A; is sent to a peer p; (¢ = 1,...,m). Here, the
charge is allocated to the access subrequests A;, ..., Ay
based on the trustworthiness and ranking factor. Lét 7; be
the trustworthiness factor of an acquaintance peer p; for a
peer p. Let p; show a ranking factor of a peer p;.

o If p’s acquaintance peers know something about an ob-
ject o, A;.charge := A.charge - v, where y; = p; - 7; /
Z;'nzl Pj - Ti-

e Otherwise, A;.charge := A.charge - ~y; where y; = (p;
/ Z;’nsl P5)-

That is, the more trustworthy and more trusted a peer
pi is, the larger amount of charge is allocated to an access
subrequest A; to the peer p;.

Suppose objects are manipulated in a peer p for an access
request A. The access request A carries a variable A.state
whose initial value is U (unsuccessful). If an access request
A is performed on the peer p;, A.state is charged with S
(successful). After the object o is manipulated by an access
request A, A.state := S. “A.state = S” means that the access
request A has so far visited some peer where objects are
successfully manipulated.

If A.charge = 0, an access request A cannot be anymore
forwarded to other peers. The response of the access re-
quest A returns to the preceding peer from the current peer
p if A.state = S. Otherwise, A is discarded. In another case,
A is hopeless, i.e. Cand(A, p) = ¢ but A.charge > 0. The
response of A returns to the preceding peer p’. The access
request A waits for responses from the other access sub-
requests. If the response of another access subrequest A’
returns to the peer p’, A.charge := A.charge + A'.charge.
Astate := S if Astate = U and A’.staie = S. Suppose
the responses of all the access subrequests return to p’. If
A.charge = 0, the response further returns to the preceding
peer. Target(A, p') := Cand(A, p') - Target(A, p'). If Tar-
get(A, p') # ¢, Ais issued to peers in Target(A, p').

5 Conclusion

We discussed how to detect and manipulate objects in a
P2P overlay network. We discussed how a peer can access
and manipulate objects distributed in peers and can grant

access rights to other peers. Types of acquaintance rela-
tions are newly discussed with respect to types of service
of each peer, i.e. what objects each peer holds can manipu-
late, and can grant access rights. Based on the acquaintance
relations, we defined the satisfiability of an access request
in terms of types of service. Then, we defined the trust-
worthiness of each acquaintance and the ranking factor of
each peer based on the satisfiability. Then, we discussed
the charge-based flooding (CBF) algorithm through coop-
eration of acquaintances. Here, the more trustworthy area is
more deeply searched in the P2P overlay network.
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