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A Packet Filtering Rules Compression by Decomposing into Matrixes

Katsushi MATSUDA
Internet Systems Research Laboratories, NEC Corp.

Abstract
Packet filters are essential for organizations that are connected to the Internet. Network
administrators have to understand precisely complicated rules to manage the packet filter. Management

cost, however, will rise gradually as the number of the rules increase at daily operation.

In this paper, we propose a novel model called “matrix decomposition” which enables to analyze rules of
filtering, and a rule set compression method using this model. We formulated three techniques,
removable rules detection, revisable rules detection and rules combination, and implemented a prototype

system. The experiment using an actual rule set showed that our system could reduce the number of

rules from 525 to 348, namely the compression ratio was 66.3%.
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