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abstract -

This pa.per proposes a network diagnostic system usmg the reflector model to
infer the dynamics of the Internet. It provides essential functions that an au-
tonomous system (AS) can view how the routing information about the AS spread
in the Internet and can diagnose anomalies. To achieve these functions, the sys-
tem is constructed using agents located in multiple ASs. Each agent monitors the
routing information and reports anomalies based on diagnostic knowledge. These

- agents can cooperate autonomously to identify problems through observation from
multiple viewpoints.
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