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Classified Information Diffusion Tracing Triggered by Open
System Call

Satoshi HAKOMORI ™,  Kazutoshi YOKOYAMA ™ Yoshinari NOMURA *
and Hideo TANIGUCHI*

Abstract

Recently, leakage of classified information such as personal
information has become serious problem. To prevent the leakage, it is
important to know where the information diffuses in the computer
environment. In this paper, we propose the tracing method of the
classified information diffusion. The tracing starts when a process
invokes the open system call for the file, and checks if whole or a part of
the classified information may be copied to the opening file. We describe
the algorithm of the method, Implementation of the method on the Linux
kernel, and the overhead to the system calls.
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