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In the research area of the protection of private data, it is necessary to realize a special data protection method
which satisfies confidentiality of sensitive data or intentions of owners of the data. In order to satisfy these re-
quirements, it is necessary to prevent propagation of sensitive data against the owners’ intentions. Several data
protection methods generally used in today’s computer systems guard each of a file which is a basic unit of the
data management, from illegal accesses. Our proposal method is that it is able to control data access processings
by each of sensitive data in order to realize a fine-grained data access control. In this paper, the overall goals of this
reseach topic, details of Privacy-Aware Data Object Container (PADOC), a prototype implementation of PADOC,
and an application example using PADOC are described.
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