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Controlling Processes in Virtual Machines by Virtual Machine Monitor

KoicHr ONOUE,t YOSHIHIRO OYAMA't and AKINORI YONEZAWA'

A virtual machine monitor (VMM) can provide strong isolation between virtual machines
(VMs) running on top of it. Hence, users can achieve secure control of operations in a VM by
running security systems outside the VM. However, security systems running outside the tar-
get VM obtain only low-level events and execution states. Therefore, it is not straightforward
to enable the security systems to control the OS resource. In this paper, we propose a system
which controls processes running in target VMs from the outside by using the knowledge of
the OS running in the target VMs. In our system, VMM intercepts system calls issued by
processes in the target VMs, and a program running in another VM controls the execution
according to a security policy. We measured the overhead incurred by our system through
preliminary experiments using microbenchmarks and a benchmark for the Apache web server.
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YesNo
SysCallSpec
ControlExpr
Condition
FileCond
NetworkCond

Protocol

yes | no

Condition* Action

tcp | udp
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Action

default :Action traceChild :YesNo SysCallSpecx

SysCallName default:Action ControlExpr*

FileCond | NetworkCond | Condition and Condition | Condition or Condition
fileEq(argnum, path) | filePrefix(argnum, pathPrefiz)

ip(ipaddr) | port(portnum) | protocol(Protocol)

allow | deny(retnum) | killProc | policyChange(policyfile)

H2 BRIATFACBIZEF2UT 4R -0 k)

default : deny(-1)
traceChild : yes
open default : allow

fileEq(1,"/etc/passwd") or filePrefix(1,"/etc/cron.d") deny(-1)

execve default : killProc

fileEq(1, /usr/bin/wserver) policyChange(wserver.pol)
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TAERY NT—=DTFNAANDT I LATHD, &
METIIHBENE VM RO T 02 ARRFTEI X
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9B AT La—VERERLDZ VMM SHEL, #iE
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RBEVATAI VM NTEMET 25 Z bk 0S8 h—*
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Rt/ ok hoy

SROBEELT, BFa V5T o RY > —0ikH
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T = a iR EVAFARERALTHEEN
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