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Abstract: The importance of Data Free Flow with Trust is gaining attention, and the use of distributed
ledger technology, which offers high tamper resistance and decentralized data management, is becoming
more widespread. However, since information written into a distributed ledger is difficult to delete, it is
advisable to avoid directly writing confidential information. This paper defines the requirements for a sys-
tem that enables multiple organizations to collaboratively manage and utilize confidential information us-
ing Hyperledger Fabric, a permissioned distributed ledger platform with robust privacy protection features.
The proposed system is expected to benefit the sharing and utilization of confidential information in the
medical field, and specific use cases, scenarios, and implementations are provided. Furthermore, evaluation
experiments confirm that despite some processing delays compared to existing systems, the proposed sys-
tem possesses sufficient performance for the anticipated use cases in the healthcare sector.
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1.2 AHEREN S SERETRE

AWFFE T, BEEHMRIC X 2 BEEHROILFER L L O
FNERICE R 4T, BRI EG IR O Hyperledger Fab-
ric &, EEHEFEITEBE (Trusted Execution Environment,
TEE) O—fTd 5% Intel SGX W CA~—F I b
7 7 b & FELTT HILIEERE CTd 5 Fabric Private Chain-
code (FPC) ZH\W /2y A7 A %MHE L. AEITIE, 4
A MREA & TEE ISR A A8 a %2 /R L, AR
BIEHAT D Fabric & Fabric ® 75 1 /Ny — (R # R RE % 36
B4 5.

1.2.1 HEEREM

Ty 7F o= ERERE LA IR, N
A4/ R= a3 & LCERGHRHEEDE 2 SO
PrEsh, HEHEZED TV, SR T, =B
ARSI L CHEM SN T E2IERONG [ Fikz, FRHERO
Y7 —E7 (Peer-to-Peer, P2P) B2 CHEAZRE| %179
EEREAT AT A 2 & T, BEEAB X Ve ERn 22 BT
FIIAMPHIETE 2 EHIFS N TS, FRGIREGR D
B, BB R T — % ONE D HERA Y b7 — 2122
ML TWa 3 XRTOMBICIA SN, SHRA T 25
HMERICEZAINLHF DS, CORFHICLY, EEx
FOWBHIT— 5 2 USAT L0 EMEFFET D
SEGIRT R TCEHFIMWZ ZLEDVH 5720, B0t s
AEERFETDHEEND. —FT, BHET— 7B NG
EOWEERIL, A ERIREELRS BU — 7 — & IR
HI (GDPR)[4] 7 EDKEAED 5 FHIZHED W TREE
T VEH 5.

F7, PHGERIZBITS Ay T — 7 ORER T EIZEIC
QI HONG. 1 DHIE, BSEED L) IRFE
ZHOFIEEEEPIEE T 2 HHSMESHEIRETH Y,
72 & 2 14 Bitcoin [5] X* Ethereum [6] % &2 4. 2D H
X, FEOMERLHAELZ EOMBEOATIEREINTEY,
ST T TSR Y P T =27 I2BML T L ko —#8 D
LT RTCOFTPLEL 2 235 RSHERTH D,
7z & 2 1E Fabric [7] % Quorum [8], Corda [9] 7 &4% 5.

ARFFEIZ TR ) BB IERZ D £ 9 o —AlZBwn
T, ARG HAERE T2 28T, SF#EFE L
FT = ZMBEOHIHIRT S & xmifts L TW525
Ay b T =228 5T RTOMBESEETE 5 &3k
FAET & 7z, BREIERAME 2 B TERICH S AL
LT B UENH DL E V) REDRD L. HNTHTLE A
Ped & OFE MR 7 Y AT A DR & EHY 540G
REAOFH TGN L DD, TIANY —IIRE L E
W) FRREIZIBZ A0, AfETIEENS 2 EB WL T
% A RIS SR TdH % Fabric ORI 2 M55 %.

© 2025 Information Processing Society of Japan

1.2.2 SEEXRTRIE

AWFEDIRE Y AT 2BV THRH T 5 Intel SGX & B
kBl L C TEE O#t& %W 4. TEE X, 3> Ea—
Y YAT LANTHET— 527077 L5 Ri#ET L7200
FREES N-FATRE 2 RS 2 TH D, ZOBKET
&, WET— PO AT LIV R—R L I RLT Ik
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ERRE, A HRBRIIBW TR LR T 272012148
M &M 5. TEEIXFIZ CPU N & %41 as 8 B X OE
L CTHY, Intel # O Software Guard Extensions (SGX)
X ARM . @ TrustZone, AMD #I: @ Secure Encrypted
Virtualization (SEV) 7% EDSFEHET 5.

REYAT LBV THRMT 4 Intel SGX &, 77
T aYPEETELRVOSNAN=NLHFOTFTTH
WET— 7 R RETEDL LT H-DICKFTE N
McKeen 5 [10] (&, Intel SGX DEl & FE IOV CTREM
WL TBY, SGXATED L 912 L Tl & 729247
B R M L, WIS M2 mibs 502w v
%. SGX I, Enclave Registration &\ 9 A L D &
RofELEE LICRE 5L 2 72 Enclave & FRIXI 2 PREETH I =
ER L, TOMEBIITO T T AR T —F ikl 2 L2
o THBERERIEL 2O Oy I L EETTLI LR
T HEIZ T 4. Remote Attestation & 9 A A % FIWVC,
Intel O — N E@HET AL LT, £+ 27 7% Enclave
BIUTEERENFELCHRESIN, BEHTELKETSH
5T LEBERICHNT LT 0 AEHT 5.

1.3 Hyperleder Fabric

Fabric (3 #F W B 5 #ARTH ), TEE 2 fEH L 72 A
Y= IV NT 7 POFETHUREL % HILERRET FEO.
AKEiIZ T, Fabric D&M & &, Fabric 2382 77 4 N
T —IRiEN R R BT 5.

1.3.1 Fabric DERHE

Fabric |3, Hyperledger Foundation |2 & ) HH ST
b =7 =AY 7 7T (Open Source Software,
0SS) DFFI B HAEIREETH 5.

B 1%, Fabric # iV TH#BIIRSA Y bT—2 %2315
LUF7BRoOMERTH 5. MikiE, SEERS Y bT—2
WOMN L7227 474 Thh, dv bT—27 O A
YON—=E LTHERET A, SARRE, NI L T A
YN—= vy T —E A7 U/NA ¥ (Membership Service
Provider, MSP) B X ' iR fif /§ (Certificate Authority,
CA) %6, FRFEL IDEHE N T2, F/o, £
WEEH 3 % Peer / — F I Ledger, State DB, B & Uf
Chaincode DFEITERE % & e, Ledger 134 v 77— 27 &fk
275 TG RLERZ ik L CTRRIFT 2 BIRTH 1, 75k
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Fig. 1 Basic overview of Fabric: consensus algorithm among partic-

ipating organizations during transaction issuance in a dis-

tributed ledger network using Fabric.
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7 a v ERFETLICBORORIER T RIF 57— %
NR—ATHA. Chaincode & Peer |24 > A b =)L E1 %
Fabric (CBITAAY—ba Y b5 27 N ThHY, HEEHMKE
® Peer |24 ~ A b — )b &7z Chaincode O FELTHE A —
HTAHZEICL o TEFEEEMERL T4, Orderer 13 T
sy a v OEFEEZPIEL, Peer I27 1 v 7 2 LA
T LEE I ) — FThb. Client [T —F2HEET 2
12872 —=ATHY, Z—Id Client 4 L T Chain-
code |ZFLIR S M7 KB A BIR LIF O L 2479 .

% 7z, Fabric T % Execute-order-validate 1 % & 1371
53BREROEEIRT NV T) AL EHWT T v HF Y
VarEHEERAARBLIUVETOGEZIIGFL TV A. 1%
T Fabric 2B 2 §BEROHNERT. £3 (1
Execute Tld, L—+%% Client %41 L T Chaincode % U8
ML NI oH 7 v a v oFETEGRTH L, THEKRS Y
NI =212 AMOMRICAEELZRL, Mofiko
Peer %%, Chaincode =" ChZ7 W7 ¥ a v OlfGEs L %
L FERT LI ETEET A, KIZ (2) Order TlE, Or-
derer [ IFEHEHEDI LTy v a rwZFMY, T
Y7 T a YRR R R L TEEO N T oS
vavEMALZTay 2 ERERL, ZT070y 7% &H
RO Peer IZHLAT S 5. Ri%IZ (3) Validate T, Order-
er PHEI NI T O Y 7 % 4% Peer DIRGE L RIRICH & A
L. Ty sWNICESRAEN T OF T Yy RET
L. State DB |t % & &AL,

1.3.2 Fabric [CH 5 T T 1 /8 —(REF

Fabric (21X, 7— % ZWE L2 EFT 5 720 OEHE
B HEX° Fabric Z LR 2 2 THE S N7z 0SS BFEFET
L. KEINZT3HIED T 7 4 N —EEHM 2R L, 2
R AT HAOREBUAEH 3 2 Bt @ f8et £ R .
1.3.2.1 Channel

Channel FfE% JiV2 2 & & CTH— D4 HARS v b7 —
ZIZBINT AU EOHMEME TORIE SN DL AR ERT
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W 2 2 SR OEFIIE MR VIEND 5.
1.3.2.2 Private Data Collection

Private Data Collection (PDC) #¥fglL, Mok}
L CTHARE L 72 WIS E IR o BRI O SR RC IR B IR A3
LH%BETH 5. Benhamouda H OWFZE [19] 12 TIRFE S 1,
Fabric Dff#EREEE L CHEE SN TS, PDC e
FAWTRE SN TV L7 — ¥ Z oMk I G § 2 B
BMERA Y b7 — 27 2433 P2P OEEME TEZEL
9. L2L, #HEIEHRE P2P 3 COMBIZEET
L7290, MoOMBEICESNIT—FBRED L HITHFH SN
L, BEEHEEISLSELVEV)RELH L. T2,
PDCHEREII BT I NA M= =7 =5 2 MW FH =
LIFEEBEBINTEBLT, 1207 74 VHBEFH/NA b
F =5 =D EORFEEDT =5 %) 1— A7 — AL
ISIEBLERNTH 5.
1.3.2.3 Fabric Private Chaincode

Fabric [ZFEH#E#5# S 11 C\» % Chaincode D FEATERHE (2
BWTIE, BIRCEXAINDZ P TI W72 a3 BIT
T = ZIIF L DIRE TR SN T 5. Chaincode & /S
L DA MER State DB I — WA EHET 7 AT 5
CETENLDONEXTRT A EDTMHEL e o TV BT
O, BEHRCIDF ) 21— A7 —ATHEL T,
Brandenburger 5 @ B %% [20] 1 T2 % S 1172 Fabric Pri-
vate Chaincode (FPC) (X, SGX % H \» T Chaincode ®
FAAXWRICTLAHEMTHL. b ¥ rvarBLY
7 — % 7% Enclave A CIE L SNz RICHIRICEZ AT
52 LX) RELEFEI L TV b. FPC I3 Fabric DL
ERERE S LTHEE SN, 0SS & LTiftshTna.

FPC Tl Peer |2 Chaincode & 1 » A b — )L L7212
IAALLEL & L C, #® Chaincode B H @ Enclave 23R
&N, WIZ, Enclave [H 4 OB 5 AR & L% Peer
WA 3 % Enclave Registry Chaincode (ERCC) 2% §%
&M 4. Chaincode Z IFONHI L, kB MRSB £ U State
DBIZEHEZAITNEZ NI V2 aryBLUOT—413
ERCC |2 B# SN o# Lz TR ZL3ns. ko
T, BEEARHOTLHABEB LIS 2Y, TNMHIHE
BT 7ALCH NI a BT 2R
T ERTERW,
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Fig. 2 Overview of the proposed system: joint management and

utilization system of sensitive data by multiple organizations

using distributed ledger.
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Fig. 3 Proposed system configuration: hardware and software ar-

rangement.
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Table 5 Experimental results.

a) BT & O FIGFATRH [HA7 0 B

REQ) ®RE(2) TE@B)
1. SetData 2.116 2.106 0.027
2. GetData 0.043 0.043 0.032
3. RequestPermission 2.112 2.103 0.037
4. ApprovePermission 2.110 2.109 0.035
5. RequestTask 2.117 2.118 0.035
6. GetTask 0.049 0.045 0.032
7. WriteTaskResult 2.102 2.102 0.036
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BRE (1) ®WE(@2) RE@O)
Invoke (1,3,4,5,7) 2.111 2.108 0.034
Query (2,6) 0.046 0.044 0.032
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Fe%& fif 272 Fabric # 42 &L, ZOFTH FPC
EHEHATALZENEBL TSI E LN LT

S5, RBFEVAT LAORMII T B FELESM, 25
AT A EBAEY AT A OFEREEMIC L BT —2 )
T 4 WGE, BT — ¥ 0L &I 5 5l & S L 7.
BEDATFAIMEY AT AL Y UEEIEIZFEET S50
D, METLNNVAT T 5O — A7 =2 ZBWTid+
it R D BUREE O EEH LML

8.2 SHEDFE

GlE, REVAT AOELERSLEE T Ed, 5
FELEOEM L 2BoORER R LR LT F
72, FPC ORI I 2 =7 1 12BWTIE, BIAE Fabric fZ
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#¢) Chaincode & [AHEIC Go SEETE A 172 Chaincode %
FPC |2 fi i 7] B ﬁ%% 7T s MPHEATN S,
Go il Fabric 12815 % Chaincode FFED 700 71 7
7 3I07 muuk LTCT 7727 M&7o>TEBYY, Fabric
Chaincode T V=7 1X Go Bt CaI—T4 Y7 T&5HZ
ERTFLENICH L. SR, IREVAT L% Go BT
FEEL, BIIOFHIZ1T .

F72, SGX X Intel #E &2 FHT 5 2 & ZHifE & L 723Gt
Lo TEBY, FFEPRENENR S AT LHKE X OHEH %
HIB T o iE RO BRI 28 & LMK T 2 HASTEE LT
HIFS5ND. FTETIE Intel 117217 T4 < AMD 1% arm
MR TLCPUT—F T 7 F v b ERLIILDHTE
D, HEHENZNHOFETTEE #EELTVWDE. Th
%ﬁﬁﬂ@ﬁﬂ%m%é:kf TEE O#SEIZB I
HOEMEN 72 3 AT AREERATREICT 2 L PHT 2. 414
@,%CH%NVVWTEE%ﬂﬁﬁ%kﬁ%FTC%%%
0SS T Izx=7 4 ITHFEL, FEELHLETS.
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