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Efficient Activation Clipping for Backdoor Defense in Image
Classification

Yukai Xu"*  Yujie Gu> Kouichi Sakurai?

Abstract: Backdoor attacks represent a significant threat to deep neural networks, particularly in image classification. A backdoor
attack can poison the victim model with only a few contaminated training samples. Consequently, the victim model misclassifies
test samples containing the backdoor patterns into the attacker's target class, while classifying those without backdoors correctly.
Advanced attack algorithms can embed backdoor patterns in increasingly subtle ways, making them difficult to detect and mitigate.
In this paper, we propose a novel defense mechanism that clips and bounds activation values during the training process using only
the training data. Comprehensive experiments demonstrate that the proposed method achieves higher accuracy and lower attack
success rates (ASR) than state-of-the-art approaches, while consuming less time. These results suggest that the proposed activation
clipping method is an effective and efficient solution for enhancing the robustness of image classification models against backdoor
attacks.
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Table 1  Comparison of Accuracy and Attack Success Rate
(ASR) on CIFAR-10 with ResNet18.
YTk NAD MM-BD This paper
BadNet ACC | 88.7% 89.1% 90.2%
ASR | 2.2% 1.1% 1.1%
Blend ACC | 87.6% 83.8% 85.9%
ASR | 10.3% 11.7% 9.8%
WaNet ACC | 90.7% 89.77% 90.9%
ASR | 9.9% 10.1% 9.8%

5. &hHYIC

AWFZE T, BEBOEETTNVIEBIT 53y 7 R 7 W8 %%
ﬁ#étb@7774N~Va/7)yt/7’%O<%
PRI =X LZREL. ZOFEL, BNOF—Zt%
R AL T e X AN L Lfocb\allrf%fﬁ%bﬁ& L

THERE L, EFAMZISHICBWTHRNTH D Z L %R
ELTWA. CIFAR-10 7—H & v k& ResNet 7 —F 7 7
F X ZEMA L) e R 2B U T, IR INT-TFEN
BadNet, Blend, WaNet 2 5 S F X F e\ 7 KT BB
FUFICBNT, BESIIE (ASR) Z RN L 72
Do, MWSHEREEAMEFT 22 %2R L7, NAD BLD
MM-BD & DE#GHER S, BN EEE DT 2 ATHBNT
BEFEOADIEEZBEHAL THD. ZHHORENDS, 7
IF4R_R—2 a7y, DNNDEXF2U T 1 &
BEMEEZ NNy 7 R7OEBR»LEbT 272D, FEND
AWK TH D Z EDRRBIND . 5B OWETIE
S LR HEMECMOET NRLT —F &y h~DILER KR
MHEhsaRExThsb.

SE XM

[1] Baevski, A. et al.. wav2vec 2.0: A framework for self-supervised
learning of speech representations. NIPS. 2020, p.12449-12460.

[2] Chen, X. et al.. Targeted backdoor attacks on deep learning systems
using data poisoning. 2017.

[3] Deng, J. et al.. Imagenet: A large-scale hierarchical image database.
CVPR. 2009, p.248-255.

[4] Devlin, J. et al.. Bert: Pre-training of deep bidirectional
transformers for language understanding. NAACL-HLT. 2019, p.
4171-4186.

[5] Gu, T. et al.. Badnets: Evaluating backdooring attacks on deep
neural networks. IEEE Access, 2019, vol 7, p.47230-47244.

[6] He, K. et al.. Deep residual learning for image recognition. CVPR,
2016. p.770-778.350.

[7] Hendrycks, D. et al.. Using Self-Supervised Learning Can Improve
Model Robustness and Uncertainty. NIPS. 2019.

[8] Huang, K. et al.. Backdoor defense via decoupling the training
process. ICLR. 2022.

[9] Kim, H. E. et al.. Transfer learning for medical image classification:
A literature review. BMC Medical Imaging. 2022, 22(1), p. 69.

[10] Krizhevsky, A. et al.. Learning multiple layers of features from
tiny images. Technical Report. 2009.

[11] LiY. et al.. Neural attention distillation: Erasing backdoor triggers
from deep neural networks. ICLR. 2021.

[12] Nguyen, A., Tran, A. WaNet--imperceptible warping-based
backdoor attack. ICLR. 2021.

[13] Redmon, J. and Farhadi, A. Yolov3: An incremental improvement.
CoRR abs/1804.02767. 2018.

[14] Wang, H. et al.. Mm-bd: Post-training detection of backdoor
attacks with arbitrary backdoor pattern types using a maximum
margin statistic. IEEE Symposium on Security and Privacy. 2023.

- 1879 -


http://www.tcpdf.org

