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An Empirical Study of Backdoor Attacks on Ethereum Smart Contracts

NaoTO Yanarl! NaonisA NisHiDA!  Yusi UNagamrt

Abstract: Backdoor attacks on Ethereum smart contracts are attacks whereby a developer of smart con-
tracts maliciously obtains assets generated from the smart contracts by leveraging privilege. Although several
detection tools for the backdoor attacks have been proposed, to the best of our knowledge, no empirical study
of the backdoor attacks has been conducted so far. In this paper, we conduct an empirical study for back-
door attacks on Ethereum smart contracts by collecting and analyzing 66,283,849 contracts, which are all
of the smart contracts that have been generated until now. We then found the following insights. First, we
found 34,983 backdoors in the current investigation range. Notably, for the compiler version v0.4, which is
the most popular version, 42.2% of the smart contracts are backdoors. The most generated backdoors are
ArbitaryTransfer which transfers assets into any address and there are 27,793 smart contracts for the attack.
We also found backdoors which can be combined with other backdoors. The most generated such backdoors
are DisableTransfer to restricts transactions, and we found that 99.9% of these backdoors are utilized for
combinations with the other backdoors. We identify that there are 8,348 combinations of these backdoors,
which are significant in the current results. The reason is that an adversary can maliciously obtain assets by
arbitrarily controlling transfers of them.

Keywords: searchable encryption, promotion of understanding cryptography, questionnaire study, educa-
tional materials
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function transferTo(address _to,uint
amount) onlyOwner public returns(
uint256 revenue) {

require (balanceOf [this] >= amount);
balanceOf [this] -= amount;
balanceOf [_to] += amount;

Transfer (this, msg.sender, amount);
revenue = balanceOf [this];

return revenue;

function burnFrom(address _from, uint256
_value) public returns (bool success)
{

require (balanceOf [_from] >= _value);
require (_value <= allowance[_from][msg

.sender]) ;
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balanceOf [_from] -= _value;

allowance[_from] [msg.sender] -= _value
totalSupply -= _value;
Burn(_from, _value);

return true;

function freezeAccount (address target,
bool freeze) onlyOwner public {

frozenAccount [target] = freeze;

FrozenFunds (target, freeze);

AL, GRS L TV ABEBIE—H7Z T TH 508, Lkl
transferTo BI%LAY ArbitraryTransfer, burnFrom B8 23
DestroyToken, freezeAccount FA%{AY FrozenAccount 12
ZNENEZY TS, LD ST DITNy I FT
aAYEZ 7P LTRAIENERAR—ary 57t Dk
PIZE, AR—=ha Y b7 MIBUIE =2 VAERDSE
TNy 75 30Iffoh b ALEb DB ROMo
oo TRHIOWVWTIE, Av—tay 77 bOMEED
BRI/ E o 7o 25, BFERICANYy 7 F7ay b5 2 b
CRBDEHE T L LR T LESREEZIOLNS.

Ol W N

5. EZ%8

AETE, SNETHLMZLINY 7 R 7 REDTFAE
WZOWT, LRI 2B S TR T 2. TR
SEZnolzN Ny R7ary v 77 FORNE, BXU, 2—F
ITR—=VIZED Ny I R7ary T MY DREERX
NTVEiEim T 5. £/, RIFREERT 212H/2>T
B U 7= i, RO, AR B 2 24 AR E
TEIZDOWT NG,

51 RHLIBDSLNYI RTOEE

RETIE, N7 F7av 77 FOHRTHIEDPZ -
72 DIZOVWTHNAS. X 212 &% & ArbitraryTransfer,
GenerateToken, DisableTransfer # A& HE72d DH
HZ L, ARIT 8348 HFRA L. DIFiczoflr LTHA
LNy 7 R7av 727 bo—HzE#s 5.

function add_referral (address referral,
string promo, uint256 amount) external
returns (address partner, uint256
p_partner, uint256 p_referral){
p_partner = 0;
p_referral = 0;
partner = address (0x0);

if (msg.sender == contractPreICO0 ||
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msg.sender == contractICO0){

if (partnersPromo [promo] != address

(0x0) && partnersPromo [promo]

!= referral){

partner = partnersPromo [promo
1

referrals[referral] += amount;

amount_referral_invest +=
amount ;

partnersInfo [partner].balance
+= amount;

history[partner].push(

itemHistory (now, referral,
amount)) ;
p_partner = (amount*uint256 (

calc_partnerPercent (amount
)))/10000;
p_referral = (amount*

ref _percent)/10000;

3

OB T, 51TH®D if XNT msg.sender ZET
5 Z e CTHOFETL—V2EEMNCHRET 22 2 Hig, 8
fTHT amount Z¥MEETWVS. 25 DEENISCHR [14]
TN SN TV 3 GenerateToken DZEENEERIL T\ 3
HME _EFFIIEIZE T 208, Z0 b ABOZEH Z SNy
JR7aAVEI I PRI NTVS. THLHEDNY IR
7ary 77 TR, BEEEDOIELTHIRT 2 & FARIC,
fthod 7 N L AR SEEZIED 5 WIEMO 2 —F Tk L
b= EERTEZZ T, HEEPFREEOND LS
REHETIEEZIOLNS.

5.2 d—RoO—-2ICHFZ3NYIR7AVEZ0
Av—btaY b 77 MEF—RIZZL Da—- FERIN
TW3 [5,18] 2 s, a—FI/r—YOFIIANAY I R 7
AVIITNPEFEHETEIPHE L. 2 AN—=D 3
¥ v0.4 FTD 83239 FHDa> b 77 MZEBWT, Av—
Fay o7 OMEERERIS 2 ERC-11677 12 & H /ERK
IN7za—Ror7e—YICEYT2HD1E 30 HFiERTER
DB, VTN AN I RT7aY b7 MEEE L o7z,
ZORRE LTIE 2D eBEZILNS. TTIEh—
I BT 2 XS RBIFONy 7 7 HEOEFEMmIE 1 H
PREEWCETHS [3). £/, Afoa—Fro—i
ERC-1167 12k % a—Fr7u—riefie LTEBh, 2—
POEHLFEETHET LI 5Ra—Fr/r—rbhHirnik
O — FIZER 2 DHEREANC I — R BRI 7 1 — > [19] & &
FNTVARY. IS ENRE LGS, a—Fre—>
ANy Z R7ary v 77 bEENZARENIED Z. Zh

*7 https://eips.ethereum.org/EIPS/eip-1167

5 DOFMERZ, SHROBETH 3.

5.3 fRIENAIE

AFETIdEECT T os EzAv—bar v 27 bD
V—2a—RERHTI Y + 74— TIELDATH
D, HCNy Z F7ary 527+ OERSLIENBDIEHR
BRNICT B WVo2Z 2iELTWARYL. ZD7=D, Hil- o
EERFNT I 3RV, 2, BRICBVWTH A~ —
farybs 27 DY —2a— REFBNENT LIOATHD,
BFEONYy Z K73 7 NN H I a v EEE
TRV Z L TWARNL., ZDOD, REENGEE
MFE 2R 2 &5 RIEHFNIL TV, AROFEIZRE
DA—trary b7 7 FolgarfEfs 22, FHL v
WEBERLIZDITTIERW., 207720, F=FIC L2 WE
EMIRT2I S, MRS Z#L 22— RET
252 LTVAREV. LEDoZehs, KEOHEE
BH- BB EHRETLI D, HEREPTILBLT
WEWEWR B,

54 ZEHUAOBRIFE

AFRICBI 2B SFHHIKREL 3RTHS. 2hznbl
TR 3.

F3,A—1+bar I 7 DAL IN=Va Yy
v0.5 DIFEIZ DWW TiE, AR CIdiTeEoflii L, 29 3
ZEMTERDPo. ARETIE V0.4 BRBFHEINL TV
N=TaryD—>D [11] £ LUTHERZ Y TRED, BHiDN—
Y arThH?dv0.8 TIXERRIERPIFOLNZAREMED H
5. v0.5 25 v0.8 TIERR X /27D @ 1,187,888 HHICEH T
NI SHOFETH 5.

HETHWAEY —VNTZ I —DRELBRITERVR
~—haAY I D180 HKIEEDH o THHDTT —
JRRNZE OGS DEME S ITER T2 2 &, 7, —MRITIEVE
WE TNy 7 R 7 OREHCHIUIHE B 25 Z
PHIBENTWS [14). bbb, ZhsoHizd Ny 7 K
7aAYrI 7 MHBEETHAREMIE D D Z e h b, ST
INSDTT—=MIE L7255 2T, X DEMRIEITS.

BRI, AFROSHHRERIZ CRPWarner & Pied-Piper 12
KELTWS. Thbb, 26Dy — L THRARID 2
WEEMBHI e o TWE NNy 7 R7a Y 57 MBIES
SA[EEMEIE D 5. TR [17) 12 & % &7 < & AR
DWTUIMD Y — L ZBIEA S 2 2 & THRARIUIBG T
X5k eh s, SBRITERDIZ WY —LEZEAL
T TEL TS

6. F&&

AR TIE Ethereum A<—Fa Y 527 MZBWTAY
7 R 7WER Y NIZFThiTWwW3 2, Ethereum D4R
~—brar 727 66283849 EINEL, ZDY —A
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a— F2EfS 2 e TEERELL. RAHSATY
5aAYRATGN=TarTHBv04FTON=Ya B
W, Baf 34,983 fF DNy 7 K 7ary b7 27 b RFER L.
CHUILEFN—Y a YIZBIT S 422% DA —Frar b
SUMNBNy I RT7THEILEZERLTWS. &RHIEK
ENTW Ny 7 R 71X ArbitraryTransfer TH D, 24,793
tFONY 7 F7ay s 77 MR AL Ny R7ay
FZ 7 MO FEE OAGDLERREE LTW3 D
D3 »H Y, DisableTransfer 1% 99.9% A LMD Ny 7 K7
AV I e DHAEDLEE o7 BB Eh oIz N Y
K7ar o7 ofEIK, LD ArbitraryTransfer &
DisableTransfer {2/l X, & 512 GenerateToken % fHAE
DELSDTHD, 83 HHAL TS, THoDHHIC
DWTIE, WEBEILETERCHET 22T, BHDE
EEZHEPLTFENZVI L EZRBELTWS. SH%OFEIX
V0.5 BB V0.8 DAV NA T N=TY a IZBWTH %
122k, ¥72, oy —IL [9,15,16,25] b HW/= X DK
BROMPEToN5.
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