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Fair Exchange based on Smart Contract
Generalizing FairSwap and OptiSwap

Takavya Konpo'® TakesHl Nakal! KoOUTAROU SuUzUKI!

Abstract: Fair exchange is a cryptographic protocol that enables two parties to exchange their electronic
data fairly, i.e., it ensures that no one can steal the other party’s item. FairSwap and OptiSwap are fair
exchange protocols for files and coins based on smart contracts. While FairSwap is more efficient than Op-
tiSwap regarding the round complexity if a party is corrupted, it has a larger communication overhead if both
parties are honest. Also, while OptiSwap is more efficient than FairSwap regarding communication overhead
if both parties are honest, it requires larger round number if a party is corrupted. That is, there is a trade-off
about round complexity and communication overhead between the two protocols. This work generalizes these
two protocols and proposes a fair exchange protocol that allows us to adjust the communication overhead
and the number of rounds by a parameter. Our protocol contains FairSwap, OptiSwap, and protocols that
have intermediate efficiencies between them.
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ANTHY, THHFOSMENHFOT & 2185) Fiid
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AT2RMEEZS. 728, Buyer 3% -727 741
MBIELWZ L 2T 2720 OBFER ¢ ZIFFLTWD 2
CEHEE T 5.

NERZRETa balid, FBETEZE=FLRLEDORE
DI NEERTAGEETH 2 Z e BN TVS [3. Z
DEFETE 25 =H ¥ LT Ethereum 72 ¥ THEEIN B 2
X—barrI7rERHVIHRORNSD L. DN
#7277 D —D2 Zero-Knowledge Contingent Payment
(ZKCP) [4] [5) TH 3. ZKCP TldA v F = — ¥ L TULEE
TE3F—ZRPvid, Av—rary b7 oI
B3 2FERNCOWTEIERIP BV, — T, BuyeriZk 3
(FEElbxNi) 7 7 4 N OIEYMREEIC ¥ 1 FIERAERR 77 X
EHWSD, 7744 ARKEVGEIZKGEH
IR ERETIHEND .

FairSwap [6] & OptiSwap [7] 1%, iRd ZKCP D&
BIRRT BT-DIRBEINT A —bary T 7 MK
IR FERET e rarTths. ZhsohEEail
WEERHE WS, ~— Z L ARICED  BEE AR Proof of
Misbehaviour (PoM) IZEDWTHKENE. 2 2D AR
DRERD T 4 7 7 3HARRBETH 253, PoM DOEBT5TE
DRIZD. ZAUTED 2 00FREDOHICIEF v v T3 D
%. FairSwap IFREREWEZ T2 SME IV 25E (Pes-
simistic 77— ) Tl OptiSwap & D d 7V ¥ REH/NX
CWIBEPRWA, WEDIEL S EEL725E (Optimistic
r—R) Tl OptiSwap & D bBEEIKE { FIFEHEL.
—7 T, OptiSwap &, Optimistic 77— X Tl FairSwap &
D HIBEENNZ S IEBE WD, Pessimistic 7 — A TlZ
FairSwap & D 37V ¥ FEDBKEZ L #IRNEW., OF D,
2ODOMICITEBRE IV Y FBO ML —RATDH 5.

an

1.2 FHKOEH

ARTIX, FairSwap ¥ OptiSwap & —#&{t L= X%
BET2. EBEEAATE, [T A-RICXoTHER
LUy FRERBEAGETH 5. BEFH R FairSwap &
OptiSwap DG EEHA, X5 2 2D HFANOFEHPI LR
BEFOHFADEL. 20720, BER, vy FEB&
CFERNZDOWT, BINEDERITIG LN FRMm 7 a b
IVEBEIRLUTHEHATEZ WS SN D 5.

2. i
EBE L, 0] :={1,---,n}&F5%. £Fa2

T AT RA=RE NTEL, IXTOSMEZ N BT
RN ZHEARR 7 L) XA THZ LT 5.

2.1 [EE§

WFERE RS ¢ = (41,...,0m) ZAMIEKE 2
Z7LTETMET S. ¢ DET ¢ IZEEDS — %
KL, ¢ = (i,op; e, [; €[i —1]%) TEHRT 3. i ¥ZD

F— hOBAITERL, op 13ZFDF — b DEE (DOFKHI
F)2RL, LIZZEDTF—=T DANIAXYTORDESLT —
FO#EATERT. 22T, T 3HEBEOLKEREZEL,
0 g DATIVAYORERT. I, =0 &2ifilzd ¢ A
N7 =P MR, EED j € m] 1DV Tm ¢ [; Zifiizd
DL L ¢, BHIZ— bR, M ¢ DASTTA YD
BEE Wa={1,-- ,nt 2L, 2OV 4L YOS
Wha={n+1,---,m} £55.

2.2 ¥=U7LKAR

~— 27 VARARMT & 3 HOMERNZIEARM 7 L3
R 2 (MTgen, MTproof, MTverify) 22572 5.

(Mx,rx) < MTgen(X,Qx): ~—ZVRKELERT 3
TIUTYVRXL, BINVX = (Tiy, Tigy 1 T4y) &
£E Qx = {i1,i2, it} ZAJNTWD, 2T
Xiree = (i1 || @iy, s || @,) ZIERKL, #RD %
)N Lkv—INV KMy EZDR/ — FOMHE
rx EHN$5. 22T, FEDO ke t—1]1TD0VT,
i <ip1 ZZTHDETS.

p < MTproof (i || #, M) : iz 23— VK MIZHE) —
FiZ&EN 25 2 DAEHZER ST 2 71TV XA, &
Ril|lxe~x—2VKM ZAINTED, FEH (Merkle
Proof) p 13 25. M nfHOE/) —F2ET 2
BE, pldRE [logy(n)] DX TATHY, i z ZfE
WCHROHE — FHh O — FETORE hicdghs
J—FDEIE ) — FOEE ZD SRR THRENS.

1or 0 <+ MTverify(p,i | z,rx) : ||z 2irxy ZHR/—F
WHROY = VARDE ) — R TH L0 MGEET 5 703
) R 2. Merkle Proof p L5l F i ¥ —27 LV KRDIR
rx Z AJNCEYD, BEELARITAE L 2B, B
AEDRT 2 0 T 5.

=27 NVALTRE, UTOWEZILT DL T 5.

o W/ —FDENIBHIE ) — FOMEICEHT 2HEREZIG2
LIFFREENCHEETH 5. (hiding 1)

o E/—FDEE X THNENE~—27 VK MITHL
T, 2/ ¢ X D1+ MTverify(p,2',rx) 725 z
EET 2 2 CIIETEENCKEETH 5. 1B, rx 1T
M DR/ — F%F£F. (binding 1)

Ny ¥ a BRIV — 2 VRORERICBWT, &% —
FOMEZES %Ny & 2 B O RISE LR 2 it
725D T REITHIETE. B, Ny 2B
Programmability ¥ Observability %> Global Random
Oracle H & LTETMET 5. (FEIX, [6], [7] Q)

2.3 AFRRTOLILOESR

77 A0 X BT 3 Seller ¥, MEER ¢ & ik p D
a4 ¥ coins(p) ZIRFFS % Buyer 22 %. AT
FR#aTa b anTiE, Seller 1 coins(p) ZZITIZ Z &

- 1768 -



© 2024 Information Processing Society of Japan

FairSwap Optiswap
Seller Buyer Seller Buyer
Ency(file) + auxpom Ency(file)
. .. Smart  Contract Smart Contract
Optimistic coins(p) coins(p)
— —
Case
Key " key k k
_ _ _ _
if o(file) =1 if (file) = 1
coins(p) OK” coins(p) “OK”
— — — —
Seller Buyer Seller Buyer
Ency(file) + auxpoy Ency(file)
Smart_Contract Smart_Contract
coins(p) coins(p)
— —
i 3 i key k key k
Pessimistic ey k <y k
Case i (file) £ 1 if o(file) £ 1
NG challenge challenge
— — —
coins(p) response response
— _— —_—
TNG
NG
coins(p)
—_—

B 1 FairSwap [6] & OptiSwap [7] O#EX

%, Buyer 3 ¢(X) =1 %i~d X 22ITWM5Z 2 H
He35.

INERETa ha L PREETH S X, Seller 721
Buyer % corrupt 3 2 LR DERNZEARE 7L 2) X
LOWEHIIN LT, 70 b ardROED &h—77 %l
FLRETT R rarhl T38R0S,

e Seller I coins(p) 215 T, 7D, Buyer ® ¢(X

i3 X 2195,
e Seller IZ coins(p) #1551 F, 22D, Buyer d ¢p(X) =1
Zime 3 X 21E o500,

NERTa b a v sMEEDSD % 21X, SinEMND

B=FIH LT X BT 2 HHRARELENZ &2 WS,

3. BiFAI: FairSwap & OptiSwap DHIE

FairSwap & OptiSwap (&, Seller ¥ Buyer & 137l
Ethereum 72 ¥ THEINDZ I ZHE LAY — 2
YEIUMNEEETEZE=ZFHL LTHVWS. Zhb0)
N, Ax—rav 77 OERICRELRFERZ I Z
270, 7740 X(FRE, ZOEEXY) #A~v—ta
VI MR A I ERT, X 20D DIER—
ANDXYy T =2 TRDHhWDTS. 61, X OV A
AR EWEE T RNRNRNIE R #ER T 5720, (ZKCP
L3R4 D)Buyer I &k 3 X OIEXSMMGEEIC Y v AIGEREH
RV, DIz PoM (Proof of Misbehavior) & FEHEH
22— NVARIHESSBFET LY X2 HRAL TV 5.
FairSwap & OptiSwap & Z D 2 DDERETHFHICHE I NWT
WBEWI) FHIZBWTHELTWS. LaL, PoM D%
BAHREERZRD, 2k 2 20AROBIIZERED
XrvIWHs. DTFTE, 20Xy vy ACELEYTT,
FairSwap ¥ OptiSwap O E % /RS (X1 2H8).

) =1

Optimistic 7/—X: %3 Optimistic 7 —RIZEHT 3 (K
1 O LEE%ZIR). FairSwap Tl&, 3 Seller 2057 7 4
VOSSN Z, PoM OBIERE LTHWS 77— X
(auxpom) % Buyer IZIXE 3 % (M TIZAML TV 523,
Z ZCRKFHZ PoM THW A iRz A~—ta> 52
MCRET ). 25, BERIICIE auxpo MR ¢(X)
FAETAEEOE VA YOEERSLLLEr 515,
BT, Buyer WRA~<— k¥ k727 M2 coins(p) & AT
L, a4 >DOAN =R L7z Seller 137 7 A LV Z21EET 3
7= DOWERE A~ —ha> 57 &AL T Buyer £
§3%. Buyer 3EEHR X' B (X)) =1 %Wz T 2L
PR LIS, Ax—1rar 77 b “OK” D7 FL
ZREL, £k b o T Seller i coins(p) ZZITELD 71
baEKT TS, BELBIAE LT, Optimistic 7 — X
TlE POM IZETZ N W=D, auxpom 1E 2 DHEITBW
TE—EHHEHI RV,

OptiSwap ® FairSwap & ZIXFHDOFIHTH 5. ME—
DIE M £ LTI OptiSwap Tl auxpom &R L 720,
Z3AZ XD, Optimistic 77— A TZ OptiSwap IHEFEIC
DWT FairSwap & h N TV 3.

Pessimistic 7 —X: 2RiZ, Pessimistic 7 —XIZEH T 3
(M1 D EEZH). Seller AIERBMETH D, Buyer
PITS 7 7 A NVDOIESHRIALT (X)) =0 &Ro7ed
5. ZDE =, Buyer [3#EDIT Seller 25X F L7727 7 A L
PARERDDTHH VWS %, A—bary 727 b
WZREAAS %2 2 & T, HEDIE(E LT coins(p) ZHLD RS 2
EMTES. (ZDFHDOFHEZH PoM ICHY$ 5.)
FairSwap TlX, 7 7 A VB RIETH 5 Z ¥ DFEH mng
% auxpom EHWTAERTS. Buyer i ing ZAY— b2
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VI MGEETARIETaAaAVERMVRET N TE
5. D% b, FairSwap ® PoM &, A~—ta> b5 2 b
¢ Buyer DI 1 57 ¥ FOADEFTHEINS.

—7} T, OptiSwap TIEF ¥ L VIV ARV AHFATT 7
ANHBRIETH 2 Z L DEAZITS. FrL Y JiE o HoD
& — MR T Buyer MER L, Av—haY 727 b2
LT Seller 12323 3. F7z, ZAUIXILT % Seller H34E
BT ELVARYABAY—ray 527 b%H LT Buyer
WWEET3. Z0F ¥ L UyILRARYRIZ, Seller AL R
RURICKRRT 2 ETHEDIRINSG =D, RES—XT o
DF = MIEELEOI Y Y FEEET S, Lizd-T,
Pessimistic 77— X Tl&, FairSwap 37 v ¥ FE (2 Zh
WS THELZRY—bay b7 27 bOFER) 120V T
OptiSwap & D B ENR TV 3.

4. REAR

Seller % S, Buyer & B £ Rit 5. SOHRFETZ 774
AMX EnfHORILE Yy hEILRZE Y MZHEIX R
TWBLL, X = (21, ,20) CTET. ¢= (b1, ,bm)
X OMEE7 VTV X2 RTEBKETZ (n < m).
(Gen, Enc, Dec) % IND-CPA L2 Li@#iG 5 3 5.
(com,open) % hiding 1 & binding % #7323 v X
YEAHRE T B8 ¥ BOMICBIT 2 EEZDBEER, &
BIBER (X2 7F v L) TITS.

REHFRNTHVWEIRAY—rary b7 7 b2 G e RT
%. 743, FairSwap ¥ Optiswap TlE, G (JFEAHFERE
LTENMbEENE D, AR CTEEHEDZD, S & BOMT
Ay =V ZMNTEEHTELIHE=FLLTKS. G
EBME L DBRERFITNTRHESN, MHLiXyt—
EITXRTGe DA ML —VHBICREFEZINZ DD LT 5.
X5, EFIEORFRBI S F ¥ LY I L RARYAD
ERHIRZ G PWEFT 2.

4.1 REEAROHE

3TN L 51T, 128 % auxpom ETTXRTD
(X)) DFHEBRICBIT 227 4 ¥ LOHBOIEE ST TREK
XNhp. BEAKXTE, PoM OfBIERE L TEET 2
COEDNRT A Y&, REART A=K Que & LTHERIC
fREATREICT 2. 2D X, Qpe = Whia R HIRRRTK
(& FairSwap & —#(L, Que = 072513 OptiSwap & —#
35. 2% b, BEARIL FairSwap & OptiSwap O—fi
tTH2. X5, Que & Wiia DEFITHEE & THUL 2

O —EOF vy LI TEBOY — N EEETE 3720, EEEX
DYRNT T Y FTOERBRGAGETH S, Lrl, ZDHER
~—brav I PN E TR EPKRELSRDED, FK
BRI DRELRBZ WS L —FRATHEL 3.

*2 B2, FairSwap B X U8 OptiSwap TIZZEMIFHD 729,
@ ES r 23 v b XY M ARIE, Global Random Oracle “E
FATRTERNBHEEPE X 5N TWE., AFETEERDO 2D,
MARET Ty 7Ry 7 AW S DL T 5.

Algorithm 1 Encode(¢, X, W, Qpre, Qpost, k)

Input: ¢ = (¢1,...,0m), X = (21, - ,2,), W =
(0Pn+1(X)s -+ s 0pm (X)), Qpre = {i1, -+, it} C Whnia,
onst = Wmid \Qpre7 k

Output: ESLENZT7 74V Z, VA Y OEDOEESZ
ZQp DAY P AV D (¢,d) *—ZNVAKRDIR/ —

K TZ,Tpost; Top

Zx := (z1 = Enci(z1), -+ , 2n = Enci(xy))
ZQye = (Zmin(Qpe)s - - - + Zmax(Qpe))

Z Qs = (Zmin(Qpox) - - + + Pmax(Qpost))

Z = ZX H ZQpre

(Mz,rz) < MTgen(Z,[n] U Qpre)
(Mpost; Tpost) = MTgen(Zq,, » @post)
(Mg, 74) < MTgen(¢, [m])

(¢,d) + com(k)

return (Z,Zq,,.,¢,d,r2, post;T'g)

DO ROHHM BB E TR OB TE 5.

18277, Seller-Init 7 = —X, Buyer-Init 7 = — X,
Key-Reveal 7 = — X, File-Extraction 7 = — X, Challenge-
Response 7 = — X, Judge 72— XD 6 DD T = — AP
572 %. 723, Challenge-Response 7 = — X3 X f Judge
7 x— X% Pessimistic 7 — ADATEITEN3.

4.2 ®EAR
REANRTI X —=2% (A D, H,Qpre; Qpost) £F 5. 1B,
Qpore C{n+1,--- ,m}, Qpost = {n+1,--- ,m}\ Qpe &
T5. SiF (X,p) ZYIHAATIE L, Bl coins(p) % #IH#H
AheLTra barkitas .
UTNREFROFIEERT. 28, FIEF D Encode,
Extract, ValidateResponse, GenerateProof, Judge i ZH1.Z2
L Algorithms 1-5 TEZEIN 3.
Seller-Init 7 T —X
S: 1. k+« Gen(1Y)
2. @(X) ZEEL, VAY i€ Whg DEZ W =
(0pn41(X), - ,opm (X)) T 2.
3. (Z,2Qpu:Cd,72, Tposts To)
< Encode(¢, X, W, Qpre, Qpost, k)
Gic 1 (12, Tposts T, €, p) BIE[ET 5.
BiZ Z ®i%kE3 5.7
SHB (rz,rpostsTg, ¢, p) BXIET 5.
2. BT (rz,7mpost,Te,p) ZIEET 5.
Buyer-Init 7x—X
B: 1. SHhBZ%, Geb (T2, Tpost,Tp,p) ZXET 5.

A

gjc:

B ZIEEND Zg,, D1 D auxpem IZHIET 5.
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Algorithm 2 Extract(¢, Z, Qpre, k)

Algorithm 3 ValidateResponse(Q, R, rpost)

Input: ¢ = (¢1,...,0m), Z = (21, -
Qpre = {11, it} € Wi, k
Output: HE L7774V X/, ¢(X') ZETLEEDOY
A ¥ DE W', FEH 7, X7 — & state
1: parse X’ = (2} = Deci(z1),- - , ], = Dec(zn))

7vazi17"' azit)v

2: parse Wye = (wj, = Decy(z;,),--- ,wj, = Decp(2,))
O(X') ZBFITTE. ZOLE, UAYic Wy DIEE
W' = (0 (X7),- - s opm(X7)) EF 5.
if ¢(X’) =1 then

=1

state = Finalize

return (X', W' r, state)

($(X') = 0 D&, UFOFREEGTT5.)
if m € Qpre 2*2 w),, =0 then
10:  Tout < MTproof(m || zm, Mz)

@

11: T = Tout

12:  state = Judge

13:  return (X', W' r,state)

14: else if w, # op;(X') 22D I; C [n]U Qpre £ 2
i € Qpre BFAET % then

15: gy < MTproof (i || ¢;, My)

16:  Tout < MTproof(i || z;, Mz)

17 for j=1to ¢; do

18: 7!, + MTproof (I;[5] || 21,1, Mz)
19: 7= (7r¢,7rout,7riln,-~- ,7'('5,,'1)

20:  state = Judge

21:  return (X', W’ 7, state)
22: else

23 w=1

24:  state = Challenge-Response
25:  return (X', W’ 7, state)

2. MIMZEtHET 5.
o (My,17) + MTgen(Z, [n] N Qpre)
o (Mj,r}) < MTgen(¢, [n])
3. ry#ry \/7':;5 #ry DG, 7HR=—FLTTH L
ANz TT 5.
ZHNLANDYE, Gic I coins(p) ZIXET 5.
Gi: 1. B»5 coins(p') %f53 5.
2. p>p OBE, TurarERTT5.
ZRLNDGE, SIZp(=p) BXET 5.
Key-Reveal 7T —X
S 1. GehbphEETS. G2 (K,d) BEET 5.
Gi: 1. S5 (K,d) 2%2ET 5. (HRKZETIIX v

Input: Q, R, 7post

Output: y € {true, false}
1: parse R = {(4, z;,m) }icQ
2: for all 7 € Q do

3 if (i,-,-) ¢ R then

4 return false

5. else if MTverify(m;, 4 || 2, "post) = 0 then
6: return false

7: return true

=V EZE LD o IGE, coins(p) % Buyer
WEEL, TR balki&r35.)
2. Open(c,k',d) = False D35, BIZ coins(p) &3k
L, 7B lralzRTT53.
Open(c, k', d) = True DFE, BT k(= k) &%
EERP
File-Extract 7T —X
B: 1. Gc»b kzX2ET5.
2. (X', W' 7, state) < Extract(¢, Z, Qpre, k)
3. state = Finalize D3, Key-Reveal 7 = — X%
BTL, G2 “OK” ZiXET 5. ZD1E, G &
S1Z coins(p) ZXEL, FmbalLzik 7935,
AEBMEDNELHBRBMEDZSIEZEFTOFIE
TZOLINLDKRTTS.
state = Judge DHE, G I © ZIXEL, Judge
7 = — .
state = Challenge-Response D54, LI RZFE
L, Challenge-Response 7 = — X IZ#Tr
® QRres = Wpre
o Rpes :={(4,2i,m;
= MTproof (i || zi, Mz) }icn)uQee
® Wres := {wj = Dec(2i) }icqre
7B, HIRFLETIC GeNXyt—Y%EEL
B o 785E, Gic W& coins(p) % Seller 1ZA(E L,
T rarieiiss.
Challenge-Response 7 T—X (Pessimistic 77— X)
UTFTIR, B S OROERER G 2T 2b0r L
T, G REEDF ¥ LYY I7TY QLELAKRKYRAIZIY
RZRET 5. b, HlIRZETICFy L I3
ARV A% G NA v =Y BREE LRI o HE, G &
coins(p) ZH 5 —HDOBMEITEFL, v baLziT
7 5.
B: 1. FxL 37TV QC Qpost ZIERITEIRT 3.
2. G T Q BREETS.
S: 1. Gc»b QERIETS.
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Algorithm 4 GenerateProof(¢, W’ Wges, RRes, QRes)

Algorithm 5 Judge(k, 7,7z, post, ')

IHPUt: ¢) = (¢17 ceey (z)m)v W,a WR657 RRES? QRes
Output: FEHH

1: parse W' = (opp11(X’), - ,0pm (X))
2: parse Wres = {W] }icQr..

3: parse Rres = {(7; 2i, i) ie[n)UQre

4: if w], =0 then

5. Tout < MTproof(m || zm, Mz)

6: T = Tout

7. return w

8:

else if w) # opi(X’') D I; C [n]U Qres 7% 5
i € Qres MIFFET % then

9:  my < MTproof (i || ¢;, My)

10: Tour = i

11: for j=1to¥; do

. R
12: Tin = TI; 4]

13: 7w = (7T¢77Touta771‘1nv"' 7775711)
14: return 7

15: else

16: w=_1

17: return 7w

2. LRARKYRZLTY
R = {(i, 2, < MTproof (i || zi, Mpost)) }ico &
AET 3.
G2 R #%ET 3.
Gie 5 R ={(i,2i,m) }ieq Z2ET 5.
y < ValidateResponse(Q, R, "post)
y = false D5, Gic 1T “complain” %X L7214
12 Judge 7 = — Rz, (y = true DHHE, X
DOFIEICHET. )
6. DUTZFET 3.
Wres = Wges U {w} = Decy(z;) }icq,
RRes = RRes U { (7, 2, Ti) bieqs
QRes = QRes U Q7 onst = onst \ Q
7 < GenerateProof (¢, W', Wres, RRes; @Res)
T # 0 DHE, 7% G WTEELREIC Judge
7z =R, Zh A OEEER, TR EET
T5.
o Qpost # ) D&, Challenge-Response 7 = —
ZDFHDOFIEIZRE 3.
¢ Quost =0 FFF ¥ LI L RKRYZAD[H
RHIPR Z2 8858 U 72355, Gie 25 S 1T coins(p)
FEFEL, IR rarERTT5.
Judge 7 £—X (Pessimistic 7—X)
Gic: BD'S 7 2RELIIEE,

oL wow

Input: k, 7, 77, Tpost, T¢

Output: y € {true,false}

1: parse m = oyt OF T = (T, Tout, T,

£;
st Min)

2: if m = 7w, then

3:

13:
14:
15:

16:
17:

18:
19:
20:

else if m = (7y, Tout, T}

if MTverify(mout, m || 2m,72) =1 2>D
Deci(zm) # 1 then
return true
else if MTverify(moys, M || Zm, Fpost) = 1 2>
Deci(zm) # 1 then
return true
else
return false
AR ,Tf;l) then
if MTverify(mg,i || ¢i,74) = 0 then
return false
if MTverify(mout,? || 2zi,72) = 0 22D
MTverify(Tout, || 2i, rpost) = 0 then
return false
for j =1to ¢; do
if MTverify(r),, Li[j] || 21,5, 72) = 0 22D
MTverify(? . I;[5] || 21,1]» Tpost) = 0 then

return false
if Decy(z;) # opi(Deck(zr,1)),- -+ Deck(zr,1e,)))
then
return true
else

return false

B
1.
2.

y  Judge(k, 7,72, Fposts 7o)
y = true DHFE, BIC coins(p) ZEEL, v b
ANEHRTT 5.
y = true DEFE, SIT coins(p) ZEFL, v b
ANERTT 5.

H5 “complain” ZZELHS,
y < ValidateResponse(Q, R, 7post)
y = false D, BT coins(p) ZEFL, 7 v b
ANEKRTT 5.
y = true D¥H, ST coins(p) ZIEEL, Fm b
ANEHRTT 5.

4.3 REAR K FairSwap/OptiSwap & DR
DURT, Seller W AEICEHEL ¢(X') =085 &5
HE L7 7 ANV X 2fERHLCEIEL G EICEEL
THMTH. ZOLE, Seller MEM LT Z 12oWT, LU
TOEELDDOFMEZTT i € Whia PEIET 2 Z 21T
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FET5.
e i=mT»HY, Decy(zn) =0. (DFD, WK ¢ O
AR Z R T 1-bit A3 False /R T Z L 2EKT 5.)
o Decy(z) # opi(Deck(zr,11)), - -+, Deck(zr,pey))). (O F
D, TAXY i IGT 2HARMRIUIAINT VWS
eEEKT5.)

Qpre = Wig & L7258 D Pessimistic 7 — A Tl, Key-
Reveal 7 = — X THIT$ % Algorithm 2 T state = Judge
&b, ZDr %, File-Extraction 7 = — XD FH 3 X
D, #7F Challenge-Response 7 = — X% /155 Z &<
Judge 7 = — X124, Buyer 13 coins(p) ZEXDERET Z &
MTED. LizhoT, ZOHEDENEZ FairSwap & —
B3,

Qpre = 0 & L723%E D Pessimistic 7 — A TIX, Key-
Reveal 7 = — X THE1T 7 % Algorithm 2 T state =
Challenge-Response ¥ 72 % . Z @ ¥ % | File-Extraction
7xz—XDFNE3 kb, #7F Challenge-Response 7 x —
%A LT Buyer i coins(p) ZIODRET Z e &b, L
72 o T, ZOHEDOEEIE OptiSwap & —3F 5.

Qpre & Winia DEFTEED L L12HE D Pessimistic
o — AT, Key-Reveal 7 = — X THEfT3 % Algorithm 2 T
state = Judge ¥ 72 3355 &, state = Challenge-Response &
RABGED2MO DD B, BARKIZIE, Fdhd 2540856
HERIZT T A X IOV, i € Qpe 7% Sl state = Judge,
Z LA D& 1E state = Challenge-Response & 72 5 .
Challenge-Response 7 = — XIZHELILETHoTDH, Qpre
WKEENDZTAVIZOVWTEF v LI T EREDRN
720, Que DY A XD OptiSwap & D F ¥ L I L AR
VARET BRIV FEBI/NELRDB. F£7z, Seller 205
Buyer 123X 2 PoM OFfiBITEH Z 1IZ2WTH Qpost DY A
AD/NEL 570, #RTHRE 2 20O
REFHOLWVWR D,

5. REANOZEM

AEITE, MBMESIELYRSNETH 255 1B
ZEUEBLXUOARERSMESFET 2HEICEVWTS, &
R TIeE (1) S BAERITIHE (2) BHARE
PITO5E 3) MBMEISELLEET 325G ozhz
#’LVC%T 72(25, Qpre = Wmid B & U‘ Qpre = @ @i%/ﬁ\ai
ZNZ N FairSwap ¥ OptiSwap DLW ICIRETE 57
B, DT TIE Qpre D5 Winia DEEIERETH 5 Z & ZHiHE
125 5%.

51 SHREZITSHE
TERSEBIIELWT 7 4L X %XER T, coins(p)
R EHNE TS, ZOHNEZERTZ22HDS D
ABEVELTIE, RD2ODT —AREZLNS.
S-1. WX ¢ (# @), Z'(# Z) 2T 5.

S$-2. X £ X' v55 X BBETS. (X)) =0¢
¥5. )

77— 81, Seller-Init 7 = —XT S W (My,rp)
MTgen(¢',[n]) ZFtHE L, G & ry ZEET 5. Buyer-
Init 7=z —XTBEG Db ry ZREL, ¢ THWT
(My,ry) < MTgen(, [n]) ZFtHT 2. ZOLE, ¢ O
<=2 NVARTHD binding & D, ry =1y IR DMERIZ
MATEETH 5. FRIC, S BITERELR: Z 23R R
% 7' Te— I NVRKREHELREEED, rz O binding &
DIRHFIFIRETH 5. X » T, Buyer-Init @ 31TH DR &
D, Bd7R—trL e bare&Tr35. AT, Bl
Gic 1 coins(p) ZIEE LRV, Sid coins(p) 21860
BV, L7dioT, MFRMbBLNT, BEWriE7.

T—RS-2. BEEEENLT 74V X DEEFXE Qpre
THRESIN T A YOMHEDOIEE 2 &L Z' % Buyer-Init
7 =z — XT3 L, Key-Reveal 7 = — X T Algorithm 2
RHERTTE. ZOE, ¢(X)=0THsD, Z'&H
WTRIZRT Judge(k, 7,77, Tposts Tp) = true & 7% 2% &t
Zii7ze 3 Z LA S 2 n ZEET 5. FHETERVWES
Challenge-Response 7 = — A\ {p.

o Decy(2),) =0 5D, 2/, Dry F7eld rpost ZIR/ — F
WROY =27 VRDE) - FTH 5.

o Decy(z) # opi(Decy(z7,y)), -+, Deck (2], p,1)) 222, ¢
Bry B — RSO~ — 2 LADE ) — K TH S
DD, 2 2y A BTz T Tpost AR —
PO~ =2 VRDIE ) —FTH 5.

Challenge-Response 7 = — XTI, SIEFERENZT7 AV
Q IR LT, ValidateResponse(Q, R, Tpost) = true & 7% %1
TO&MERM LIV AR ZAZITIDEND 5.

o TARTDie€ QITHLT, 2/ B rpost DR/ — FITH
DORX—INVRKDE ) — R TH5.

Challenge-Response 7 = — X% DiR3 &, BAEINC BlE
Algorithm 4 ® 8 TH E X 13THDOMR» S « 25HET
3. ZOZenb, ShHicoins(p) BI1FD7DITUE, Tpost F
72l ry D= NVRDIEE ) — F TR 2; 25 MTverify(p, i ||
zi,rz) = 1 £7213 MTverify(p, i || i, Tpost) = 1 Z 72 345
EDDHB. LU, rz,rpest D —27NVAKFGTRD binding
TEX D, &EEGT 2 2t H T 5 2 L IZETEENICHE
TH5. LEDoT, G Db B\ coins(p) BiBEZ NS
ZehnH, MERBELNT, ReMeitd.

5.2 BHFEZITSHE
Bix S 1Z coins(p) ZXEETIT, o(X)=1t%% X
ZE2ZekHNE T 5. COHMEERT 2700355
FVELTRD3DDT —ANEZLND.
B-1. Buyer-Init 7 = —XT Gjc IZ coins(p) ZEFETIT
TR=F T 5.
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B-2. File-Extraction 7 = —XT, G IZfHEELETIZ
7HR—bTF5.

B-3. (¢(X') = 1ZTICdr2bbF,) File-
Extraction 7 = — X T G 12 Judge % 721& Challenge-
Response ZiX{E7 5.

T—2R B-1. Z 3HERES K Enc DS X TH 279,
Enc @ IND-CPA Z2E & D, WS Z 725 FX X 1B
T AEMIIINHE LRV, AT, Bid G I coins(p) &k
BLTVWRWED, S coins(p) ZFHNRWV. Lizdio
T, MFIMbI/ONT, KBz T.

77— B-2. Key-Reveal 7 = —X 31TH & D, Bid7m b
aAnk7R—=1+T 5L, HRRH#ZEERIC G S
coins(p) BT 5. Lo T, MEFEDOKHUIFET L,
BRMEET.

77— B-3. Judge 7 = — XN, coins(p) TEDRET
121E, Judge(k, 77, Tpost, o) = true L7825 m % Gic 123k
B3 2REENH 5. Algorithm 5 & D, true & 725 5&M41%
RDEL L%z e TH5.

o Deci(zm) =0 DD, 2 D1y F7lE rpost ZIR/ — F
WO =2 VRKOE ) —FTH 5.

e Decy(2;) # opi(Decy(2r,11), - -+, Deck(21,10,))) 222, bi
Dry BR — RicHov—2 AV AKOE ) —FTH 3
MO, zi, 2]y 2L DTz RI2E rpest PR —
FIZRO~Y =2 VRDIE ) —FTH 5.

SIFIEYMEBIMETHZZh 5, Bld Key-Reveal 7 = —
AT ERDEMFETH S, Algorithm 2 D 8 1TH E/21% 13
THZMZTHENITE W, [AHIC Challenge-Response
T2 —XTF ¥ LYI VARV ZARITo 4R, Lito
ZMTH B, Algorithm 4 D 4 THEZIX 8ITH Z /2
THEHPITERY., £oT, BES»roZELE 5 2H
WT Judge(k, 7,77, Tposts Tp) = true £7225 7 Z3tHT 3
ZERTERV. MAT, rz,7p0st DX —2ZNVKFTHD
binding & D, z FRETAT 3 Z LI EE IR #
TH3. 1y Dv—2 VKGO binding &L D, ¢; 2K
TATAHZWFHEENCHETHS. Z0Zehb,
Judge(k, 7,77, Tpost;s Tp) = true £ 722 m ZFIE T2 i
SEEMNCRETHS. LD ->T, MEORBUITET L,
eV R TS

5.3 HMEH

BRI, 78 b aroEEsh 5 Seller & Buyer DAL D
FH=F (RICEve 2 33) I X OEWRARHRLENWZ %
N

Seller & Buyer fDEEIXEF 27 F ¥ XV EIRE LT
W37, Eve BMEONDIEMIR T X =KL G A
BRICIRTF S B 1EH (rz, Tposts Ty ¢, by dyp) THB. Z DN,
X DIERZ BT 1z, posts T THDDDY, T2, Tpost, T D

~— 27 VARTAD hinding £ & D Eve 1& X 1<B3 2 15#
RNV, Lo T, Eveld X BT 2 HEREE
LW, MEEERZT.

MEXDY, RESFAPREERIM T 2B TE ..

AR, EAOEEMICIIBRG LRV, 23y P XY AR
X UCEE2HEDOERD L TREMIAEZ T 2BICHF ST
%. E#HPNCIX, Seller % corrupt L7z adversary 234 %
L7za3Iv bXY b cEBEX Z 5, simulator 237 7
AN X ZHHTEZ L5125 7DICHVWLNRS

6. HHOHIC

AFETIE, Av—bary 527 bN2HE I T7740k0
A Y ORNERZH T 1 b 3l FairSwap £ OptiSwap & —f%
ELZAREBRE L. SHROMILEEE YL LT, FairSwap
¢ OptiSwap & F#kIC UC Z2EDEFRD N THREF AU
W3 AN B LA E SR 528D 5. X5,
REHROEEFMEITV T X =R X BHEEDE(L
EIRNTT 22 b S5BROBETH .

B EE ARWZEIX JSPS BLWF & JP23K16880 ¥ JST
CREST JPMJCR22M1 DB %%1F72dDTY.

BEXH

[1] Silvio Micali. Simple and fast optimistic protocols for fair
electronic exchange. In Proceedings of the Annual ACM
Symposium on Principles of Distributed Computing, vol-
ume 22, pages 12-19, 07 2003.

[2] Alptekin Kiip¢ii and Anna Lysyanskaya. Usable opti-
mistic fair exchange. In Topics in Cryptology - CT-RSA
2010, pages 252-267. Springer Berlin Heidelberg, 2010.

[3] Henning Pagnia and Felix C. Gartner Darmstadt. On
the impossibility of fair exchange without a trusted third
party. In Technical Report TUD-BS-1999-02, 1999.

[4] Bitcoin wiki. zero knowledge contingent payment,
2018. https://en.bitcoin.it/wiki/Zero_Knowledge_
Contingent_Payment.

[5] Matteo Campanelli, Rosario Gennaro, Steven Goldfeder,
and Luca Nizzardo. Zero-knowledge contingent payments
revisited: Attacks and payments for services. In Proceed-
ings of the 2017 ACM SIGSAC Conference on Computer
and Communications Security, pages 229-243, 2017.

[6] Stefan Dziembowski, Lisa Eckey, and Sebastian Faust.
Fairswap: How to fairly exchange digital goods. In
Proceedings of the 2018 ACM SIGSAC Conference on
Computer and Communications Security, pages 967-984,
2018.

[7] Lisa Eckey, Sebastian Faust, and Benjamin Schlosser. Op-
tiswap: Fast optimistic fair exchange. In Proceedings of
the 15th ACM Asia Conference on Computer and Com-
munications Security, pages 543-557, 2020.

- 1774 -


http://www.tcpdf.org

