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A Study on Objective Estimation of Malware by Feature Prediction
between Logs

YuMA SHINOZAKIY'® Ko NAKAGAWAZ YUK Moci?2 HIRoMITSU OSHIBA2 MASATSUGU ICHINO?

Abstract: In recent years, cyber attacks using malware have become more sophisticated, making it difficult
to detect intrusions caused by these attacks. After malware invades a system, it is necessary to investigate
the extent of its impact and take measures to restore the system and defend against future attacks. When
investigating the extent of the impact, it is considered useful to know the objective of the malware used to
invade the system. In this paper, we focus on estimating the objective of malware using event logs, which
can be collected on a daily basis. We therefore propose a method to predict the features of API call logs,
which contain a lot of information and can be obtained by sandbox analysis, from the features of event logs
obtained when malware is executed, and use them to estimate the objective of malware. As a result of a
classification experiment using InfoTrace Mark II logs for event logs and Cuckoo logs for API call logs, it was
confirmed that the estimation was more accurate when using this method than when using event logs.
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Fig. 1 Configuration of the proposed method
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Table 2 Classification of API call logs
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encrypt spread infostealer mining RAT  drop average
Accuracy 0.909 0.952 0.990 0.908 0.974  0.880 0.982 0.942
TPR 0.914 0.790 0.956 0.944 0.450  0.926 0.958 0.848
FPR 0.093 0.028 0.005 0.113 0.017  0.135 0.010 0.057

K3 ARV IR ITTONE
Table 3 Classification of event logs

download encrypt spread infostealer mining RAT  drop average
Accuracy 0.859 0.845 0.926 0.748 0.957  0.753 0.887 0.854
TPR 0.829 0.340 0.769 0.763 0.000  0.807 0.846 0.622
FPR 0.129 0.091 0.052 0.261 0.024  0.263  0.099 0.131
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Table 4 Classification of predicted API call logs
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download encrypt spread infostealer mining RAT  drop average

Accuracy 0.861 0.842 0.926 0.767 0.960 0.752  0.907 0.859

TPR 0.824 0.428 0.781 0.752 0.150 0.801 0.857 0.656

FPR 0.125 0.105 0.054 0.225 0.024 0.263  0.075 0.124
R 5 TAFTAULEEE LA API a—nna ZRHEE O OV “RiAEZ KD, Z DR
Table 5 Evaluation considering multi-label HAEE GITTLT. 605 —LOBIKDDEIE - TV
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Ko TIELL BEINSA, FRIL APT a—bu 7R
BT THBEINBIK conTiHmT 5.
HHEIZ BT B (a) & (b) IS LT, Zhs
O E B XX, TTO API a— o VR E Y THIL -

TRBEORLEITS 720, MK (a) & (b) 25l L
T download, encrypt, RAT @ HIZ L2 FKOME% 1
MIKF oM L, 05D Windows API SEEERMEE D —
HEHKEHL TR NS48 LTERLIEZDDOEZNEN
K 2K 3R X2 X 3 OMENIRHMEE, Hehh
RHEDErR-oTED, HROBITHIL/: APl a—
rna ZRHEE, REOBIZITO APl a—La JFHEUETH
3. DFh, HOLROOEIFELML THOIUX TR ER
ETTbize i 2 Thb. M2IZB 0V TFHEBLR
BOBHHELLTED, K3 ZBVWTIEFNHITKELE
PELTWS Z e DeeAIN 5. LD FiE v A]
FLORERD &, FE T ERECITZ 21280k
e M BT 2 Z e MR T E, FRIREZEZ LIF3 22T
I EMREO M LS 2 AREMD D 2 B X 5.

Kz, FEETHEIT - 08> TRk (B
K (b)) ICDOWTEET S, 22T, K2LX3ITRLE
BED APTIM-UH L OEEEER TIORT. R T7T05,
X2 oAk b K 3 DBAD AT API FEUH L O &G
B2 e dimisaling. 2L T, X 3 DBIKIZ—EHD
FHABRPMORHBE Y KL TRKELSR-TED, FHIL
FREENEREOREE XD RN o T3,
2% b, ¥ 30BIEKIIK 2 OBIRICEHART—E D API 28
IEFICZLAMIhTED, 206D APIRZIELL FHIT
ETVWRVEWZ S, BRI (b) OLOBKIZIENT D RHY
N7 MNVEFAE L 25, BEMETK 3 & FRSEOER
RSN, —HD API MO & AR TIEFICZ S FRE
NTWBRIEBFEEL. Lo T, —HD API 239EH
WE L MEN TV ARIKORBETHITIX, 250D API
BEFEBRID SO BRLSTFHILTLES>BEDDD,
CHUEITRILZ AP a—n ZVBHMEE v o8cs
FARER RO~ TVWE EEZLNS.

F7-3% 6 225, encrypt ° RAT O HIIZ L TIIFHEE
THIOF AR RE W Z 255 ARNS. L&
DIFEIZBWVT, encrypt & RAT O—HOMATIX, —&
D API MDA e LR TRICZ T b, FHIL
72 API 2 Y EBED API 202D, K 3 & HARTIEFITK
ELRoTVWB I EIER L. Lo T, FETH
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R 6 MK (a) LHRIK (b) OMAEE L T —iR%E download
Table 6 Number of samples and mean squared error for sam- N - frf:
ple (a) and sample (b)
>1s
WK TR 5
Wik (a) Wik (D) BIK (a) BRIk (b) g
download 169 23 0.371 2.705 °
encrypt 29 36 69.148 1640.471 0 1 1 1
spread 68 15 0.124 0.724 feature
infostealer 197 54 0.261 0.827 encrypt
mining 0 7 - 2.290 = pred
RAT 131 32 3.669 22756.309 E°
drop 162 19 0.127 1.795 2w
g s
7 APIUHL ORI e
Table 7 Total number of API calls .
download  encrypt RAT feature
2 8807 11646 17786 RAT ——
3 155259 108916 192532 “ true
2
download § 20
= pred E
25 true .
5. u
%‘ e feature
) :|‘ B3 THLEAMo T RIEOIEEE (I (b)
o IlI.I“II” T Im”llllll Fig. 3 Features of samples incorrectly classified by prediction
feature (sample (b))
encrypt
0.8 mm pred
) e TPR) A%< B2 = L ATaln 5. e, oHm
g o Z ~XOUZEERT encrypt & mining @ TPR 23K <, down-
%W | | I load, RAT, drop ® TPR ALHEE . MURTIE, 20
*: |||I'I"||”""|'“|"|||I | | ] ‘||| EOBREPEURFERIZOWTERT 3.
- 1 oHIE, SEOSEBRCHEN LEREDHN S < Lok
feature WA T TH D L HEZBNG. £ 176, HiC
20 RAT —— mining B B K 5 R AR THRIREIE# 12D
. e BN EBEAING. LEdoT, Z0kSBRIKTE
3 IR DEERICRIRD R Z T EETETEL T,
%M TPRAMEFLTWE ZeNEZLN5.
= L . | | 2 0B, FIEEICY ALY = 7 O BN R SR+
mi™ ™" T 7T ™ ||| | WEENTWERPoZEPEZ LS. T I T, encrypt
- feature D HBZFOBRIED S 75, ARV va W08 TR

2 FHICEDIEL DT ELMEORBE (K (a)
Fig. 2 Features of samples correctly classified by prediction

(sample (a))

DY FAEDIEFICKRELL o B R LT, —&
D API DR Z L IR T W6 TH B EEZ LS.

6.2 FHEMSARILICHTZMEEEEICODVWTOER
£ 3, RAPSLBHN I AN X > THEREE (Fic

IR L, Zo0EROHI T XLORNER
R 8ITRLTZ. R85, encrypt D HIEFOMIED,
encrypt {27 FH X 31T infostealer ®° RAT IZ77 I N T
W3 ZeRHARNS. Hle LT, encrypt DHM DA%
Fo 1 ke, RAT OHNDOAZHFD 1 BRIKkD A X b
HERBEZIREHL TR NI 2LL2bD2E 412
R~L7. 4 ORI A XY b a RHEE, HEIREE
DI e->TED, FEDOHEZ encrypt MK, FREDEX
RAT KT H 5. 435, encrypt MIKIZREED—
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& 8 oI NT: encrypt MIAD I FEKSR

Table 8 Classification results of misclassified encrypt samples

download spread infostealer —mining RAT drop
13 2 25 3 37 11
m encrypt
o RAT
3\ 0.5
]
oo
Ll B |
7 feature

4 encrypt BRLFELIL TWz RAT BAD A X b n ZRiE
Fig. 4 Event log features of RAT samples similar to encrypt

samples

B3k {FMLT 5 RAT MIRDBTFEET B 2 e hBbdr b, L
72 o T, —H#D encrypt MIKDFIIABIEICIE RAT 72 &
DDA DFHED TR BN TED, 2o OMIKD
WCHRBL7720, TPROE RN Lz EZ 605, HEIC,
TPR D& WHB Z XV TH % download, RAT, drop 72 &
LT, PIHHEEICZ 0 B E RITRE S EhTw
12GBEDBZ N EZLND.

7. FLHLGERORE

AT, B4Ry vaZE AWz, X OERE
Ehwly =7 ODHRHED 20, A X¥ a7 OFRHEE
o APl a—LruZoRMEY THIL, Tz AW
ERATO FIEERE L. EROME, 1 Xv e TH
FHEEZIT55E LD D TPR 2 34% A EX 82 2 2 h
TZ, APla—inJ2Hws ek hdnr+4 Xl
WRHIHT 2 Z W TE S Z e AREN.

SHOBEL LT, THIEREOX LR IMEDDDF
WFERoOMFIPE T2, HlZX, RS TREET
FERETIT) Ce BN TERVHKREEZE R L2, HYIRR
HMEMHFEEZHET 5.
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