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Development of Ghidra Extension to Analyze
Malware Generated by Rust
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Abstract: In recent years, threat actors have been using languages such as Go Lang, Rust, and Nim to
create malware. In general, most reverse engineering tools used for static analysis have decompilation ca-
pabilities. However, currently only decompilers to C exist, and decompiling binaries generated by Rust to
C sometimes returns unhelpful results, making analysis difficult. In this study, we propose an extension to
Ghidra, a reverse engineering tool developed by National Security Agency (NSA), to facilitate static analysis
of other languages.
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fn main() {
let mut sum = O;
for i in 0..100 {
sum += ij;
}

println! ("sum: {}", sum);

}

B1 02599 ¥TORMERDZ TBT T4
Fig. 1 Program to Calculate the Sum from 0 to 99
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Decompile: FUN_00108db0 - (rust_sample_decO_stripped)
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Fig. 2 Decompiled Result in Ghidra
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Decompile: main - (c_sample_dec)
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Fig. 3 Result of Analyzing C Code in Ghidra
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Fig. 4 Rust Binary with Symbols Stripped
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Fig. 5 Rust Binary with Function Names Restored Using
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#[prelude_import] fn main() -> O {
use ::std::prelude::rust_2015::%; let mut _0: Q);
#[macro_use] let mut _1: i32;
extern crate std; let mut _2: std::ops::Range<i32>;
fn main() { let mut _3: std::ops::Range<i32>;
let mut sum = O; let mut _5: std::option::0ption<i32>;
{ let mut _6: &mut std::ops::Range<i32>;
let _t = let mut _7: isize;
match #[lang = "into_iter"] (#[lang = "Range"]{ let mut _9: (i32, bool);
start: O, let _10: O;
end: 100,}) { let mut _11: std::fmt::Arguments<’_>;
mut iter => loop { let mut _12: &[&str];
match #[lang = "next"] (&mut iter) { let mut _13: &[core::fmt::rt::Argument<’_>];
#[lang = "None"] {} => break, let _14: &[core::fmt::rt::Argument<’_>; 1];
#[lang = "Some"] { 0: i } => { sum += i; } let _15: [core::fmt::rt::Argument<’_>; 1];
} let mut _16: core::fmt::rt::Argument<’_>;
}, let _17: &i32;
}; scope 1 {
_t debug sum => _1;
}; let mut _4: std::ops::Range<i32>;
{ let mut _18: &[&str; 2];
t:std::io::_print(format_arguments: :new_vi( scope 2 {
&["sum: ", "\n"], debug iter => _4;
&[format_argument: :new_display(&sum)])); let _8: 132;
}; scope 3 {
} debug i => _8;
B 7 HIR ICEHE A Rust D3 — R ¥
Fig. 7 Rust Code Converted to HIR } ¥
bb0: {
TR 1254 L7HIR TH 3. K5 Rust T — -1 = const 0_.i32;
F2% HIR (S M5 BT~ 2 a AR A, for 3008 -3 = stdiiops:iRange:: <igd>
start: const 0_i32,
100p 3'(731 g‘:’ — F @E*ﬁgiﬁ?i‘bﬂfb\ Z) Z X i)§bi))% . end: const 100_i32 };
_2 = <std::ops::Range<i32> as IntoIterator>...
}
()

8 MIR IZZEfE 7z Rust Da— ¥
Fig. 8 Rust Code Converted to MIR
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ZHWTHET Z20END 5. println! v 27 2 vec! ¥ 7
B XS IBEETCHHATE 2~/ 0 bFEET 570, o
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#! [allow(unused)]
fn main() {
#[macro_export]
macro_rules! vec {

( $C $x:expr ), ,x ) => {

{
let mut temp_vec = Vec::new();
$(
temp_vec.push($x) ;
) *
temp_vec
}

9 vec!vZUDEFH
Fig. 9 Definition of vec! Macro
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