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Survey of Obtained Information from Screens during Dynamic Malware
Analysis and Consideration of Potential Applications

Gok1 Hanawal:®) REr YaAMAcGIsHI!  SHOoTA Fuji!

Abstract: In dynamic malware analysis, screen captures are used to obtain the display of the analysis en-
vironment (analysis screen). Since it is expected that information about malware behavior can be obtained
from these analysis screens, there is potential for these screens to be used to enhance dynamic malware analy-
sis systems, aimed at sophistication of analysis. However, no research has been conducted on the information
that can be extracted from analysis screens, and the applicability of these screens has not been concretely
demonstrated. In this study, we conducted a qualitative coding analysis of 3,598 analysis screens with the
aim of organizing the information that can be obtained from analysis screens. As a result of this research,
we organized the information extractable from the analysis screens and discussed their applicability.
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