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Anomaly detection in network packets based on entropy change points
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Abstract: With the rise in cyber attacks in recent years, research on intrusion detection systems (IDS) for
detecting cyber attacks on internal networks has become increasingly active. When a cyber attack occurs, the
packets received differ from regular packets, particularly in the distribution of features represented by flags
and other indicators. This paper proposes a method to detect cyber attacks by calculating entropy based
on the occurrence rates of features extracted from packets and focusing on changes in entropy. Entropy
is computationally inexpensive due to its simple formula and can be calculated within specific time units,
making real-time processing feasible. First, multiple features such as flags and port numbers are extracted
from packet headers. Then, entropy is calculated based on the occurrence rates of the extracted features,
and time-series data of the entropy for each feature is created. Subsequently, change points in the time-series
data are detected using ChangeFinder to detect anomalies. The effectiveness of this method was confirmed
through experiments using the CICIDS2017 dataset.
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Fig. 1 Outline of Proposed Methods.
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Table 1 List of Packet Header Features.

ip_tos(IP y—E R - XA F)
ip_flags(IP 7 5 2)
ip_totallen(IP ¥ —% 7' 1 E)
ip_ttl(TTL f&)
tep_sport GEZTLAR— FHE)
tep_dport(5E5EK — + HS)
tep_do(TCP F—=& A7+t v )
tep_flags(TCP 7 5 7))
tep_winsize(TCP 7 4 ¥ F v H# 4 X)
tep_opt_MSS(TCP #* 7°> a > MSS)
tcp_opt_wscale(TCP A 7> a > v 4 ¥ FUR T —)L)
tep_opt_sackok(TCP 4 7> a ~ SACK FFA])

TWRWEEIZ0 & F 5. tep_opt_wscale, tep_opt_sackok
b RIBICLIE S 5.

3.2 T>hrOE—
RETCHIH Lf:%h%‘h@?#?%ﬂﬁ i DHIREIE p; 2FIC

*Zpi log, p; (1)
=1

Z 2T, n i ZHRAIR AT ORBE OB TH D, K
BOHBEE p 3IXATEHEINS.

HNRFEANTORME i %7 v M

T R OE I R @
K (1) THHFT 2> b oY — R, BRI
HER LU REENZNENEE R T v N UTE - 12358,
Oi D p; PFEE S FGEIIRELRD, p IR DD 2
B3NS WEXRZ. =Y o ¥ —ORMOEHHIE X
2 uwa‘ BICIEEETR— I+ FEBLLTA B, CO3HE
HDOR—FEBSDRT Y b 62HB. ZRZRDR—

ZEETR—MES

tcp_sport A
tcp_sport B tcp_sport A E = >< log
tcp_sport A

2 2
tcp_sport A tcp_sport B 2 z g% logg
tcp_sport B tcp_sport C 1 1 1 X log1
tcp_sport C 6 6 6

#wa: - (% X log%+ % X 10g§+%x log%)

2 T bBv-—-oiEfoRHEl
Fig. 2 Example of Entropy Calculation Sum.
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Fig. 3 Example of Time Series of Entropy Sum.
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Fig. 4 Outline of ChangeFinder.

ChangeFinder Change Score and Entropy for tcp_sport
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Calculating Change Point Score.
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Fig. 6 Results of Change Point Score (Tuesday).
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ChangeFinder Change Score and Entropy for ip_tos
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