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Abstract: Capture The Flag (CTF)in the field of information security is a hacking competition where par-
ticipants compete for points by investigating hidden information using specialized techniques and knowledge.
While there are many competitions ranging from beginner to advanced levels, even beginner-level challenges
often cannot be solved with the knowledge obtained through university education alone, as practical skills
are required. Therefore, our laboratory has utilized CTF in information security education and implemented
kogaCTF, which is structured with problems primarily targeting students with little to no CTF experience,
for our undergraduate students. From an educational perspective, we also adopted Peer Tutoring, with stu-
dents who had acquired a certain level of skill in our laboratory acting as tutors, and monitored the change in
skill acquisition through surveys. Although this program confirmed improvements in knowledge and skills for
both tutors and students, quantitative evaluation of the changes in abilities before and after implementation
remains a future challenge due to the lack of quantitative data from the surveys.

Keywords: CTF, Peer Learning, Peer Tutoring, Education

L L& CTFA L3 %)%, EMRREIRREE AW TR S N E
WEREST 22T, BEABEH I Ny XV IHITDH

Bt F 2V 7 4 DB % Capture The Flag(LLTR 5. Web ¥4 + RIQITHEFD CTF %4 bBFEELTED,
HATIX, CpawCTF[1], ksnCTF[]2] "% TH D, fiic

U TR $Z L DY A MOBFHELTWVWS. #BITIE, picoGym[3] 23

Kogakuin University, Shinjuku, Tokyo 163-8677, Japan - . . = g A
a) em24003@ns.kogakuin.ac.jp ﬁ%f 26 b ) 7';'5:55'3 F’lﬁfﬁé h% plCOCTF W D j(I{VCJ@f

© 2024 Information Processing Society of Japan -1655- Thispaper iswork in progress and not peer-reviewed.



© 2024 Information Processing Society of Japan

WHE XN ENZ K R TE D, 22EM[ITD CTF
RKETH 3. fhicd, CTF ORREHRPT1IERZBEL
THEARE TR TE D, HATRENRRKZEET
% ¢ SECCON TH% [4]. SECCON k%, f#ft¥*21
TA4kT—e LB e T 2BtV 70>
TARMRY T, FERUEREF 2V 7 14 AMOFEIES
B, FOFEEOBZORMEHNE LTH#EINL TV,
BEZDODADPBMLTED, HREF2 V74 HE K
REBRHELEEZAZRATHBL VA S, %7, BiffinE
BOLBE W BEPLEZ 2, MWS BAEMET 2 MWS
Cup i&, ¥UVY 277DV A N—REDRRMTHAM %5 >
aY7 A MT, SECCON t[FEEkC, EHhtdFa V74 EHE
WRERMEBEEEZZRBTHELVWEE. IRHDRR
DMUCDZ L DREBDBFELTED, HIOLEATD S Bk
HHEFDHDETHATH 2, GILEMITLEV->ThE
Fa) T4 HEEZ T L LTOVRWAEHE THE 5N 3 A%
T, BEZ R EROFIMCER LRV A2 0o,
fE ZeDTERVHBDDBELFELELTVS. Z TR
FETE, CTF BERORWVEERDRWAEERNRY L,
UNIX ¥ ARa< > R 6 CTF TRHRE: X b —fi
Feffi % HAATRE 2 % P 2 U TSR L 72 kogaCTF %
ML, REO¥ETEENFRE LTERLE. /2, #HE
B &, AR T—EDHM %815 U 7224 % %0
& ¥ L7 Peer Tutoring ZERA L, HAiE1GOZ(ZMERR
3 %. Peer Tutoring ¥ &, A UERPLHZHIZD AR
T THZBHSIHEWETH D, AR TIEE 4 FED
IR 3 EAICH X HTHRETHEM T 5. RimX T, FEEM
LEMDOESREZ BN E T % kogaCTF & Peer Tutoring %
WO ANTEREF 2V T4 HE TR T 7 LDV TR
N5,

KL ORI T O@EY TH 5. T35 2 ZHCREMT
FIZOWTIHBRRNE, HIE TR0 77 L DMEIZON
T, 4 ETHEFORHERRIFICOVTHAR, 55 BETH
SR BRIZOWTIRRN S, Zh%Ed L I25 6 ETHH
NS HDFEIOWTIRRS.

2. BIEMARE

AT 7 LT, ERNZEREX2V 71 HELH
A& LT CTF ICH D #A, #HE DBIHED & Peer Tutoring
ZHROAND. AFETIE, FRtX2 V74 BBEEZHNL
L7z CTF O A& SISO W TR, WEOBED S
Peer Tutoring {ZB83 23T DOWTIHAN S, FRITAKS
0277 LADMEIFITOWTHARS.

2.1 CTF OBAILLZEREF2V T HE

Pakf 5%, Bt xa ) 74 OBEAHBFEZHWE Lz
CTF ¥ —\ BeeCon 2R L 7= [5]. @AEZMHICHIT
FEEREITV, FERE e OREIRI D & R o #E5) 3%

EOZLEHEEMRET L TWS. T2, 7V 7 — MERDPS,
BED IT Rt ¥ 2 ) 7 4103 2 RO L3 2
CeEMRLTVWE IS, HREtF 2V T4 HBRCE
7% CTF OEAIEHTH S W2 5. Carlisle 5%, ¥
ANR=—tF 2V T4 HE BT 2 CTF OFRITOVTIR
NTW53 [6]. FERNT 277 — MERT D &I
PREH D EESNLTED, flagX—Z2D[EYE 7 4 X
FEROMEOW A THEZH L TWS. 7 — MER
PHDTHTIE, YA N—tF 2V T4 HBIZBITS CTF
DEAIEMTH 2 £ LT\, Karagiannis 5%, CTF
LD A N—t X 2V 7 4 BB BT 5 Hdf & HF%
OERBREZHWNE LTHERALRZ (7. £, HhLEEEICD
WTHEMLTEY, MEIERTL 32 2 BMERLTH
ZED T THEE LTV, SEifiFi e Eiitko 7 > — b
FERH» S, ARCS 7 UICED W ERAFERZ M UFF
fliLcEh, FERLIrLFEMRFLEAFROBFICEL TH
EEHEZE L TW3. Thomas 5%, 3 NOKEERE, 8 ADK
FEERE D 11 AEXIR & LT National Cyber League (L
TNCL & 9%) itz 4 » AFBMEL, 7> 7 — b &XHE
AVEA2—Z@BLTT—&ZNEL TV 8. b
DFERIZN L TENB LOENHZITS 2 TFHMEL,
RN ML —= 7 EREDIREDRHILEICE o TIE
HBICARTH D ZePHLPICENTWS. NCL &iE, K
HERYAN—F 2V T 4 DRAXVRHFE, FE, WGEE
T E-HOMGERRIRE L —= >V 70 ERETE
ZHWE L TR EN, YAN—EF2VT 4T R
FTHB.

2.2 Peer Tutoring ICE89 33

IRIZE, BR D ZERHZR LT T S Z e EEMR
ZEAHTEHRICED L S ROHEBEIMRE LTV 50
EWSEE S, FATHIFUC OV TR LIRET LTV 3 [9).
HRBZEWEIETBHDOEE 2 EET 2 DRI D
5ZERRENTVE ZEZHRE L, ZOMRPED &
SRDIA B = XL TEAHEN S DPITOVWTDREST
H5. VRO L 2FH OB RHAT 2 72D IR
ENTELZEZE S DI, BRI (ZUe
BAZEMRII AR 2 BIR 2 (23 2 L THEEMR L E A
), B RE (R EeBD 2 Z R 2SI E
FOENRED T 2 U CHIERMS SO ER), B SURER (&
FIERBH O B IR 7 DUER AT EHE, HIFMRZEd), X
R ERAHURER (BAZIFREA D FE e AR R & OFH AAEH AT A
R EBA AT U CHIFRME ), MBS GRBRTT 21 S
MERE N FEENR e EALT) TH S, BETOFEER,
FARERURET & X ZFBFUREIICOWTIE BB L 2R E EE
TR LN TVWE ZeDNHL L E o720y, TUEN
DO TSI > TV 2 DI TIERVE LTW. £
72, 4 ¥V RAOHEEEMETH % Education Endowment

- 1656 -



© 2024 Information Processing Society of Japan

Foundation (MA'N EEF &3 %) 1%, Peer Tutoring D& A
I X AIEEDRNRICE T 2 127 MOATHSe 2 EE e &
HEEHL, HBAEMICHHMELTWA [10]. Z 2T, Peer
Tutoring ZEAF % Z & CHANMU LR & AEH OATED
WA, BREICRS T4 TRIRBHZ 2 LTED, YO
THIZBWTHAMTH L LTV

2.3 RX7OTJS5LOAMAEDIT

AL T, BREXF 2V 7+ BEZHMWE L CTF
DIEMIC Peer Tutoring ZEA L72#E 0277 AiZOW0
TR 3. RETHNTERLETHIICOWT, FHilit
FaVT4HBIXBYS CTF 0BAOEMNNE, HBEICEB
1} % Peer Tutoring DARNEZ ZNEFHRLTWS. 22
T, K775 LTECTF XX 2HEREF 2V T4 HE
IZ Peer Tutoring #H( D AfLd Z & T, HHhtFaV 74
BEI 076 LTOFHMEEZWLT 5.

3. XTOJSLOBE

RKI7vu 77 0%, BEREeF2 VT4 HEZEHWNE L
CTF DiEHIZ Peer Tutoring ZEA L7HE 70T AT
HY, WMED CTF ¥—N¢ LT kogaCTF %2 L, Peer
Tutoring & U THEIZM 2 FH0 4 484, AGEM 22450 3 4
ELTEMT 2. AT07 I L0FEMED, RELET
15 50 2 HIFE A © 12T ORI LEM & DZ DD
zZHET.

3.1 kogaCTF DRIEER
kogaCTF 3—f%7 CTF OREMBICE D W THERK S
NTHD, FEERE BARRNZEEIIMLTONETH 5.
Cmd IZBILTIX, —&M7% CTF ORIEMEICIEE TN T
8567, kogaCTF BD A7 IV TH 3.
e Cmd
— ERER 72 UNIX a~ > RicB$ 2 i@
* lsavry Rk
* chmod 2~ K&lX
* nmap I~ FElX
e Crypto
— BESICBE S 5
* RSAMEE X
* base64 D7 a3 — K
e Forensics
— T rAen s ey 28
* RS T 7 4 VA
*  AIFHCFH DFE
e Pwn
— Jur 7 Aolfigett e e HE
* Ny 77 F—nN—Tn—
« #ANT 7R

e Reversing

— FETT7 2 AV BT 2 ME
x FEIT7 7 A VKT

o Web

— Web 2R3 2 &
x DVWA AF9
x SQLA VYT ayv
x* POST XY v FIZDOWT

3.2 kogaCTF DY —/ B

kogaCTF Q¥ —Ni2l, — x4+ —7> CTF 77 v
P74 =2 LTRBEHATWS CTFd 2 % [11].
CTFd & Docker Z FWTH —NZHELTHE D, HEY
A4k, 2a7FR—F, B Vo REARNZERENHE X
NTW3. AR 7 LTiE, CTF OEAIZ X3 ERE
Fa VT4 HETHE720, =¥ A FOAREIT—K
M7 CTF ¥ AZEDHDTH 3. K112 kogaCTF 128}
B2H =N HRERT. F—NEEH—F Y b= HNTOD
AT T EANARETH 5. E£Tz, write-up T —NIZo0
TR, EEPSMEORELIEET 2 e 2B LTV
3728, FEDL—VFDADBKERRETH 5.

P PR SR S —
,ﬂ;m
S — -——
1 1

. N N

Ubuntu-22.04 Ubuntu-22.04
Docker

Web[=EH
H—sn
Ubuntu-22.04 CTFd.
write-upF
H—s
\ O\l J

K 1 kogaCTF O — KKK
Fig. 1 kogaCTF server configuration chart

4. ¥R

K777 LTIE, CTFd ZHWTHEL 7 kogaCTF
PHEAT2 2 THEREF 2V T4 HEZITY. ZOHER
X2V T4 BEOFYENRzAM LEEZ e zHWE L
T, 2Rz 4 4, ABERNEZ 2250 3 44 & L7z Peer
Tutoring ZE A § 5. MALDHE{IEE LT, kogaCTF DfH
BEMRIIFEOED TH Y, &4 73V THozERD
FES 5. FEREHRNE, 90 0 &gt 6 HIcE->TITS. #
A ORTRSMA LT, 288 4 4% CTF ORI D %
DPHIDETH D, FEmMAERIIANT 7R EE 21T 5 T
WBIREETH 5. 28K 3 FAIX CTF OREERD 2 <, K¥
HEXBI2HEREREZZ#H L -KETH 5.

- 1657 -



© 2024 Information Processing Society of Japan

4.1 FHEAE

BRELX 2V 7 4 BEICEBIT S CTF OEHOER
FATHFE T RENTE D, HFHIZEHIT S Peer Tutoring D
BMESSATHIETREINT VWS 28, BEREF2V T4
BB S CTF OIEH IS % Peer Tutoring DA
DOEEEFES 5. G, FEAE T 2 HE MR &
Efie D7 v — MEREH V5.

4.2 FPo—kIoWT

gD 7 > — MEBWX, Y a oS m
I IVIREER, X2 ) T ST A ERGRETD
5. DRie7 v —  EHO—EZE8T 5. BIEERS
X2V T4 OERICE LTI, &5 BRSICX DEIHMEiT 3.
o XY I D

o HEMEHTZ SIS
o Linux 1@1ERER

o CTF ~DOBNiEER

o CLI #fEResR

o ¥ alF 4 ADHEE

5. fERCER

ARETIE, 4B THBREZEFRESVTEML AT R
77 LOFEREIRT. SENIEE 3 FAED 94, HE 44
ERIZLDF 18 HBBIMLTED, Peer Tutoring DEA &
LCHM3FELEHA4FEZ 1B TOT1IO2D/ME L
oo RIOTZ 0BT, HREF 2V T 4 BEONR
EFEE 3R TH 2720, 77— FARIZER 3 F40
9%TH 5.

¥
=}

T

aul

51 7Y7—rER

RKIO T MIBIESMED PCHERARIEE 1 D@D
T, 82 CTF iz uvwem&EL, %2V 754
ANOHRICBE LTI ELEN 4, 50 60%0E L. £

®1 ZED PC HHIE
Table 1 Participant’s history of PC use

fERE | 34ERM 3 4EDE 6 FRm 6 UL 9 TR
NI 3 4 2

7z, Ehie7 > — b THELNLZEIZEO—FIILL T D@ D
TH5.

o HILRVWHIBEB TERTA L THRERERTE -
o HHDRBENHZEDORVWERTH WV FHEMRDFEE -7
o IR VERMNRNEDHEETHEF D L35 /2

o NXT vy FRYDMHHMAIIOWT HEEEED ST

o SETHRALNEEER TSI TEERI LHIZ

Moz

5.2 FEHAFEICHTIRERT T — MER
KB IT 2R T 7T ADOWMRIFFEE 3EAEL LT
WEAH, BIRME LTOFEROMET & U THER 4 44
Wt LT, Efitk7 v r— rEEMELE. BohzEED
—EBEL T DD TH 5.

o HZBZ LY HEDORHMD X b HFER - 72

o ST AL THMNEE -

o FIZM DS DM TRE D HEFRDES L7z

o VT LADFEMAEZLTEZETED > FHIRIZZ W

53 ER

AKETD7 V7 — MiRZd L ITERZIRRS. £1T
R UTSN#E O PC R & FERA 72 B2 13 BARE 72 B £~
BHERTE R ofe. FH3FEZNR L L EfMitkT >~
F— o, FHBEETEHOLNIH@EAR TR T LTHE
BIazrickh, HREF 2V T4 BB T 2R%E
ML, ZOZedn, FHEE TEE LR VAEER
BifizAR7a 7S hCTEHET I EDARTHI VR
5. Fiz, FHAFEENRL UFEMBKET V7 — MER
M, K70 7T NeFERT 5550 3 FEAEITH L THERT
BRI DHROESSB L OCHRE DN 2R L /-
Kz, R 2V ITRAPHFROEE TrDPboT0nS L
W25, ZOZrehb, CTF IZHEWT Peer Tutoring DE
ANIEMTHEEZ 5.

6. fEam - SRORE

AT, BEREF2V 74 HEZHWE L CTF
DIERIZH LT, Peer Tutoring #EAT 5 Z 22k 3%
EROMEI 2T o7z, K07 T ATIEFE 4 FEZH
20, 2550 3 A E AR & U7z Peer Tutoring #3E A L,
HE O CTF % — % LT kogaCTF # S5 L7, A —
NIZBITBHEEZ, UNIX oFEARa~< > Ko CTF TS
B dh s —ErzsiizBEEzMEz L e LT
MR L7z, FEMifiRTO7 v — MER» 6, Btk ¥
V7 4 HBIZBI 5 CTF OiEHOAEMIEZEZE L, Peer
Tutoring DEA X 2 BIRMMANOEMEZMER L7z, S51&D
HERE LT, 7 v — MERD b EMRTRICS T 568
DAL DOV TEREN R FHEA T E S, CTF OIFHIC X
B EESIDZEA{LR° Peer Tutoring DE A & 2 EFEHADEH
I OWTIEFHE T E o7z, 2D, EREN LR
iz AJEEIC T 2 OME ST 2 Z 2 T, FHiftx2V 74
BBEIZBIIZART0 TS 0FHEOMHENAEETH S &
ER5.

HEF

ARG, IMRIARZE DB IV EE L.
ZZWHEEHOEEREERELET.

- 1658 -



BEXH

1]  “CpawCTEF) https://ctf.cpaw.site (Accessed 2024-08-
21).

2]  “ksnCTF)  https://ksnctf.sweetduet.info  (Accessed
2024-08-21).

3]  “pico,” https://picoctf.org (Accessed 2024-08-21).

[4]  “SECCON, https://www.seccon.jp (Accessed 2024-08-
21).

(5]  PUNERIE, R, EKEZ, ElREF 2V T 1 DEAHK
BRENE LBy X 2 73 CTF OBRBIME
CEMEE, 5 81 [l E R RF#ER SR, pp. 613-614,
2019.

[6] M. Carlisle, M. Chiaramonte, and D. Caswell, “Using
CTFs for an Undergraduate Cyber Education,” Pro-
ceedings of the USENIX Summit on Gaming, Games,
and Gamification in Security Education (3GSE), 2015.

[7] S. Karagiannis and E. Magkos, “Adapting CTF Chal-
lenges into Virtual Cybersecurity Learning Environ-
ments,” Information and Computer Security, Vol. 29,
No. 1, pp. 105-132, 2021.

[8] L.J. Thomas, M. Balders, Z. Countney, C. Zhong, J. Yao
and C. Xu, “Cybersecurity Education: From Beginners
to Advanced Players in Cybersecurity Competitions,”
Proceedings of the International Conference on Intelli-
gence and Security Informatics (ISI), pp. 149-151, 2019.

9] A, “AlOEEFICEA D Z LI X 2B IR
WD h ? ) BEDHEYISE, Vol. 68, No. 4, pp. 401-414,

2020.
[10] Education Endowment Foundation, “Peer  Tutor-
ing,”  https://educationendowmentfoundation.org.uk/

education-evidence/teaching-learning-toolkit /peer-
tutoring (Accessed 2024-08-21).
[11] “CTFd,” https://github.com/CTFd

© 2024 Information Processing Society of Japan - 1659 -


http://www.tcpdf.org

