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Usefulness of digital forensic investigation focusing on digital
evidence recovery from wiped SMR HDDs

Dai Shimogaito'®

Abstract: Digital forensic investigations are sometimes conducted on PCs that have been wiped to destroy evidence in cases of
data theft or other crimes. However, the recovery rate of digital evidence has declined recently due to the widespread use of SSDs,
which make it difficult to recover deleted data. In contrast, SMR HDDs could be a medium of interest for forensic investigations
because they may contain data areas without LBAs, potentially allowing the recovery of digital evidence even after erasure. This
paper investigates the number of physical sectors on SMR HDDs to estimate the capacity of these data areas. It also reports on a
demonstration experiment where confidential files were recovered from wiped drives purchased in Japan and the U.S., highlighting
the potential of SMR HDDs for supporting victims in digital forensic cases.
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TOXNT LTy 7 BT D AEE#GRT 5
W, BMAEAOT — 4R R4 7% A CHET S Z &
T, EBEOFAFEAPERAEBAL, AEOMRE L
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FRSITHDZ LEEHEA—HD WEB A MNEEREIZL
TEIFN WA E 2 ED T,
2.2 PEXSR SMR A3 HDD16 ROBE

A—N4 (Make), 74 —27 727 # (FormFactor), 7

~VEGLA R (Capacity), S H (Date), 35 X OAT%A
(Nominal Capacity) Z#IE L7216 R OfEREZE 1 1TR
F. AR BAR IR 7 & Y1 X7 4K {1EE[8]0> HDD T
HolmE L ThH, B XY A XT—HS512314 &L TR
WD, Fi, WHLMKEOEIZH D Drive# (b L< 1L, [D#]
EHERE.) 1%, & TER 1 O Drive#é —87 5.

#= 1 FAEXR% SMR 57 HDD OAf 2

Nominal
Drive Form
Make Capacity Date Capacity
# Factor
( Sectors )
1 A 2.5 500GB 2020/10/07 976,773,168
2 A 2.5 500GB 2020/10/08 976,773,168
3 A 2.5 ITB 2018/07/23 1,953,525,168
4 A 2.5 1TB 2019/05/15 1,953,525,168
5 A 2.5 ITB 2018/11/25 1,953,525,168
6 A 2.5 1TB 2019/09/04 1,953,525,168
7 A 2.5 ITB 2020/08/17 1,953,525,168
8 A 2.5 1TB 2018/11/19 1,953,525,168
9 B 2.5 ITB 2018/08/21 1,953,525,168
10 B 2.5 1TB 2019/09/08 1,953,525,168
11 C 2.5 500GB 2019/03/19 976,773,168
12 C 2.5 500GB 2020/03/15 976,773,168
13 C 2.5 500GB 2019/09/08 976,773,168
14 C 2.5 500GB 2019/07/13 976,773,168
15 C 2.5 1TB 2017/05/17 1,953,525,168
16 C 2.5 ITB 2017/04/13 1,953,525,168
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MEEICIX, 7 — % {HEHHK T 5 NIST SP800-88 Rev.1[1]
& OV IEEE 2883-2022[2]® Clear BIE# UL Lz, ik
W72 L CWAEAILE, — BN RT VAL T LTy
RN CIET —T 4 7 7 7 FMI0)OBKHIIAFETHD.
ARPFER 16 2D 9 B 12 MIE Clear 272 L TWDHZ &N
I L7z,

548055 3 81%, BEHL Clear 27T 1HEMN
Fhi S 4v7zd LI NTFS #I{b A Thiicb o & RiAE R
%. B2 13#11 © HDD I, fR5EBHAG B RF2S 2024 4F 4 A 24
H 10 ¥ 34 5 ThHho7oolcxt L, #WIHHEHEERFUCH O 8
B 37 3 CTHDHZENShotz. ZOBREEREZEET S
72 51E, Clear iz L TWbHEHWNZL LI, WTFhiZL T
HED 4 SIZHONWT B IEREE DT — & W E LB TN %
HTHDZ ENMER I,

R 2 WIET —FHERGEORERITIN X, % HDD OHIHT
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HEMEHAL T2 &R #HeE LT, SMART.®
Power on Hours fE b i0#k L7=. 7238, #11 OHRZH N RV D
FEHICLIEBENICE D LD THS.

# 2 HDD OF —Z {HEMRFERF & Al e

Power
D.# | Clear WEEY 4EEOT—2RE On
Hours
1 YES | @it # x00 12,288
2 YES | &t 7 4 x00 25,808
3 YES | @t # x00 732
4 - # 1.8MB DEfEERZ R &, 4T x00. 3,012
5 YES | &t 7 4 x00 2,881
6 YES | &t s # x00 175
7 YES | &t s # x00 4,372
8 YES | &t 7 4 x00 1,659
9 YES | &t s # x00 4,804
10 - NTFS #7242 & fElliE42 T x00. 1,816
11 - NTFS #3222 & fEIIE 4 T xFA. n/a
12 YES | &t 7 4 x00 6,377
13 YES | ®imElt s # x30 1,024
14 YES | @d#it 7 # xD4 4
15 YES | @it s # x00 10,715
16 - NTFS #3722 & fEflid 42 T x00. 14,942

24 TRIM &2 > FOxG

TRIM B =2~ o R[6]D xR %, Ubuntu 24.04 LTS @
hdparm THRATZFERD, KOEIDLEREY THD.

& < IZ DRAT (Deterministic Read After Trim) [6]% O" RZAT
(Read Zeroes After Trim) [6]IZ DWW TIX, FJ7 A 7HED
YRR 7R BRGNS 2 T2 B NS b BT H A LESRIC
L THEZRTEOBETHS. SE0EFEOHAHL =
v~ RTHELNDERIT, EAEBREL TV AHIERTH D
LRGNV EERLTEY, RIETHIELIEL D 2T
BECIEAODLRWT = BIBEA TV D AHEEZ R LT
HEHbVZ L.

# 3 TRIM B =~ Roxti

Drive
4 TRIM DRAT RZAT
1 YES YES NO
2 YES YES NO
3 YES YES NO
4 YES YES NO
5 YES YES NO
6 YES YES NO
7 YES YES NO
8 YES YES NO

9 NO NO NO
10 NO NO NO
11 NO NO NO
12 NO NO NO
13 NO NO NO
14 NO NO NO
15 NO NO NO
16 NO NO NO

25 MBEHYL2RE

IDENTIFY DEVICE =~ R[11]Tld#eit /s ¥ K&
MBI ENTERNVEYD, 77 —L07xT LLTOT
T ANARE72 2 E o #90 L T4 HDD 2 ORT 1 A 71T
B3 N7 v 7 OBEEEH (Zone Allocation Table) TH 5
EAFL, RAE Y7 EHAVTEBLE. B, 77—
LAy T RHIZEID Y CTon-Et s 132 Z Tliixgst
L, 2—PF =N I D 2HEREFEASRMELE L.
ZDIONRY T 7 FOF ¥ v ol UTHRR SR T
A AT LOFEREEENTND.

APAE % (Nominal Capacity), #Bit 7 # %5 (Physical
Capacity), ABE R LWL s 25580 (Diff), BX
WEDEFDONN—1 T —VRKiL%E 16 5D HDD (T2 T
FLHEOREL4THD.

K4 SAHEBRLDEY I ZEBELOES

Nominal Physical

D. Diff Diff
Capacity Capacity

# (Bytes) (%)
( Bytes ) ( Bytes)

1 500,107,862,016 780,496,310,272 | 280,388,448,256 | 56.07%

2 500,107,862,016 781,435,535,360 | 281,327,673,344 | 56.25%

3 1,000,204,886,016 | 1,052,764,663,808 52,559,777,792 5.25%

4 | 1,000,204,886,016 | 1,052,772,532,224 | 52,567,646,208 | 5.26%

5 1,000,204,886,016 | 1,052,783,681,536 52,578,795,520 5.26%

6 || 1,000,204,886,016 | 1,052,784,099,328 | 52,579,213,312 | 5.26%

7 1,000,204,886,016 | 1,052,792,348,672 52,587,462,656 5.26%

8 | 1,000,204,886,016 | 1,052,819,316,736 | 52,614,430,720 | 5.26%

9 1,000,204,886,016 | 1,056,040,349,696 55,835,463,680 5.58%

10 1,000,204,886,016 | 1,056,306,704,384 56,101,818,368 5.61%

11 500,107,862,016 558,017,822,720 57,909,960,704 | 11.58%

12 500,107,862,016 566,660,747,264 66,552,885,248 | 13.31%

13 500,107,862,016 570,464,108,544 70,356,246,528 | 14.07%

14 500,107,862,016 570,488,713,216 70,380,851,200 | 14.07%

15 [ 1,000,204,886,016 | 1,052,769,746,944 52,564,860,928 5.26%

16 1,000,204,886,016 | 1,062,163,931,136 61,959,045,120 6.19%
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THEZITV. TO/REEZRSICE LD, TTI4HOFR
FTA TS Ao s ol

WD 12 fUTHOW T L & DERFET — X I3RD
Mol B LI TNWET — X OREIXEFHROF—N
RFNIET —F 2B L CTE R EETESARVRT UL
T LTy ITREOERIZIE Ty AN T Y DR
P AME TRV D, 2—FF =X OHETITI
B2 EBEDRIERD N LT X NI AR TE T
WA RBENEIX D D, FEBRIZ#3 @ HDD (% BitLocker 23
INTWEBRLNDD, HEHIN TN PCDA—T4
M OHZBOR/FEIZIZTE>TBY, TOWNBRINTIA4 7 TH-
Tl EFITHA LTV A,

T 8 O HDD IZRBW TS bEh TN —H
F—E N ENT-. NTFS 77 A L a— KK LhRo»n
SRS RTA4THHDN, XE, XH 7740, %
LTCHEE T 7 A N> H D H o7,

ARIIE L TE DT =X OREICEREZB O TEHRN
DTEITL LT 7 A VOFRT — X DERIZOWVTIHIRY
T TINWRWA, BEE TICH Z 2T 5 L#2 © HDD
51 PDF 7 7 A L1210 C 2,799 38 76 S, #13 @ HDD
MBI 142,603 O NTFS 7 7 A /L L 2 — RVEITL S 7.
T ETERIIERSITE L DT

x5 T—HXOEILKR

Non-
D. Encrypted No
Encrypted Description
# Data Data
Data
1 YES W7 7 A VR, A H.
2 YES BT 7 A VR AR
BitLocker f#iJfl & #EE. PC ##%
3 YES YES
.
4 YES W7 7 A VR, A
5 - YES BitLocker £/ & #E7E.
¥EH T 7 A V. R
6 YES
.
7 YES W7 7 A VRN A
Enhanced Security Erase (2 X %
8 . y YES
T—HHEEHE.
9 - - YES
10 - - YES
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NTFS 7 7 A L L a— R&¥
11 YES
R,
WED NTFS /X—F 4 v a3 v
12 YES MRCH. 7740 a—FR
it v .
NTFS 77 A VL a— RE¥K
13 YES
.
14 - YES W5 RE 2 i F & HEE.
Enhanced Security Erase (Z X %
15 - - YES
T AW HEE.
16 - YES W (LB RE 2 & HETE.
4, EER
4.1 #ER

EFTET —FELOELEEROFE R, T —FHER
Z HDD THh->TH SMR HFR[S)bIE+HmicT —# 218
TLCEDAREMENHD Z RNy olz. DEVT VX LT
F LYy VBB TR DIIEDL Z EDTE M
ST VR NG E R TE DR H D LNV LT
H5.
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AREMEA B B AR L TR L.
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