Computer Security Symposium 2024
22-25 October 2024

tXa )T« MEFMEBH
~J=VamICKSHRE TR~

A& ST R R

BE: A ANA—KBOY 27 IZHET 272D EAETEX 2 ) F A O RBBL SN EN, X2 )7 ¢ B E %
SENCERAT D Z EFEE LV, FE O, ®EBERICBT X2V T Rl U T o KRR L,
HEHRPE OBLS CRH 9 202 2 B L7z, Z Ol 7k, MBS CORMIICE E £ 5729, BROFRD AR
L RDAREMERH D, T2 C, Y7 MU= THBICBI WA TRET) Y=V OICEB L, BX= U T 13l
PR LT BRI T 5.

%7, MITREATT&CK ZOKBEF L v P_R—2%BEZ, xH X = U T o MWEE), vyl HEfahi-t
X VT 4 BBOEE ] 2 EXRTD. oo LR - FROEH S TIRE - & ERE O S % i S ER %
I 2 & THHROKmZAER L, ZNENAOXKEICHEDRMEEEY B TTYy =BT VEART S, KIZ, EF =
VT 4 WEFER RO X2 U T 4 BB L O EEENS Y — =T MMl EZ Ty hL, Ty hERTA
DB THXRENCEH Y Y TONIZMERME X2 Y 7 ¢ SWEOFE & 95, Z ORI % BE %&b o Be i ¢ EnI1T 5
ZET, BEICHT A X2 ) T A XIROMEOTHELIT) Z LN TES.

X—D—F kX2 UF &, Y7 MyxT, IEC62443, YV — L 43HT

The Security Quality Evaluation Method
~ Quality Estimation by Zone Analysis ~

Takumi Mori"* Kenta Kodera!

Abstract: Although security analysis is required by some security laws and regulations for mitigation to the risk of cyberattacks,
it is difficult to explain security quality. We developed a mechanism to evaluate security processes and security functions coverage
in product development. This evaluation method is limited to evaluate the condition of the target system at the time of evaluation,
which may cause some reworks in development. Therefore, we focus on zone analysis to estimate software quality and propose a
method that is extended to security evaluation.

At first, define "Density of Security mitigations" on the x-axis and "Density of mitigated security threats" on the y-axis by referring
to attack knowledge bases such as MITRE ATT&CK. Next, generate multiple sections by drawing a straight line connecting the
intersection of the lower and upper points of each axis, and generate a zone model by setting a quality view to each section. Finally,
plot the evaluation points on the zone model by the security threat and mitigations of the target product, and decide the quality
view from the section belonging to plotted point. The target product’s quality of mitigations against security threats can be estimated
by using the proposal method multiple times in the middle of development.
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2. KIFERMZRAEFR 2RI L7220 R Y, Mmin=2 CTIX
WHT DBEMENDRTELLEZLND. WHT DEEM
RBNDRTEDLE, 7V ANBERREEASED L&
FHEA~DE v NRIZKES BT L. Toicn, Hil
& B NTRE OB BICREMRON A S RE A EE L
Mmin=4 OFENNELEZOND. Mmin=4, Mmax=8 &
L7235B ORISR S Z — 2 3,4 OFHIRERIE, K 26, X 27
DEICRD. BREANY —2 30 BB E N ~FEAF
B |, BAE NS — 4D RIFEH D ) ~ B
B AER) &Y, TEEEDSRET D (F OfOFERIR &
— OB RAREE L).

DX, METIBBOESICE-T, MV HHHE
ROELS L, COREETCEFEERE TTO2LENRD D
MEEZBEL, V=2 GHTONRT A—25l{EST 5 LT,
EREZRFHNAS FTRBIZ 72 5. 12 1%, 1IEC62443 DEF =2 U T
S BEHEGSRCRBLIVEFXF 2T 4 L~ LESL)IZL>TH
EE2ED, SRR OBEICIS L TRTG A—F ZRET S
FERDD.

AENE, H—0 v 2T AERRER(En=1)IT%F L TR %
Tl L7=3, ¥ AT AEROEMRCEFEE &M 5
BRIZ, & AT LR ERE DI E L THEIRETH D (5%
TSRS LTV D)2 B 1X, B EERR O 2 > 2 7
IERBERZECERLTH 7 T o —FI3R Y Th 5.
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L2l s, BERIIERI LI A7 RE SITERN
HY, Fio, BAKOHRHFMDS T AT MEKEHRZ ET
NHZELEV. ZOXSREE, BIXE, BEOT Y
T, HTRRICBIT DB T D) 27 DRE SR,
BEFVFICBTLHBEOHRITEICL > TEIZRD D
FiENH L. E£7=, EFMEIZEA L TH UTM(Unified Threat
Management), EDR(Endpoint Detection and Response) & V5
ToEERE T < OBFBUCK L THRABIZH T 5 b DI
LTI, ESE2RELSRET D & IEMER Y — 323 FE i
TEHEERDLND.

6. BHYIZ

V7 My 2T R EFUCREBBICBITS, BEXa VT oM
BEFMT 272012, x #iE v AT MEREREE CESL
L7=xtsidk, y #ihz o AT AR EEL CIESL Lk
ENTBBHL, L L2y =7 A ERWTME
TR DT EEZRTE LT,

ZOV—=r Ak, ®EICHEHT2BEmROMNE &,

L FRIF T A BB TIICTE 52 & 2528 - FHiilc LV
B L7z,

LV EWwREX 2V T s METHIOLDIZIE, X2
T AN DERBEC, X2V T4 A K74 ITLD
B EERROBREEZ Y — R T A= IZE A &
LIEVENTHS.
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