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On the Risks Inherent in Publicly Released AI Models
and New Attack Techniques

TAKURO WAKAI''® TAKAAKI Topal4P)  Yusuke KuBo?© TATsuya Morit3:4:d)

Abstract: This paper aims to propose and demonstrate the effectiveness of two novel attack techniques
targeting Al models intended for public release: the “Weights Injection Attack” and the “Tensor Trigger
Attack.” The Weights Injection Attack involves embedding malicious code into the weights of a deep neural
network model, with the key finding that altering as few as 36 out of approximately 1.2 million parameters
can successfully execute the attack without affecting model accuracy. On the other hand, the Tensor Trigger
Attack involves executing malicious code through the input of a specific trigger image. It was observed
that the attack had a high success rate, particularly when using 24-bit wide code, which further improved
the success rate. Systematic experimental evaluation demonstrated that these attack methods are highly
effective, as evidenced by the success of the C2 agent attack, which embedded 640,000 bits of code without
compromising inference accuracy. Additionally, it was confirmed that these attacks possess stealth capabili-
ties that allow them to evade detection by antivirus software. Finally, the paper discusses potential defense
mechanisms and detection methods to counter these attacks.
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L, Tensor X, & 26x26 (=676) HDOEMHE L 2> fR¥F LT
Bz, 1 KOBEBRTIEETEZ2HORKT 676 HTH
%.%@k@@ﬁ@@@%iﬁb,vwﬁ:?@:wFﬂ
EHLUTONBHEEE X5ICT2R0ENDH 5. BHENIC
ZNOETRNTHELTHEITIRD 2Tk 5. BE, W
BO7-DIERI NG (1 E) XX 6 OHEICRT

B 6 ALsniANEG (k: fork B, H: C2)

FRELTE, ZORBIEI Uo7z, ZHUIWE
DIMAWT L2 H DT, BERL@PTEHEOBHR K
PHoTH5. ZOWMRDD, WBEa—FroHE LR
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Tensor X,, &, WEICX > TERIN-EGEE A LIz,
% D Tensor X,, DEBEROPMAGHIEMNZE - 1=/ER %
X 7 ns. BHEMCE, 250 2-DO0 Tensor 1 E—E
LT3, ZOHMREREANIZT TR >TWVS
BETHS. Lorl, FBREZ1IDBZLEFEELTED, 2h
WBERLZa—F»25Ey FOERELTWS Z 2 2EKRT
5. AWEREZL Y FREAORBENEREINS 2D, 1Y
FTHRIET 2 EIELWHRBELARY. 2D K57
'y MENZEFHEL TWE 72D, REOFMEIKE
CHEbNW IR 2o 7.
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T FEE LI AL F VI HBRITEN S 84 Y 5 e DFERY
FEAN (AR

6. &
RETEIAKEADOXE - MAITFERCSHOFEICD
WTER L 5.

6.1 XitE
ABBEADRE L LT, BHEFE BAFRICOVWTZ
NENELT 3.

6.1.1 PFAfIFE

ABEIIN T 2HAFEL LT, 774 Fa—=v
7 (FT) WETH 3. FT 21, FEBEADETNLZHID
F—Xty NCEBIMFEIXEEZETHE. ZHTE-T
ETNAVNEDNRI X=X DELZEHRT LI TES. X
3 Weights Injection BEIX, AT X — X IZHEa—
ROSDIAENT VWSS, ZOH2 1y b EEEIhN
X2 a— FIFEIELR RS, RIT Tensor Trigger W&
&, TR —=XPFEEZWZ 5NAULREEEEOM S £
b7, REENPEXLza— RFIBENELS RS, Z
DXL, FTIZEHELELDOWEBBIHNEETH 5.
ZHIETLERA I LTWE Ty M7 4+ —LTIER
{A—FHEPEMT 2RNETHS. ZhUX, KREETFE
METNDNTRA—RIPNEEMRZZHESI D, I 1
74— LT RIATOINRETERVDLOLTH S, £

FT OB ERHHAT 27— 22 Ed 12— EAD
REBICEDOE TEIRT Z2RETH D720, 2—FHHTH
His 20055 TH S.

6.1.2 &RHIFE

RIHANZ D NWTIE, WEIC K o THRIRS. Weights
Injection WEEZ AT 272D, ETNT FRIIT
2L, R ZT0a— F2d 23 HERETIEL V.
—77C Tensor Trigger KB OTEELBHANIRNETH L. =
nE, ETNT I RAONERZERT 2 2B TERVDD
TH5., LOLEBELOWAIDPET Ve HICEMAIN TV
b, TNEZETNMANILERY, 2 Z2dZDET IR
DV, Vo FERENPBETHSE. ¥EL5ANFITLS
bDOERDEH, BIESZNOY 7 by 7 LT LD
HOHBBOTFEDOATHELRATLIeHTEDI NS
ZETH5.

AHFEI - PERET 2DEHEE LT, TV
ERANTETT9 b7 4—L L THRAAEETHD. £
FILDERIC A ZETVCZE TRV a— FhE,
NTWREBE, BERA 7LV XL K > THRAIFRET
B3, ETILDT7y TR —FOBICT7 7 A LEBEL, B
WHARRIANIT v 7o — FE2 52, $E3GEMHRT
HBZerBRTERITEMNEL, 2—FRXvru—-FT3
PRICHEEME 21T 2 8 THEBEZ KRR Z e TE 5.

6.2 HlIHEE

AWEETIE, WEa— FOHHE - 77 =z —X 2BV
T, RBaA—FET 7 ALV AT LCEEHLTVS. 20D
EBXABTENT VFIANRAY T E T2 T7DAF v 2D
M)A —2ih K- RO SNZ RSN D 2. &
7o, AR R Z HNE LTWB 720, K8BEa— R LT
Windows DO NNA FV AL, KEONRE 5% 0S 1
Windows IZfREL T\ 5

6.3 SEROFRE

SHOBEL LTILITRD 2 x5 5.

1 M BX Tensor Trigger WEDWER R DA LTH 5.
fork MR Z M L 2B BIIHII L TH D, KBFKRL LT
DORBATREMIZBIR IR TV, L LEEOH G A
B, WEa— FBEKICHRZ RN 2EABRZTS
N5, oT, WHAEOWESHHT 2ET LV EHEL,
XD ZEIR - FTCORBEAREL T 2MELD 5.

2RHBERT7 7 ANV RIZHEBZRFETT 2 HEORAETDH
3. WEBRIFCFITANA FVBERT 2R0END 3 8D RT
AZMDE TR 2B NT W2, 7 7 4 L L A TDOETHAHE
R, XD REERBEE L 2 5 ATREED R .

7. FEEHARE

Liu 5 [6] %, BEOHLZ2HBEa—FE2=a2—FL%y
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NV — 27 ETILOEAEDIAAL, FPED M) H—H{ERED
ATNZEDEDAATTRE D — FRETINDZ L VI
BFREPRRE L. 2B, KX THRZEL TV % Weights
Injection WEIX Liu 5OFEXHERLbDTH . 72
72, Liu & OFSITIE b V) A —B{RD AT RS T 2 R,
S HEER MR - FTICB T 25d072 <, FERET
+5TH o7,

Gu & [7]1&, ¥8F— X CREZL> T TN
TR TETNVEFEEIELZLICE-T, TV
WAy 7 F7 28N 2 FEZRE L. Ny 7 R 75Ut
Hronler g, EERATTIRIER LGRS CH
TET 20, FFED MY H—ZHDIAAT AR L TIEIK
BEOEN L 7 AR EE5 ZRIT I iThk 5.

Yujie & [8] 1, EED D 2 FAH72E T 0EMEEE >
AT LDEF 2V T4 IRERBEBEREZD-0F 2 2HEiE
L7, HHiPHE SN AE S AT 0% 3EHTE
BVWY =Rk o TEFEREA, R Ttwsenws s
BHD, BEEODHZETNVEMHAAALTLE - BB DH
EOREIEFIL TV,

Liu & [9] 1%, DNN 2 s Ny 7 R 7 Z2RET
5FHETH 5 Fine-Pruning ZHE L7z, AFIETIE, NN
WHRT2RND e FT 2HL TNy 7 R72BRETS 2
CIBILTWAS. EERATE MU= EFATZANT
BIEHET 32 —m  IEWSRH B ZICERHL, b
VH—RKIET 22— YDAREHNDICK > THE
LTW3. ¥/, Y55DANTHEEMTE2=a—1 Y
&, FTIZE-> TNy 7 K7 R HENLATRETH 5 2 & &R
L7.

8. F&&

AHIFETIE, DNN OffiimdfE 2B L, <Ly = 73
Zh| EE TR EFE L LT, Weights Injection
B ¥ Tensor Trigger WEZRE L. FAFERZEL T,
MBS EFEOFEB AR IR S e, FREETREE,
NS DBED OS ITHWEINTWVWET Y F V4 IVARY T
Y= 7 OBHIZERE LSS Z L DFEEEN, SERAT
NAMEETZZEPHLPICRSTRTH S, ZORR
&, IEREBSINTELWERY MLV OBEN B R Z 7 E
Dbz U7, 72721, Tensor Trigger WEICBE L TlE, fif
FFTRE R I EE o — PIchHlivaid b, WEOHBREICHED
Balz., SBROWE# 2 LTiE, Tensor Trigger B
OEBRM Ly X523 X7 AAMOBEKRITMZ, AT
THRoNARZE, BET MM BFEORRE
EDLTFETHS. THLHDEDIHAZBELT, DNN &
Fa V74 OUERZRHER Y, K DRERBIEEK ORI
HlT 2 Z 2 HEET.

HEE AMEDOIEMICH /D, #ERIEW 7z KDDL ST
FrOIHEFE RIK, HEHBORstiT oM ERERIG, iR

FORARELRITEH N LE T

SEXER
[1] Goodfellow, I. J., Shlens, J. and Szegedy, C.: Ex-

- 1257 -

plaining and Harnessing Adversarial Examples, Pro-
ceedings of the International Conference on Learning
Representations (ICLR) (2015).

Szegedy, C., Zaremba, W., Sutskever, 1., Bruna, J.,
Erhan, D., Goodfellow, I. and Fergus, R.:
ing Properties of Neural Networks, https://arxiv.
org/abs/1312.6199.

Li, Y., Jiang, Y., Li, Z. and Xia, S.-T.: Backdoor
Learning: A Survey, IFEE Transactions on Neural

Intrigu-

Networks and Learning Systems, Vol. 35, No. 1, pp.

5-22 (2024).
aaronryank/fork-bomb: ~ Fork bombs in lots

of languages,

fork-bomb.

https://github.com/aaronryank/

: HavocFramework/Havoc: The Havoc Framework,
https://github.com/HavocFramework/Havoc.

Liu, T., Wen, W. and Jin, Y.: SIN2: Stealth Infection
on Neural Network — A Low-Cost Agile Neural Tro-
jan Attack Methodology, 2018 IEEE International
Symposium on Hardware Oriented Security and Trust
(HOST), pp. 227-230 (2018).

Gu, T., Liu, K., Dolan-Gavitt, B. and Garg, S.: Bad-
Nets: Evaluating Backdooring Attacks on Deep Neu-
ral Networks, IEEE Access, Vol. 7, pp. 47230-47244
(2019).

Ji, Y., Zhang, X., Ji, S., Luo, X. and Wang, T.:
Model-Reuse Attacks on Deep Learning Systems,
Proceedings of the 2018 ACM SIGSAC Conference on
Computer and Communications Security (CCS ’18),
Association for Computing Machinery, pp. 349-363
(2018).

Liu, K., Dolan-Gavitt, B. and Garg, S.:

Pruning:

Fine-
Defending Against Backdooring At-
tacks on Deep Neural Networks, https://api.

semanticscholar.org/CorpusID:44096776.


http://www.tcpdf.org

