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Towards Detecting Security Risks Caused by
Malicious OSS Developers using LLM
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Abstract: Security risks stemming from malicious OSS developers are becoming increasingly apparent. This
study categorizes security risks in OSS development into two types: insider attacks and protestware, and
proposes methods to detect these risks in advance. In the case of insider attacks, we focus on scenarios
where attackers exert pressure on OSS developers to seize administrative privileges and embed malicious
code. Protestware, on the other hand, is characterized by developers expressing financial issues or political
statements. We propose a method utilizing LLMs to detect security risks from developers’ statements in
advance. Experimental results demonstrate that our method achieves a detection rate of 50.0% with a false
positive rate of 0.07% for insider attacks, and a detection rate of 50.0% with a false positive rate of 1.66%
for protestware. Furthermore, it was confirmed that insider attacks can be detected before the incidents are
exposed, and protestware can be detected before malicious code is injected.
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Fig. 1 Insider attacks against OSS developers
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Fig. 2 Causes of protestware
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Fig. 5 Processing time of protestware risk detection
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Table 3 Situation identification results in cases of missed detection
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apps to send searches via an Intent, e.g. ...)

ZHREDELRGS, KES1EL, Boh2ERDIZ WV
2, THITRHRVEEEIHG 2RI RSNV, ©
SV RIEICHEE L TWA 0%, ZXH2ETERL
HEECH 5. 1ROV TIE, BUARTGERICE T 2 %5 %
WAL TV d 00, #EHTIZRY, DF b ot
CEILDFAELTWRNWI D ORAIT 2 2N TER
Mol BRI D L — A 712k 27-9, S%IHME
PRI ERD.

5.2 FRIREICET 391

AP A A - 5 HFOBEBAICOVWTZOMHEFHEL
72. 2L ORENIRIMFBINCOVWTIEZYTH B H DD,
AT =Y DETHEHET 2 D DROLRHL D DL o
To. R AICEBAILU 2B 2 FHORIGERAIFER 2 RS, &
HEDBMZERT 203, AYICHBENEX LS
PEHELY LTEINXATWS 2, H WL, Binxhrz
BHZECE>TeF 2V 74 ICHbIMENIF SRS
TWADEHEE,I ST TIEIAHIET, 2<EELTWA
WERNA VP A X —RBICEDLZERE L THEEDITS
NTWBD, MoTHRAILTLE-EEZXS.
TOFART T 49 HOBEMANCOVWTZ OB % HE
L7z, M 61cZzoMNiRERT. BUAMHLH 217> T\ 3,
HHVIEERNBEERZEITNS, ¥ LTHRIIZATY
ZEERBLERAETH-7-. BUANHHIOEB Y LT,
ERPBHE, I T RN Z o7z, SRR RE
OB LT, FRCESEZRDZ 2, KhEAK
FIZH — NP API EZ2 R T2 2B TERVWI EIZE
K32 ehnTholz. T/, DILTED S0, Kiffs
TERTI2HSEIERL TV SR LBETEERL,
B —E RDOERIR & ERIRDEY, BRI — 2032135

BRI O S8 E 7 R

20 26

6: 7T R MY 7Y AZIINNT B REBHIEEONER
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FEIH29HTHY, BEFEIZEALID b —» HIZE DL
ANCRAICTE Tz, KO #HFEOR/MUICEKTE %
DTV EEZ .

TOFAMD T BEILE 7T ROBEFEEICOWTHEAL
FAMePERICEbDZ a— RBEA LB ERLLEL, 3
ZOBFEEICOVWTIREINTHBATE TV, 1 HIZOW
TEHEAFREDN 1 EFDXA IV THRAILTED, 2
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K 4:

ARG IB1TF 2 RIS R

Table 4 Situation identification results in false positive cases

FIf 27—y | B | AR (FEE DR

2021-02-23 | A KL 252255 | 2L 02—V —2HEORRERDTED, EDLF — 120§ 2 ilin% <, M
FEWINT BETID DD > TW5B (CRON reached the end of time, judgement
day. how is this possible?)

2021-11-17 | B EHE DR TRY I DRV TFUABRTATH S L IINT 2 RlERDH Y, EHE
DREREKRD 27235 % (You should add a hint to the main page that this
project is currently unmainted. ... I’m happy to add other maintainers to
the project. Clearly I haven’t had enough time to maintain this project with
everything else going on.)

2023-01-06 | C ¥ a2V 74 ORE Meggthic B3 2 BRI 2GR H D, chnTmnY =7 Mt o TEERHE
TH2ZePREINTWVWS (It would appear that a vulnerability has been
identified in the version of luxon used in this project)

R 5: A VP A X—BEEHEFNTB T D RIGHDIER
Table 5 Situation identification results in insider attack case

HAY AT7—=Y | Bls HOE (S OB

2022-06-14 | A FHNENZEZ2HE | WS OLDHEELS, FFEDOV Y —XRBIEIINT 2 ENE L 505, (With
your current rate, I very doubt to see 5.4.0 release this year.)

2022-06-22 | B HHEORMRER W ODDFEEN S, BEHEORMRERD B HMH 5. (Why not pass on main-
tainership for XZ for C so you can give XZ for Java more attention?)

2024-02-26 | C t¥x a2V 74 OME P RRy 7 ZAERER LT 2 E0MRR ENT W5, (Hello! Thanks for the

bug report and build logs. Luckily, the workaround for this is very simple.
With Autotools build, you can pass the flag ‘~disable-sandbox‘ to ‘config-

© 2024 Information Processing Society of Japan

ure.)

HIZOWTIEEFREDOWEBR O X 4 I > 7 THREIL
T\, BHD S FEHREDHEIIEL DENHZ
5, EFENMBEL TS, MDD S5VWOMTL1DH
ZARHDD, SHUETORNTTEDTZ Z LWL
CEWSHOBEY 5.
HANCRAITE R o T 4 LOBIFEZFICOVWTIE, FF
FAERICBUAMERICE T 2 XEDPWIHTHRELTED,
PRI D 2 a— FREAR, ZOoEMEZRTHARBEI—
FBNDE ZeDRBEING., ZDED, HShHIdW\Wo
TRREOEXEHIICHRET 2 Z L IN#HTH 5.

6. PBEERAZE

VI EUITICEATZEMRI— FORH Duan 5 [6] &
VIET27DY—Aa—RIFLTART—&, R
B, BIRIMEMTZ VT, Ry =YL Y2 MY DERZH
BT 2FERIRLR L7z, PyPI, Npm, RubyGems %5 100
TUED Ry r =2 %58 L, 339 EOH LWERDH 5
Ny r—I%FER L.

ARG 913 LLM Z AW TEEa — FOBANI»H 2
HHWERE RMREIL — L DHERFIT D2 2 EH &2 AAKTR AT HE 2>
PHEB L. BBROPZWZ N ERHETIED S0, A
M TIEIFHRTERD - HP, EfEa— ra#dibah

TWTHMRH L TOMAIRER AR I N TN,

TS DWIFEEENE g — FORBICESSRAITH B

ehs, BRHIDOXA I Y ZPRTIRARE 25, AHZLE
Mo — FORARNCSHREN 2 — REIRA T 2 AREtED
BWRA IV TERANIT 22 2HME LTWS M THERR
BHFEe EZ 5.
V7o T7REEIOELRICEDC U XVFHE OpenSSF
scorecard Tl F 2V 7 4 BHEDR a7 IZHIE 0SS %
ML, OSS 7uyzZ MZHLTHEBRERZIT-oTW
% [10]. OSS X2V T4 BROX MY ZREEHIL
TRa728EHL, Ra70EIP8E*x ) 7 4 OEHENE
ZRLTW5. OpenSSF TS 0SS ORI Z T TR
<, BEREUIMIEHEORRSMEL TEF2 VT4
A7 RRRT 2FEDBREINTWVS [11]. CHAOSS T
X 0SS 7ry s bOREELERBMICHET S22 %
Hie LTWwW3., a— FESLa I v FEKD & 5 7241811
BAXPMYVIZRIZTTRL, TVI772 b7 772D&57%
T I 2 =7 4 NI ZRRED D 2 H & il 5 5 5
BB D EE T 5 [12].

INHDOMUEIY 7 b = 7 ORIDFHED 2 ) 27 %15
T 20TERL, 2RMICARTYZZ0E S 2HE LT
W3, RFETIEA YA X KBS TuT7 A v 7L
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Wo BRIV RAITHE I e Bbhrdid), VA%
HDZWFHZEICE o TEDXRDP LT WERICKR S &
EZTW5.

VI Uz T7HEELEY FYDOaIy MIZEHLT, B
HeBEbhdazy b ERFITE2Z22TY—Ra—RIE
BEd HHREDIRAFE WA T 2 FIEDFET % [13]. Ganz
547 ar 5 sa— FTRENBIERETRDD
2, Y7 b =7 ORBEBREEINML, ZON—-Ya VE
FEICBWTEREDOD ZIEFDOTA1 D 2RO 5 L 212
ZLTW3.

CRHDFETIEY 7 by = 7HEOTEENCE T 2 B
HERZT, Ea—-FoRHEZEIBELTVWS. LHL,
BHE Y U TREAEA 2 D E o — FORARICR S &
EZDID, BROMAIL Lo TLES 2 TFHEEINS.
AR TIIBFREORS EHWTEHIMIRA TS Z % H
e LT\W37®, HROBNPERLEEZ 5.
VI, 7THEOMGEICETZEME X2V T4
27 TRV 0SS a3 2=7 4 OB T 258D
FET 5. 0SS HREPHBICHKZF>TwWs 2%
NG SEIWT L, BIREORKGMEE T3 2 FEHRE
STV S [15]. Jack &IMMEENICBEE S 2 #EmA3, OSS
FARE OMEIC 5 2 28R HLICT 2D OFEZT
7 o7z [16). 52D 0SS FrY = 7 MBI 2 flifEic Bl
Y Sekem O HBHE &, BHFE OBER » oRE L FHE
L7, #R, SRl im0 BEME oz 2z
TRREMED D 2 72D, 0SS DEHEIL, ZD XS R
X UTHERRZLW, BEYNSHLT 208X H 228, £z,
H At A B T 2 lfEB ORI, Tuy s
kO FE R B FffifEEICE 0 5 2 2T, Rk
Hikz(ET 2NN D 2 Z e b b L.

IS DOWFETIX, AL FERICBREE I CER LY
Ta—FTH2H, 0SS ORHMECHFEE DRz Tl
THEWVIREARIMK L R ZHNTH 5.

7. EHOHIC

HEEDHD OSS HEFIWRERT 2X2V 74 VRII
NLUT, AFFKE, ZheDY 27 EHINKET 2 FE
PRI L7z, 4 ¥ A4 X—IETIE, WEED OSS FREE
WCHES 2, EEERTENUERD % a— FrildiA
DHEKZRME LTIRZ, 772 vy 2 73R EOS
BRIED 2 WIZBORINFIRO RS 2R L, LLM %
HHLCHEEDOESLOEF 2 74 VR 7 2HENIH
W 2FERIRE L. EBRERI A VA4 X8I
B U CIIMAEIR 50.0%, A1 0.07%, BT A MY <
TIZBE U TIRATER 50.0%, FEIER 1.66% DFE & THAl
AJRETHH b, FloA V4 X —RERIZEH L TEXEH
RETIHNC, 7R vy 7 IELTIEEEa— »
BAT2ANCHAINRETH 2 Z & R iR L 7.

Y7 b 2 7 HHBEIAHRORREIEHT 2 Z 2T,
V7 7 2AHAT AN, 2OV 7 MY =T IZERY
2R EDIPRTEXZZ21CHY, EF2VF 4 VRID
BWEEEDNE Y 7 Y = 7 ORI ZHINET 5 2 e
TEZX)y " 3dH 5.

SHOBEX, BEMEEOM ETHD, HRMOMENE
IR L 7MET7 L2 ) X650, SNSEHEEEDLFERY
7 bU = 7HFICB T 2178 b B EHIEOILKE TE
LTW3.
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