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Definition and Visualization of Security Risks in OSS Development to
Support User’s Decision-Making
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Abstract: Recent security incidents have highlighted the risks of malicious code in Open Source Software
(0OSS) through unauthorized access and vulnerabilities. Frameworks such as S2C2F and tools such as secu-
rity scorecards have been developed to manage and visualize these risks. However, they have the following
limitations: S2C2F does not fully address the root causes of risk in the Source Code development process,
while Security Scorecards rely on the cooperation of OSS developers, limiting their effectiveness for users.
This paper defines risks in the source code development process in terms of their causes, and proposes
and implements eSBOM which visualizes these risks for OSS users, and SCMV which is a tool to support
decision-making for OSS users. Using a dataset of 3,000 NPM packages from July 2022, this paper validates
the existence of these risks and confirms that the proposed risk definitions are comprehensive and valid in
covering threats in the Source Code development process.
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1. [IL®IC

EEDY 7 v 7BIFETIX, Open Source Software
(0SS) [1] BEMBINCHAVWSNTED, ZODE=FN
FAFEL 7z OSS Ry r =Y ZHWITICY 7 by = 7 2R
TRHEINETH S, 0SS NDKELEE ZHT, 0SS
DY —2a—FORFEBETHHSNZE Y —Z2a—FLK
MY OEHERRIEMSNFCER L TERDODH 5
a— FAFAZINZER 2], 0SS O TBY =7 hDIE
WIS X o THaggtE B IEICkR M 2 E 3 2% 3], 0SS 12X
2¥aVT 44TV MHAREAELTWS. ESLint [2]
DOHZRIME 3000 F XY v u— FXNTHIEHT % 0SS
WA LT, OpenSSL [3] DFEFRIF TLS IZHEDO WIS
WEREMLT2ADIATIVELTT 777 PARXY
H—FReoTWs 0SS IR LTELA YT YT
H5. DR, OSSIKHELIEF2V T4 VR ZER
B L Tzh 2ty 2H 3, Y7 b= 7ORE
BANER 2T 2 L CTHET.

0SS 1%, Y—Ra— FHF@EE, Y7 bvz7 %y 57—
PHRGEE, v - rx—Y vy EFEAVLEMRED 3
DDEEEFET, Consumer WCHEH XN 2. #ZT, 0SS
ORFTRY =7 MEIZ, Y —Ra— FHFE,SEMETO
SODBREDETT, ¥ 2V 74U RIDERLAMLL
fTHNBHENIEZF LW, Open Source Security Foundation
(OpenSSF) [4] T, OSS BAEMII DL F 2V T 4 7
L — A7 —2T® 3 Secure Supply Chain Consumption
Framework (S2C2F)[5] Zf2ft L, OSS %% Consumer (ZF
EHESN2ETOEX 2V T4 VRAZEHEToTWS.
7, BEY 7MY 27 2IFE RS BICHERY T b
VTR =Y OREARELHEE LV AT TH S
Software Bill of Materials (SBOM) [6] Z FHWTY 7 b v =
TIWZANTET 2 MagstEZ Al - BEET 2O AR D D,
GitHub F®D 0SS O Y —RXa—RLERI MU THZDH
DAZEHHLTWS. LirL, Y—Ra— FREFEBERIC
L TiE, BFORYHAIZBNTEF2 VT4 VRID
EFRE DAL TH 5. S202F TIEY —Ra—
FHAFEERETHRAEL 5 2B (e.g., BEDH 23— FOHA,
BEDMEETATI7VOWA) 28T 20D, Zh
SORAMNRFER 722 F 21 7 4 U AT DOEFRHIARE
TRV, X512, 0SS DY — R a— FEFE TR
3® End of Support (EoS) % End of Life (EoL) 23E &
ENBVWEFHE TR =7 FBERTIHEDH B,
S202F TIZMHRI7: EoS ® EoL M EE SN HEDH
BOAEERT L. ZDX5IT, V—Ra— FOFEERE
WZBIZ2EX2V T4 VR DERPA T DRENLSZN
5 a2 ERINRSTIEEDIERDEE 63, BEFD SBOM
TWRZENS DY R 2 EEINCAIHES 2 HUD #H A5
THhTVRW.

AT, 0SS DT BY =7 MIBIFZY —2a—
FRAFERICERL, ZODEC2EROBE» X 2
VT4 VRZEERERT LI, ZR6DY AT % 0SS
@ Consumer Zxf L CEEMICAHIL T % Source Code
Management Visualizer (SCMV) & Extended SBOM (eS-
BOM) ZEZE T 5. AFRTIX, Y—Xa— FHEFEEED
tF*2Y 74 YRXZ% (i) Malicious privilege escalation,
(ii) Well-known vulnerability left, (iii) Oday vulnerability
possible D 3 DL ERT S, Tz, TNSHDEF2VY T4
VA7 DEARENPEL ZREROBE»LERL, E
BN OSBRI RE el e LTI L, "Itk
T5. FLT, IhHDIEEZHEIC eSBOM ZHKT 5.
SCMV & Consumer 258y &5 =3I <%= v ZHWT
0SS ZHS 3 % B2 3% 0SS 12B83 % eSBOM Z1ER L
T Consumer IZH/RT 5. AT, 20224F7 HicR
LA vy 7N, Node Package Manager (npm) [7] T
Consumer 23M#H LT 2 L7 3000 D <y 7 — P EH
MAoTe, RTV v ZIZRHEIATWE T =Xty b [§
ZfEF LT, Riskl 225 3122WT, SCMV ¥ —LZ&{fiH
L, EELTWE 0 I 2MEE, %72V X7 Oufi{ts
TR2DPEDPREIEZITo 7. 2o DOFHli 21T - 724G
H eSBOM ¥ SCMV IZ & - T, BEfF® SBOM TlXnA]
filtxhTwhnwy —2a— FEFEBRED Y X7 20t
HSR 2235020 o 7.

2. 0SS H7SAFz—>D0H

21 VYI+LIOITPHTIS3AF—2F314T7HA1TIILR
T

0SS DBFETIX, ey =z rPa3za=T40o
ARG HEEBADFIE LT, Y7 by 27 O
HEINTWS. HEINEY —RAa— R, GitHub F
DY —=Za—FRLRY YT Source Code DRfAZN 3.
V—=2a—FRLERI MY 2IX, Git FON—Y a3 VEHY
AT LEBLTED, 4K SaaS DFEET 5.

11X Producer 23 — A2 — LRI bY LT 0SS @
V—Ra— RZHFELT, ZD 0SS B Package Manager
[9] ZHWT Consumer RSN ETOY 7 bV =7
B TI7A4F 2 —VOFHREZRT. ThLDOFHEF, K
XL TUTO 3 ODBIRICHHENS: (a) Y —RAa—
FRFEEIR, (b) %y r— IR, (¢) Sy Fr— Il
B

(a) DEFETIZE S Producer 1 Source Code Z1ER S
% (K 1-(1)). Producer 23fEiK L7z Source Code i Not
Main Branches I2F$#1&41%. Not Main Branches 2%l
&7z Source Code @ 5 5 D—HEAS Main Branch 12~ —
Y& N3 K5 Producer i& Pull Request 3 4. Maintainer
% Pull Request 417z Source Code % fE I AT D
Mol Ea2—1Th5 Main Branch iZ~v—Y35% (X
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1-(2)). #H Maintainer {& Source Code D< —JIZff&
C Main Branch O N—Y a Y2 EH L, OSS IXER~IV
Y—=ReLTY—=RI=FLERI Y ETATY v 7R
B&EN3. 2O, Consumer B3V 7 v = 7 DEIEM:
ZMEEHSR 2 X 512 Maintainer 252 — FEBZRZIHRT T2
HDDH 5.

(b) ®#ETIX Main Branch T X 4172 Source
Code % 7TIZ Consumer (ZHCT § % Package Z{ERK L T
Package Registry L TR 3 %. Z 2T Package 121
Binary Code % &% Binary Package ¥, Source Code %
&t Source Package @ 2 fEFHD Package DEEXINS.
Binary Package M TOFIETEMREXNS: F3 Main
Branch TR & #1172 Source Code % 2 > ¢4 )L LT
Binary Code Z4EM L T (K 1-(3)), #AET X P Z2#ET (N
1-(4)), Binary Code & EIETEDIREEICHWE X X7 —&
% & A7Z Binary Package 2ME S5 (K1-(5)). Source
Package DIERFNEIE Source Code @ 2 > %A )L DitEFE
ZA¥ vy LT, (KM1-(4)) & Source Code & EIEMEDMR
RS W S X & 57— X %E AT Source Package D3ERK X
5. EKE N7z Source Package ¥ Binary Package &
Package Registry E TR EN 5 (X 1-(6)).

(c) DiEFETIE, Consumer (& Package Registry L TX
Bl X 17z Source Package & Binary Package % Package
Manager Z W THIS 3 % (X 1-(7)). Package Manager
% Consumer IZHEI X 117z package ICEENEY 7 b vz
T REES B ITRERKIF T A T VRBETA T T
VEDORMEZ HEIICHRS 5.

22 OSSDYI L IITHTSAFI—2D)RIGH

OSS IZHNTET % Y A7 % Consumer D Talik 0l HE
&35 I, 1-(a), (b), (c) DFEFRITBIF 5 FE
X2V 74 VAR EER L ETZOAPULFEIZOW
T C2BENDH L. AFETIEY —Ra— FHKERE (K
(@) CTET B % 2 ) 7 4 U 22 OEHR L ATHHLER
2, BFMRICBOTMIR AT EXTNS. 20D
R TOBEMSE O T 3 ETITV, Y —Ra— NS
BRECBITZ2VRZDERE ZNEITTIC LY X7 DER
7z AL FBx 4 ETIRET 5.

KHITIE, S o — SHFEE (7 1-(b)) LSy -
FAGEAE (12 1-(c) 1B 5% 205 4 U 22 EHYE
AL FEZHT 5. Sy 7 —IBFBRIETIX, Main
Branch T X #1172 Source Code & Dependent Libraries
List ZJTIZ Source Package / Binary Package Z/ER L T,
Z7 5D package & Package Registry 12885 5. X
FETIX, Source Code &, 1EMFE A D Source Package /
Binary Package DX A XDV R 2 ERT 208D
H5. VY—RAa— FHEBRCHNET 2tF2V71 VR
ZD5BY—RAa—RLERY M) OBEHEMEROEEUZE

(a) (b) ()
YV—21— RFRRiBE Ny or—HRiBE Ny or—SaemiBiE

3) (a) (5)

1 VI72b927H 54 F 22—V IF3A4 THALINAT—

T2V RA7 B3/ E X, Main Branch TR X
7z Source Code IZX3 22— FELIIEHE kKRS, Z
DA, a—FEBEHIZEDEIE S L7 Source Code
¢ Dependent Libraries List Y — X232 — KL KRI VY
» 5 EUE L T Source Code & Source Package DX A
YR OFEHITHIMTHIK S, Binary Package 1%, Y — X
I—FLARI MY 2585 L7z Dependent Libraries List
& Source Code ZJTIZa ¥ 284 )L L TAERK X 4172 Binary
Code %7CIZ LT Binary Package DX AV X7 DHHE
BT HIR 5 .

2w —IBiEFETIX, Package Manager %% Binary
Package / Source Package 123 %£41% Dependent Libraries
List 2 CICHG 3 2 FRIRICH 274 77V DHEAY
RO BERT HIRERDHL. ZOBETIE, KETSI4
7 IVICDVTH Y —Ra— FHFEERICNET 2% 2
V74 VRZD5HEY —RAa—RLARY Y OEEMHER
DEIUCHT 2 V A7 B3mih i, Sy o —IH
FEBE TR LD L RO FIETEFEZ 4 77V D Source
Code % Source Package / Binary Package DX A DH

3. FEEHRE

3.1 OSS H7/SAFz—rDtEFal) T BHEE
3.1.1 Taxonomy of Attacks on Open-Source Soft-
ware Supply Chains

Taxonomy of Attacks on Open-Source Software Supply
Chains[10] 1%, Producer fi TEEDH IFE=HKIT X3
VIIT 2T HTIAF 2=V DRBITOVTE L DT
2. BEDORY 5 —IANDKEBIZOWT, Y—RZa— FH
JEEME, e NiER, EMEREO 3 O0RBIZHEITD
h, BHEHEREZHRL TORVA»SOREE 20—
T LTWwW3., Y—Ra— FHEBEDOV X7 T, EE
DH B a— REEZD Maintainer £ D Pull Request T
AT 2HL, Git DX R—MRAA—Y a2 VEHS X
TLARRETHEIRTONTVWS. KU R HICHHE
3% &, Producer OFIFIRIFICE T 2 WELEHEHER
BNORIY =Sy VLY D=7 ) Y IRBETIHFDOH
PIHELD EiFofnTuns.
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3.1.2 Secure Supply Chain Consumption Frame-
work (S2C2F)

S2C2F [5] &, OpenSSF 3283 % Consumer 25 OSS
ERBVAMEAL, Y7 27 BT 74 F 2 — Y IEDW
L, VRAZERET2HD7L—LT—2ThH5. #BE
WHELEY 7273574 F 2 — VIRERFICHEE
ENBBESF VAW OIRL, ZAUSHT 205K
FENLHES ATV S,

Y —Aa— FBFGBEREDY X715 EER I, K&
EHERINCY —Ra— FNIclfegtz iy, <1y =
7 OEAFBIREBM, ~ Y = 7EPEORF Ry I —
M LTORE, Lty r—Yoligatergyg s ng
IZIREE, 0SS 28 EOL %3 X 7= A1 Esg et 3 580
FOPREI NV R 7P EREI N TN S.

3.2 0SS 731 Fx— DAL
3.2.1 OpenSSF Scorecard — Security health met-
rics for Open Source

OpenSSF Scorecard [11] £1%, OpenSSF 2342t L TW»
%, 0SS Dt*a V74 KHIFELTNTE2Y—LTH 5.
24— U, Producer / Consumer IO THHT 2%
DTE, 18DLF a2V 7 4 MKROIEFEZ VT Y
F—=YOEEEORaT7TEEMNL, ¥ T4 F -V E
KOMessEZMRFET 5. MEEZITO L ZDLARY VI
X3 % 0SS D8y 7 — DEBRHIZ R U7 B RR &
N, Producer L EE 2 IENCN T 2 HAHETH
%. Consumer i, Yo/ tDtFaV74E8%
gL, EBERES 6TV R iR 5.
3.2.2 SBOM

SBOM [6] &1k, Y7 U zT7avyR—3xYbRZEN
5DKERR, 74y RAEOFEHREEDV R MEL
bDTHh, V7 by =7 ORFEPEE, EHozh
ZFHNDHBHE T SBOM Z 5 M miA3H 5. SBOM Z K
T3 DERKRDIFEH ¢ LT, Data Fields, Automation
Support, Practices and Processes @ 3 DD I I N
% ¥ K[E National Telecommunications and Information
Administration (NTIA) 23FR L. TH o OFERZE W
2HIZED, VIV TV TS I4F = — ket
TERHIKULD, MFIHEOERR I [ REREEZ LT
WEWPIZOWTHKRELEY 2 FAHETH 5.

3.3 E8
3.3.1 URVEE

— O HIZHE/R L7z, Taxnomy TlEY 7 b2 7% 75
AF 2 —UREDY X ZITOWTIE, L TY X7 Dl
EXTbIhTwa., L, AEPREIZVRITHS
YV —Z2a— FRFBROPT, BEDOHZHE=HITLEK
XAREBEINTWED, V7 by 7 ggtEoREY 2

IOV TIEBEERINTWRWIRETH 5.

ZOH® S2C2F TR ENTWS, Common OSS
Supply Chain Threats i, #EDA > FT ¥ VEEID» S,
VIV 2T H T IA4F 2=V BIRD Y R 7 DEFRE LT
W3, LaL, S2C2F TlE, Y —RAa— FERDBEREICA
a—TERo BT, VR OFERENIR - 7 BENT
bt BRI, WRESERIFICY — 23—
FPNCHEss 2 A ERERE O H 2 FHGRE 2 — FIi
BT 2L Vo kA BRERDENETNE YR T LERL
TWVWBH, FEEDIRARAZI 3 » EEFMERIEREH
ZENPERIFRTH 5. FiZX, FAROERTHIFEDR:
RIUCBELERZETA2HEENIAN-LENTE ST, Consumer
DRy T =IRRZEPE D PHET 2HTHELWEIRTDH
5%, BEINATSTH 5.

3.3.2 WU oaEHE

OpenSSF Scorecard Tlk, Y —RZa— FEFKBEDY
2 7 DAL —FAT DN TW 3 23, Producer R &
Consumer A TORFUELNEE L6 > T3,
% LT, Producer fllICL R~V D Admin MR Z Frfs L
TWAALPELNLRWER, Consumer flld 5 TIE#E
HHRZWEERE TR TWS. 2D, Producer il T,
Scorecard ZEXH ANTWB K57 0SS TlX, ZiwAar
PEL T BEITNEKEELS 23, Scorecard FHUD ALz \n»
BER, RAT7PMELRDEE, X2V 74 LEFELLR
W 0SS EHEZ TR,

SBOM 33 % OSS 12§ 2 KFRR 2t VHIL,
Z DB T FHICBEHI Mg FR e SO 25T & D,
OSSDEF2V 74 ZEHLEIS L TWS., LaL, #
N2 TIMKIFRI MR ICBE S 2 MasstE Lo or e 63, FAFE
RIS 2V R 7 ORIULB T TH 5.

4. FREZFE

AETIE, 2 00HBRREHMAT 2. 1 2HIE, 0SS
BTV —Ra— NHBBEEO Y R ERDRERTDH
5. ALEICHAT 2. 208, ERLEY R 2
{3250y —N, Source Code Management Visualizer
(SCMV) & Extended SBOM (eSBOM) IZDWTTH 5.
4.2 EICHIIT 5.

4.1 OSS ICHIFT3YV—XO—RFEFEBEDI XY
ART 0SS ITBIT B Y —2a— FHEEEDY X7 %
411 - 413FNTRTED 3OTFRL, £1LITRT. V—
Aa— FRFBEEO U A7 IEFKEL ST, ZO0FEE
TONZHFETE, Risk 1 DEEDOE=FICLP2UIAV X
Z Y Risk2 /30D 7 Y7 fIEOEREY R TH
5. BEDEFY X 21X, RHIE o Tw» 3 HEgeit e N5
TRV, Oday fEgstEO =D oh .
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K1 BEHETAVRBIZVRIDERICOVT
par} V2RI DESE
Risk 1: Malicious

privilege escalation.

BEEOE=FITL2UZA

RNHNDHESIME 23 | Risk 2: Well-known
N BEDYIEL TWZW | vulnerability left.
X
Risk 3: Oda;
WSt oH | Oday He3gtEA LA N
SRTHEMEA s vulnerability
possible.

4.1.1 Risk 1: Malicious Privilege Escalation

YV —2Z2a— R YERY b VYD Maintainer HERBER X 4,
BEODHZ2a—-FrfliAEN2r— X% Risk 1 LERL
To. Ny =BT B MESIEFE DN T HITCAIIFER T
Y, WEENY —RXRa—RIYRI MIARET 7 ER%E
L, BEOHZa— REHAZINIHETREIR I LR 5.
WES Tl Javascript ¥ %23 % LT Xh % ESLint
WS npm DRy F—IBPREEZ npm TAHT Vb
DFRFEEIRE BT a — PRSI 2. HA v T
M, WEEDV— F =T 1 DRFIC L > TRIEIHE
L7z, EBFRA—NERRAY—FEFEHALTopm 7H 7 ¥
MCT7 7RSI NTENFRRERRLTVWS. BEOSH
EFIWCXBZWEATIE, —2D 0SS [ZMEHIEHR 72 Pull
Request &£ D, EHEZEE L LTHEBTZ Vo
NEILATIZR a— TN e T 5.

4.1.2 Risk 2: Well-known Vulnerability Left

Ry =2 iHfagg iz R & 41 Common Vulnerabilities
and Exposures (CVE)[12] 23R IT STV A MBIy F
DX TRV S — 2% Risk 2 L ER LT

VI o 7EED T A4 TP AL LI DONT, 4DOD
WSS 5. (1) WIHEATEH XN TORVIRE, (2)
g5 1 2 3D 23 D1 F 72 K. (0day), (3) & ® 23 HEgH itz
Hlo T3 (CVE BFATENFIRIE) (4) £F 21 74
Sy AU S AR, BESIEAR R S T (1)
DIRBEIFEICZDzniTond. (1) - A MasgtEzaEs A
DT TWRWIREE (1) - B igstE 28GRI A S Tuniz
WIREE. FED DIETIEEEI > T3 (3) DIRRED FHIT=D
adoehsd. (3) - AMEEOFELRHEIR>TWVWD
IKEE (3) - B NHIDMaggE i3 2B 1E ¢y Fo5 it S h
TW2INETH 5.

Risk2 & 3A TN, MESIEDFENRAITH 512D
b o3, BIE Sy Fh R THRVE Vo Z2fRER
RE%$539. OSS TlX Lodash W5, npm D8y I —
T\ b & A THEROMGIEN RSN, BIERYy F2E
¥ Pull Request Z#H L7223, 2 A~ —I BT
ol DHERF 13 BHEET S, =Y FTHETIZ2 7 H
b 2o T2 EZEN R EIEI AT H % 23, Maintainer H &
PMEIET 2R D o To e e ™ X A S 5L DMag5 1%
WOWTHEL TWihr o LENEZONS.

Tu ST RVIRY 7 b L7 THD Windows THHE
FRDEH [14] D3 > 72. Google D Threat Analysis Group
A Windows (278 Teifig9 %% R H LU, Microsoft (2@ L
7eh3 10 HRICWE Z oz~ L. Hiagsthicntd 2
Ny FIFELV Y —RZNTELT, ®REICIE 0day %
Google IZRFXINTH S 8 HRI Sy FHH L o Tz,
4.1.3 Risk 3: 0day Vulnerability Possible

Risk 2 TR Mig5E > 4 7494 20D 1A ¥ 1B, (2)
ZHIHEE L, Oday OagatEdfniviAtesr — X% Risk 3 &
EFE L. Y Riskid, Maintainer D A, B2V Y —
ARREFEOEEICED, 0SS DX YT ¥F v AnHKRL
KD, Ty 27 ' 202 B IMET 2 EH0ZH
DHRET v 77— MiC &L % a— FL E 2 —=2BW 2 kn
Hrwoi, MFESRETIROREIC 7 +—H A %Y
TTW3 [15]. 2014 i OpenSSL W5 SSL / TLS @
A Z RS 2 0SS THA I NMITHEIFAE L K
Ho—or LT, AW, EEWRY Y —ZAKIEFREL
TVWEENERHEINTWE., Z0%&, I— KL Ea—»8
W23, Heartbleed & o Z2faggtEdi s A7z [3].

4.2 Y—2O—FRARBBREICEITSE) XIDERIE
4.2.1 eSBOM

eSBOM DMz OWT, £ 2 TitlH$ 5. Consumer
R THIERNCEBIAIMTEE T H 2 el VW TIERR § 5.

Risk 1 Z#EF3 2 £ Active Maintainer #{& Branch
Protection MHHE, Protection D NA SRR Z AT 5.
Active Maintainer (% FJt#f{t. 3 2 HIZ & D, Main Branch
AR =TT 3V o LEIfEZ{TS Maintainer O A%
B3 2EIHKS. Maintainer 25 1 N TEIMRIEF LT
Wb A, 7HY Y IBRWMONIBFICLE 2 —2Th
NBRVWEFEEODHZ2a— RBFHAINLO[EENELND 5.
77 )V § 75 > F D Protection Rule DHEEE TG T 3
HT, PORDONTA—NMIER LT — OB h %
WEBHIR S, £/, V= ERELTWEHET, HELE
FTHEIN—NENAL RALTOWROWDEIERT 2 Eh K
3. BRI, vea—BIhTuwiky, C1/CD D
TARMBEHEFT I =IPTbIL TV E35HEITE, EX
B EssERfFAINE S & LTWAELHET 2HIH

Risk 2 ZFEFIT 2 512, MRO Ny F—I Dy FOEH
IRREZHEER S 5. National Vulnerability Database (NVD)
[16] T CVE %y F 27 [17) 5N TW 2 0% A
b3 5. WEDHTMET CVE BFEITINTWARIZHED
573, MSHENIHBE I N TORWD, ROy F—J12
Ry FRREINTVE LY S 2 A fibs 5.

Risk 3 T» 5 Oday Hag5iEa it LA LerTaEE 2 HEMI 5 2
A, Y —Ra— FHEKRHIORETH 2 2T 5. &
K2, ¥alsvoa— RpEEShip, PlHTa
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& 2 eSBOM D7 — &R

Risk ARIEDXR

AIRIEDIER

Riskl Maintainer HERR D IKRE

eActive Maintainer ¥
eBranch Protection D7 fiE
eBranch Protection % N4 »SA L TWRWH

Risk2 Ry FOEFIRE

eNVD TO Xy F X 7[5 OIKEE: "Third Party Advisory’,
"Vendor Advisory’, ’Patch’

Risk3 | ¥V —2a— RBEIFEHIOIKEE

efa3Iy bDa—NELE

e 23y MIBMLAANDHTHALRIDTDOII Y D
o T —HATE DM

e LAY MY DERAMEI Iy FHE

eConsumer IZ X5 X Y »yu— R

Ty FLEAREDBREVWE LI OWTRIERT 5. —fR
FNCHEIFELE TN TVER L LT3 D2EZX 673 [19).
a— FOBEMX, —DDT7 741D a— FOHEHE, FHRE
EOFEHXA NV Z7ATHB. 1 DHIZOWTIE, 2—FH
KOMETHH, BEBRAE T 2 IEENRTEOHMT
H2E Aa—THe$3. 220HIZOWTIE, #@Eoa
Sy MTI 7 ANREORELEFE IR0 EAHILT 3.
Maintainer D& REDLRVKEDa—FR 7 7 A L %
BN, ZELTWEEEIKE, 25274 ONT %K
FTAREELE RS, 3DHEKRDVWTIE, #HIDTHLRY
FVIZa 3 v b Pull Request # L7z AN ZHER T 2E T,
WHRy r—IRET 20— DtFa7a—574 7
B TWiwa— R iuATealRENE % Itk 3 2 FHo
k3.

MRy T —I DR YT F v AW IREIZ 72 o T
ROV o B2 AU 22, T—Hh A4 718 Y
S5h, LRI MY OEKa Iy bHEE, Consumer fllTX
voa— RERENL W EERTS. 7—IA4AT%E
SLTWBEEE, XU TF YA ThRVWEOEERR
MPTbN TV, MIFEIERINIZIGETHNET 5.
Fi, HEL TR D, 180 HM a3y p23&anT
WAWEEIE, MEXNELEZS 20 Ry r—In
BEINTOWARWDIZOWT, Producer flOHERIZZ T
<, Buru— FEED)» S Consumer I THREIR X
TV, a— K2R 2 A0 - T0Rw0d T g
T5. :zhfo@I W oY — R a— FREREH 2R
BT, Oday 2304 LAL ATREM: 2 HEN 3 3.

4.2.2 SCMV

Consumer 25 OSS D%y 7 —I% 4 VX b =T B,
SCMV ZZ D8y 7 —I 3% ¢ Risk 1, Risk 2, Risk 3
BAD) 27 DEHEIIFL, eSBOM O cin-> TH
WEEWT S, 2L T, ThoDEREMFHAL, 0SS @
Ry —=I% A VA M=NFTELI—HF—IIHLT, VRAY
ZEIRIARE R fERUCE & LiAAAHLT 5. SCMV % {#
B3 2HEHI2X > T, Consumer HED A ¥ & b — L&A
% 0SS DRy r—I DY 27 OREETIEL /= LT, 0SS

BA VA=A F30HMF 2 ESHIKS.
5. Ei:. eSBOM ¥ SCMV

SCMV & Python3.11 TEIfES % & 5 1ZEEZ{T - /2.
F 72, eSBOM 3> SBOM ¥V — L EHELRTWVWE S
12 JSON JEX TS 2385t 21T - 7-.

ARHELEETIE, JavaScript ZXRE L7z v F—I <1 —
VxyTH5 npm([7] TEOES. Ry r—I~<rx—I %
npm BAMHZ D PyPI 2 RubyGems EFEDWEET 553, v
F—IA VA —IURIERDRZ Y T M OEREFFEL
THD, HBNEGCERED 2 Y 7 bV = 7 OB Z A
TEHH 21, T8y —URBRFEMEAY v a— Mo
ST Python % Ruby & b Node.js DL L HHXAT
WEHEEEZERLT, AT npm ZERL 7.

5.1 SCMYV £ eSBOM DEfE

2 12 Consumer 2% OSS # A Y RX b —JL§F BRI

SCMV %ZffH L, eSBOM 2R3 % £ TOFIEERT.

A (3) TRy =Y e MAFBRD Ry o — 2 OIE#RZ
BT22UWTLT, ZOBERERYy F—I < h—
5 SCMV IZEET 5.

B ATHELZEER (Y—2a—FURI Y DIER)
%302 Risk 1 % Risk 3 BN T 2 AICHERY — R
a— FDIRAER Active Maintainer $(% O 1FR % Bf5
TRV IZTAMEHT.

C1 eSBOM IZ Risk 1 MU Risk 3 Z7[#R{bL3 2 ADER
TN 5.

C2 %72, Risk2 27t 525D, Ry r—IICBET
B0y FEEOERE NVD 22565 L, C1 2[Rk
12 eSBOM ITH&#IS 5.

D B% C TEs5M7 ¢SBOM DIFHR%E SCMV 122413
3 5.

E SCMV %% eSBOM DIE#R%E 2 —¥ —I12fxx 5.

5.2 Risk BOBHROBMERNABLEEEICDOWVWT
ARETIE, RiskBIZYD XS RIEREIUST 20, ZL

-1215-



© 2024 Information Processing Society of Japan

@ Consumer:
“npm install <package-name>" %
4 Package Registry

(4) e.g., NpmMjs

@ @/ s ]

Source code Producer
\ 4 \ 4 3) Dependent package | repository (Source code
Package T (D) e.g., GitHub 0] Maintainer)
manager /V
5 'Y
(5) A
a1
E
a v -
SCM Extended SBOM

—
Cc2 Vulnerability DB e
(CVE, JVN, NVD---)

B 2 SCMV I3 Y —Xa— FRIF&#E Y 2 7 o #HtFik

Visualizer (SCM info. attached)

TEDESIHFL, REETo POV TIHENS, VY
27 %A T 3512, Risk 1 ¥ 3 TlE, GitHub @ API
ZfH L, Risk 2 TI& NVD @ API Z2ffH L 7%
5.2.1 Risk 1

Risk 1 @ Active Maintainer {Z-2W T, Main Branch
ANDY =V DR To e —F —%45F. 421 THH
W7z D, Maintainer 55 MFA ZEA L TWA 0LV A
VAR F v v OFEREFEDOFHRICOVWTIE, WEEHD SHD
NPFT BRI Vo BENEFNTLE S %, GitHub
D API Y \Wo 72 BfY — 23— RLAKRY b Y TREEED
HR7n., ZD A, Maintainer MR ZHER 3 % 412, Pull
Request 20 5~ —3 3 % A% Maintainer & LT, &% 30
D Pull Request 2 SN~ —I Lizrz v > b L7

f1121%, Branch Protection D H#ZMEEL, L ¥ 2 —
PTHONTNDED, BFOAIy MIHLTOLE 2—H
Approval 12725 TWRY, T A MIEI L TWRWIZSH B
LTI ENTVRWIELHERT 3.
5.2.2 Risk 2

Risk 2 D% w F & 12OV TIE, LES FUE% NVD
® CVE ¥—Y— FRRIZ»IF 5. £LT, CVE BFEEL
725 EIE T D 10 fFD CVE DIEMRZTIS S 5. NVD
1213, Reference Tag & MHE41 5, Third Party Advisory %
Vendor Advisory & W o 7BEEHRICE 72T 53 2T
LHMFFET 5. Reference Tag > & Third Party Advisory’,
"Vendor Advisory’, 'Patch’ &\ o7 8y FIZBIT 5 X 703
MEENTWEE S 0 EiERT 5.
5.2.3 Risk 3

Risk 3 DY — X a— FHZEKH OREIZOWTIE, #E
30 D Pull Request DT, 22— N, @D, 77
ANPEBINTPIZOWTEIHERT . £/, 1HD
GitHub API @V 27 = 2 + CHUFHK 2 [R5 D 100 2 3 »
FOHEER30 2y PRERL, #IHTDOaIy I T
HBENTHEIEMWRT S, £z, LRI MY ORGEIREEIC
DVWTE, 7—HIAT7ZEFL TRV, LRI MVOD
B®i&a 3 v FHK%® GitHub ® API 22583 L, npm O
API 2D XY v a— FEEEUST 5.

6. EEFF

ARETIE, AETERRELR 0SS DY — 2 a— FHFE
FED Y 27 EF (Risk] - Risk3) 2% %72, U 27 DAL
WENPE S 2IZONWT SCMV Z2H L, FHliE1T- 72

6.1 A&

A LD 2 DTEHRDUEERL T UL D NI DNWTIE, 5.2
HTHEWEDTHS. npm 1 2022 4 9 HEFH T, 210
FUEDRy r =N IR PV IZBFRINTWVWS. Z0
T3, 202247 HICAZ LA ¥ 27 E N7z, Consumer
DMEH LT3 EA7 3000 fHD npm v 7 — ¥ DIEHD
AoTenXT Yy rF—%ty + 8] ZHAL T, Riskl 2
531220V T, SCMV Y —LZHHL, EELTWERhE
S, VARZDOUHRILHRITZ 208 5 DIRAEEIT - 7=.

6.2 HERCER

3000 D Ry or — P ATIFEE LRV, SIRBHR LD -
T2 =W 121 EFEL, BR & 2879 HTH - 7=.
Riskl ¥ Risk3 i22W\WTiE, URL OERHMPETF UL, Main-
tainer, LRI b Y DRESRRZICWVWDII Y b LELF
LB o BEHRE IR 2 HE R,

6.2.1 SCMV VYV—JLER{TLEER

Risk 1 @ Active Maintainer 1Z22WTIE, &K 30 AT,
0 A2385 M, 1 A 1214 &, 2 ALLE2S 1580 fHT&H -
7=. 0 Al, Main Branch IZE# Push 2175 HE, v —
PEWIHEIERIITOTIRED 7T >~ F 5 Force-Push
FIToTWAEATH 5. Maintainer M DOHER % ATt
LTWBADPEBICIFEEL, 23257 4N TY—IU%E
TI2HEYEPRELTVWEIEREZONDD, TR TD
ZD1NHERPER L TWBHENEZ 5N 3. Branch
Protection Z{f1J T\ 3,8y 77— 53 1656 f#, {FiFTw»
BWRy F—IN 1228 TH o7z, ZDOHTDH, N4 X
AEFNDH B, LE 2 —DBHENERT X FAE o TR
WKWHEDLLT, ~—IXATWVWB v 7=, 0ED 90
ooty r—, 1EELED 1566 {HTH 2 HN 300 7=
Risk 2 DXy F R NTOWTIE, 3 DDNE— (M
Z{To7z. 1. CVE ZZd TRy F—IBEFRINLTH
RWAHRETH D, MIFMHEIELET 20, fEIhTwn
s —RZ, 2. CVE IZEFINTWVWED, Xy F et
EhTVRWF—R. Yr—208E81F, EBIZ CVE I
BESEINTWS A, HIFEIHEINTHE, Ry F
Pt TR WE, [T 2 FIIIHMECERZ 5 h
%. 3. CVE IKEFINTWBY, Ay FoRHftxhtn
BU—2ATH5. Y¥r—20LEX, Mt HE I
BE, Ry FhRMET2 VR VY THhIZEIREN
TW37—RThHH, Zhhrd by FRRMHEIN SR

- 1216 -



© 2024 Information Processing Society of Japan

MEWEEZ LN, 1 D7 — X 18298, 2 D — R
72ff, 307 —2AX I8 HTH - 7=

Risk3 @Y — 2 a— FRREKEHNICOWTIE, 747
ENTWE Ry =YW 15 EFEELE. &Eoa3y b
IZOWTIE 180 HELERGHA L%y 7 — 21, 681 ATF(E
LTWEEN o7, £a3Iy bOa— RELESRX Y
vu— FEICOWTIE, API 26858 2 I3 H k=28,
R r—=IHDaA—FOREFICL->TYVRIDBED S
%, TNETNTiHEIZ T2 0ENDH 5.

6.2.2 UZRIDRIRELHERIDLE S H

SCMV Y —LiZ & T, Consumer 23FH L T3 A7
3000 8D npm 28y 77— OHIZY R 7 BHHHEIZIFET 5
H2 Mo, Risk 11Z2WTiE, 25Fd0AEWVS
Pull Request Z#EHE3, L2 —FMTONTITHEN
THORTV B Vo HEBZZ TR T VY =I5
{CHR2ER o7z, FFe, 7oV FTvT I are
I TORVRY = I BZVERLTT TOTHNA SR
W EbNE 0 F—IDBEE A THEENTI o7,
Risk 2 IZDWTIE, CVE KEFINTVWED, Ry F»
Rt TRV WS, WEFENHS 2 IREBE I LT
B8y = IR HR 2 0 h o 72, Risk 31200
T, 7T—HIATEEEL, XVTFYRETbIRWE,
a3y FA 180 HfThbRTE LT, BEXA TV L HEH
T/, LR ZER Doz, a— FOELEEZ R
BT, Active Maintainer 2L TWirwa— REE %
AL T 2HRPX Y v — R ERZETEREX Y TF Y
2 EHERET 2 DTV L HEHS 2 HA K.

7. FrHS5BDEE

ARETIX, 0SS IZBIF3 Y —Ra— FNHFEEREICHH
L, VAZEHERITo7. 0SS OFHZFICHLTY 2~
EAHLL, BEIEZ T 280, eSBOM ¥ SCMV
V—LERET L. NPM @ 3000 fFDF—&t v k&2{#
AL, SCMV 2ffioT, VRZZAHLL TALRER, 3
DDV R DEBRPEZYTHSHE, EEINSY R T EHR
TEEPHRIZEN o7z, SHBROFEL LT, 450
RELEY LT, WESRELE x2 Sy r—I DAy
7 R7DFRBEHR T L LA ENTFRO—2TH
5, V=YX VT I=7 Y IREDY R 7 EAHLE
KTV, 2D KD RINED, SHBBWML TV &FE
Z, FERANCIE SCMV Y — L2k L, 2D X5 RK
B LTOY R ZRHMEHIR S X512 Lzw.

BEXH

[1]  P. Bruce, Perens Open Source Definition LG #26, Linux
Gazette, 1998

[2] ESLint, Postmortem  for  Malicious  Packages
Published on July 12th, 2018. 2018, https:
//eslint.org/blog/2018/07/postmortem-for-

3]

[4]

[5]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

- 1217 -

malicious-package-publishes/ Online Available.

J. Walsh, grc-daily Free can make you bleed.
http://http://security.grc-daily.com/dsp_
getFeaturesDetails.cfm?CID=3482, Online Available.
OpenSSF, About OpenSSF, 2023. https://openssf.
org/about/. Online Available.

OpenSSF, Secure Supply Chain Consumption Frame-
work (S2C2F), 2023. https://github.com/ossf/
s2c2f. Online Available.

NTIA, SBOM at a Glance, 2021

E. Wittern, P. Suter, S. Rajagopalan. A look at the dy-
namics of the JavaScript package ecosystem, MSR’16,
Pages 351-361, 2016

Hugging Face, K Soni, S. Gautam, K. D. Reddy, Top
NPM Packages Dataset, 2022. https://huggingface.
co/datasets/deepklarity/top-npm-packages. On-
line Available.

S. G. Hegde and G. Ranjani, Package Management Sys-
tem in Linux, ASTANCON’21, pp. 1-6, 2021

P. Ladisa and H. Plate and M. Martinez and O. Barais,
Taxonomy of Attacks on Open-Source Software Supply
Chains, arXiv:2204.04008, 2022

OpenSSF, Security scorecards for open source projects,
2024. https://scorecard.dev/Online Available.
MITRE, CVE, 2024. https://cve.mitre.org/. Online
Available.

Jake, Lodash: Understanding the recent vulner-
ability and how we can rally behind packages,
2020. https://medium.com/@jake_52237/lodash-
understanding-the-recent-vulnerability-and-
how-we-can-rally-behind-packages-c19a2a630254
Online Available.

Google, N. Mehta, B. Leonard, Threat Analysis Group,
Disclosing vulnerabilities to protect users 2016. https:
//security.googleblog.com/2016/10/disclosing-
vulnerabilities-to-protect.html Online Available.
G. Avelino, E. Constantinou, M. Valente, A. Sere-
brenik, On the abandonment and survival of open source
projects: An empirical investigation, arXiv:1906.08058,
2019

NIST, National Vulnerability Database General Infor-
mation, 2023. https://nvd.nist.gov/general. Online
Available.

NIST, National  Vulnerability = Database  Un-
derstanding  Vulnerability — Detail  Pages, 2023.
https://nvd.nist.gov/vuln/vulnerability-
detail-pages. Online Available.

GitHub,  Archiving repositories, 2023. https:

//docs.github.com/en/repositories/archiving-
a-github-repository/archiving-repositories.
Online Available.

Y. Shin, A. Meneely, L. Williams and J. A. Osborne,
Evaluating Complexity, Code Churn, and Developer Ac-
tivity Metrics as Indicators of Software Vulnerabilities,
IEEE Transactions on Software Engineering, vol. 37, no.
6, pp. 772-787, 2011.

X. Li, S. Moreschini, F. Pecorelli and D. Taibi, OS-
SARA: Abandonment Risk Assessment for Embedded
Open Source Components, in IEEE Software, vol. 39,
no. 4, pp. 48-53, 2022

Marc Ohm, Henrik Plate, Arnold Sykosch, and Michael
Meier, Backstabber’ s Knife Collection: A Review
of Open Source Software Supply Chain Attacks,
arXiv:2005.09535, 2020


http://www.tcpdf.org

