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Proposal of eBPF-based Evasion Methods Against Detection of Linux
Fileless Malware and Their Countermeasures

YUTA TAKABAYASHI'® MASAHIRO MAMBO?

Abstract: 1t is difficult to detect and analyze fileless malware because its payload resides in memory. Re-
cently, samples of fileless malware have been found on Linux and several detection methods have been
proposed to detect them. However, these detection methods rely on commands and files provided on the
infected computer and do not consider potential tampering with them. For example, we can tamper with
system calls and network packets by using “eBPF” a technology available on Linux. In this paper, we pro-
pose eBPF-based evasion methods against existing detection methods for Linux fileless malware, and show
these feasibilities through implementation. In addition, we also discuss countermeasures against the proposed
evasion methods and improve robustness of the existing detection methods.
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EHIRT 2L AZEF a7 0S RIcsEEL, HaERHfiz
To7e. FEIZBWTIE, HPS AT execve/execveat
AT LA=NDFETEH—INAITHRAIL, Zhzits
LTI 7ANLVRAIAT 273 DHEET-> T
W3,

The Sandfly Security Team[7] 1%, 2 ~>Y F 74 ¥k
TLinux 774 VL ALY = 7 DBAIZ(TS Fike L
T, /proc/*/exe IH&% 7 7 A NIRRT 5 IEEMMT L
7z. ZHUX execve DFEATHRFIZ, memfd_create 12 & D FERK
N7 7 ANDYYRY v 7V YT D proc/* Jexe ITH
BEnsd Ze 2 HWHRIIFIETD 5.

T2, MRO OSIZrhrboS, Xy FU—2 87y b
DERROMZITO FEBENTHLEZLNTVS.
72 & 21X Poston[8] 1%, %7 v P F ¥ FF ¥ ZI{TS5ZLT
N7 4920l BT s AN LVARILT 2T DAL FY
ZHUG S 5 FHEZ R L.

4. REFE
4.1 FERX TS BRMFE

BEEFSE TR 728 D, AFH X Tl memfd_create > 2
TLaA—ZHWS Linux 7 7 A VLVARILY =7 DA
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dents ¥ X7 L aA—ADBHINTED, ZhCEbT 1L
ZPIHNDT7 7 AN—R2REFLTWS. T4L 27 U
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AN “dname” X NE LTHRD. ZD5% dreclen
X, linux_dirent64 fHERDESIA G 2 50720, BHD
ROMEERDRA ¥ 2 2H2DICHLNS. DED,
HBEERDKRA V22, ZHEHED dreclen 225 Z
T, ROMERZIETRA VX Z2ERL TV,

ZZT, HAWERD dreclen &, HE®D d_reclen ¥ X
DHEIERD d_reclen DRNCEHEEZMMZ 22 %#E2 5. 25
T2 TROMERIGRARIIEZINE ZLITR B0,
RED7 7 ANERFy TT25ZENAREL 125, AFE
T ZhEFHL, getdents ¥ A7 L3 — WX DEUFL
7z linux_dirent64 #HERDELFNIZOWT, EHETot 2D
BREEFLT 4 L2 MY (/proc/<PID>) %EtAMRIET &
512 d_reclen DIEHZ XA T S. ZHZTED, Is®ps &
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5.
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ARFHETIE, eBPF THR7 v hEFEZ, HTTP L R
RURZEENDEZRAB—=FERETEZZET, 7 v b
BEtC X 22 RS 5.

FIRDED, AL TIETANA A LTy FOEBERE
TV, HTTP VAR Y ARNDRA 0 — F2HERT B Z 2
X2BMAFEEZNGRE LTEATWS. ZHeE#S 51
&, B 7 MICECENCS T v PEEEZ, ERLR
Ty MRET ZREND S, Ziud eBPF O XDP &
SHHEZ WS Z e TRlREL 72 5. XDP a2 7 A3ty
FI = FNARETHEITTRIENTES7D, Ty
AR FT =T FNA RCEFE LIRS TEXRZI 2T
2R, V7 a7 KBRS N TES.

L2L, 7y hOEFEZMIEITS 22 TILONT v b
IEENZRABT—FHHEITLEID, 774 LA
<N = T4 B — REFHTER0E WS FORED
RET S, 200, EXMZIEITO LEFIC, R{v—
FZRDXE ) EEIGHEEX 2 0ENH 5. ZHIZDO0n
Tld eBPF Map £ WO BEEZ WA Z e TE 5. Map

@J HTTP#E T~ O FEERE G i
S
SEQUES

ZEEWebH —/3

=S
(192.168.0.100) (192.168.0.200)

1 EBRBREORMK

Fig. 1 Structure of an Experimental Environment

13—V ETEHWES % eBPF 025 Ak 2 —H%fiy
OETT—2DR YWD BT 7DDT —XEETH D,
ZFOF—REH—FNDXEYHEBIICEINSE. ZDT
B, T4 RAZIXEZIAAZITDIRVEWVWS 77 A VLA
N =7 DWEERIERS 2k, R4 m— F O]
REE B,

Z ZTATFIETIE, eBPF XDP 7025 A% HWT 2 &
SO ZITS . ETEEEAT Y b2 oRI B — REHE
B D, eBPF Map IZfR1F3 5 Z & T, 1—HYZEHTHEH
DI 7ANVARAY 2 7PMERATE 2 X51235%. 20
I ZATNT vy PONE% “204 No Content” & \\9 1IEH 72
VARV RICBEZ, 7y MNERIC X 2 A%
MAD. BB, TITEEBIEZEDL AR RIZ “204 No
Content” ZHH L7201, 4 XADEEETH DRI AN
L3, ZZTEERIIBYI-THAREARTII RV &
DHEETHB.

5. &

TRZR LRI RO KB REME 2R 3 72912, 2R
FRDFER L FHl 21T 5 .

5.1 RERIRIE

M & 7= - T, Intel Core i7-12700 (2.10 GHz) CPU
ZHE# L7z Windowsll KR b~ > ki, ® 1ITRT
Ubuntu RAEBREZ 2 B2 5 BT CTEBRE/TS. B 1125
FTHEY, 1B 77 ANV VALY 2 7 ISR L
LT, %95 1A nginx 2EET 2 E M Web —oN 2
LTHW3.

HEHH— N LTS~ 2, HTTP U 2 TR M2
WL TRAB—RERT IS CREERMT. BB v —
RiZiE, “Hello, World!” ¥ ZR/R L7214 5 MR (R Y —
7)) TREFDELF AL F V7 7 A VEHWS. £2LT
BEPIRR Y L THW R~ > 23, SWAITE L a6
FHEOEE 77 ANV LATLY = 7 O5IBEEED 5.
BRATFEDOEBEICOWTIIERRT 3.

BHIAR D Linux 7 7 A L L ALY = 7I2OWTIE,
FEERDOWE NS B 72 DITHVERL L 72 B A 2 W 3.
Z X memfd create AT LA —LTAEY LIZT7 74
NEERL, & IEEY— 08 HTTP @{E THIF L
FoRA4a— REEFEZIAA, fexecve BAEEZHWTEITT S
HDTH 5.
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Table 1 An Experimental Environment

HH WA
OS Ubuntu 22.04.3 LTS

H—=FNN—=Y =z ¥  5.15.0-92-generic
CPU Fmt vy ¥ 2
XEY 2GB

1721 : memfd_create, fileless_sample

1721 : fexecve, fileless_sample

B2 7yZicksmaims
Fig. 2 A Log of Detection by Hook

35899 0 lrwxrwxrwx 1 root root O Aug 19 07:08 /proc/1721/exe
-> /memfd:testfile\ (deleted)

35899 0 lrwxrwxrwx 1 root root O Aug 19 07:08 /proc/1721/exe
-> /memfd:testfile\ (deleted)

35899 0 lrwxrwxrwx 1 root root O Aug 19 07:08 /proc/1721/exe
-> /memfd:testfile\ (deleted)

35899 0 lrwxrwxrwx 1 root root O Aug 19 07:08 /proc/1721/exe
-> /memfd:testfile\ (deleted)

35899 0 lrwxrwxrwx 1 root root O Aug 19 07:08 /proc/1721/exe
-> /memfd:testfile\ (deleted)

07:08:26.389905 ethl In ifindex 3 08:00:27:d6:be:03
ethertype IPv4 (0x0800), length 1158: (tos 0x0, ttl 64,
id 50067, offset 0, flags [DF], proto TCP (6), length
1138)
192.168.0.200.80 > 192.168.0.100.49630: Flags [P.],
cksum 0xd692 (correct), seq 1:1087, ack 57, win
509, options [nop,nop,TS val 2979987327 ecr
638260876], length 1086: HTTP, length: 1086
HTTP/1.1 200 OK
Server: nginx/1.18.0 (Ubuntu)
Date: Mon, 19 Aug 2024 06:52:00 GMT
Content-Type: application/octet-stream
Content-Length: 824
Last-Modified: Fri, 09 Aug 2024 05:57:27 GMT
Connection: keep-alive
ETag: "66b5afc7-338"
Accept-Ranges: bytes
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3 /proc iZ Xk atHI0
Fig. 3 A Log of Detection by /proc

5.2 BHFEDRE CEIERERS

3, KX TS 3 2OMAFIEY Linux 7 7 A L L
AN =7 ORELGIREZEET 2. 7y 712K 3BHT
X, HF S DFEEESFEIZ LT memfd_create £ fexecve @
WP BEXHZ 27:00HE54 75V 2EKL, Zao
DI AT sa—)v - HEBEHESASE a7 7400
ZERRT 2 £ 51235, ZLT, fELAEZFA4 75V DX
A% LD_PRELOAD BRIEZBICHRET AT v o %
BIZF 5. /proc i X AMHITIE, watch a2~ F%2H
WT 1 BB EIT /proc/*/exe ZFE L, “memfd:” 25
F57 7 ANADPFETIHEEI0 KR TS. Ty b
BRI X BMEITIE, tepdump ZFHWT 7y b 7
F ¥ 2TV, SO0 R—FD TCP 7 v rEIRXRTrIIZ
FERT 5.

ZLT, TNHDOBAFERZFAT LS A TR » 4
NLARNLY =72 F T LI T4, TRNTOMAFIET
IEFICHRIIST 2 Z N TE . ZRZNORAFEICE W
T, BHoicEonzursvK 2, K3, K 4I1R7.
Pl Z eh b, BAELEZITHROEEBIR AT LT,
PERDIREHNIFIETHRINTE 2 Z e DR TE 7.

5.3 RHELEFEDRE X £ ORFATHREE ST
Rz, L L7 3 DDMAIELETFE% eBPF 702 7 4
THEHEL, Linux 7 7 A VLAY = 7 ORELUSIEICH

4 oy MEHICK 2 BEIR S
Fig. 4 A Log of Detection by Packet Monitoring

AiATe. ZELEEFIERE libbpf ZHWT C SETREZT
W, clang TeBPF N4 ba—FiZay i 195, £/
ThokD—ANZa— KT 3dD70r T Lk FIEME
ML, ZOTRTITLEFEUT 7 ALV ALY =27 DW
ERCHATT 2 X513 5 22T, RAWRICHAEIDLETFIE
ZHAIATS.

FEHEMR, MHITFRE ST U7ZIRRE T, MENELRER R 2 A
AATEL 7 7 ANV L ALY 2 7R EIT L. ZORSE,
7 v 712 X B5MHAITIE LD.PRELOAD IZ/REN/7=2574 7
7 1) DFHAAADTE S, memfd_create X fexecve DT
MRNC KB U7z, £72 /proc I X 2MHITIX, /proc/*/exe
ZMELTD memfd 2645FE 57 74 ik v bET,
O OERDITOINRP o7z, 51T, 7y MERICK
ZRAITIE ATy e oLz 00, B 51
RTEDRIAZINI Ty P ULPBIRTETESL T, HE
Y — A9 OZEF LRI B = RFER 7K s TWido
72 FRWEARTDORA B — FA eBPF Map %41 L TEE
U7 7 ANV ALY =27 IEEH, ERIRETIRTY
5 biErD LN

UEED, $XRTOBAIFEDERHHY L7 2 & 23
BTET.

5.4 RENELEC & 2 RITREA QR EFTE

BRI, BB LRAELE eBPF 7025 A% h—3IL
Wa— R332 T, UBoa~vy REFRBIICED XS
KRB H D 0EHNG . FETRR OFHNCIE multitime
a<wy REMfV, FTRR- L > 27 4 CPU R DOMTIZ
DWW, 100 EEFHIL - FE e S REZEHE T 5.
miE T 7S ADOEEICE DS AT LAANDHERFHND
72z, ZEEEFEER — R LEBROREa~ Y ROET
RRE(LEFAND Z 12T 5. BIRIICIE, “7 92123
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07:12:28.318791 ethl In ifindex 3 08:00:27:d6:be:03
ethertype IPv4 (0x0800), length 87: (tos 0x0, ttl 64,
id 10598, offset 0, flags [DF], proto TCP (6), length
67)
192.168.0.200.80 > 192.168.0.100.41620: Flags [P.],
cksum 0x57c0 (correct), seq 1:28, ack 57, win 509,
length 27: HTTP, length: 27
HTTP/1.1 204 No Content

© 2024 Information Processing Society of Japan

5 MAIEGEFERET LRETO, <7y MERIC K 28
=24
Fig. 5 A Log of Detection by Packet Monitoring When Using
the Proposal Evasion Method

K2 Uy ZIZXaMAOMEE OFMIZLS ps av Y FOET
IR
Table 2 Execution Time of ps with/without Evasion against
Detection by Hook

FEITHEM (sec) ¥R F A4 CPU FRH (sec)

L 0.022 + 0.008 0.009 =+ 0.006
D  0.017 £ 0.007 0.006 =+ 0.005
& 3 “/proc L 2MHDELE” OHMICE 2 find 3~ > FOFEAT

IR
Table 3 Execution Time of find with/without Evasion against

Detection by /proc

FEITHER (sec)
L 0.059 + 0.015
HbH  0.064 £+ 0.014

Y A7 . CPU K (sec)
0.026 4+ 0.014
0.039 £+ 0.017

BAEID[ELE” 13 LD_PRELOAD BRABICEE SN2 5 4
77 OFiAAA R ET 5 FELRDT, LD.PRELOAD
BREARC 7y VHAFEES A 75V BIEE LS 2T, H
B0 25 AOEEIZ X S ps a~ >y FOETREZ(EH
N%. £/, “/proc T X 2RI DELE” 1&/proc/<PID>
T4 L7 MU RIERRCT BFERDT, finda~vr k%
FNT /proc/* fexe 2R T 5 BROEITRRZ L2~ 3.
ZLT, %7y MERIC X 2 A0 1352587 v b
RREATHFERDT, curl a~ Y FTH 1 IR L72E
PE Web #— 54 10— R ZEE L 720 EITRERZ
bz~ 5.

ZNZNOERBHERER 2, ®3, R4IIRT. YO
RERTD, E@T0 25 a%k0— R LEEOFETRER
27 A CPU KR DHEINZ 0.01 R TH o 72, Tz,
£ 2R 4ITBVWTIEE— F LI HBED S FHEITRR A
BAYLTWEY, ZHAE7Y) v— NI HIRE -2 &
2, BENST Y POREAIZEID Ty b4 XA L
J2eBHELTWBEEEZILNS.

U EORERD»S, FEET0 7S 0ADHFHICLES AT A
ANDOFBIIEHE DTN bh o T,

R4 Yy MERICX2BHIOER OFMICELS curl aw YK
DFELTIREH
Table 4 Execution Time of curl with/without Evasion against

Detection by Packet Monitoring

S RF A CPU KR (sec)
0.012 =+ 0.007
0.011 =+ 0.007

FATHEE (sec)
L 0.030 &+ 0.009
AbH  0.027 £ 0.011

6. ER

6.1 REWEFEERAVIHES ) AFORFAREY

Linux (&3 — NP IoT a2V s s 2 3% n
728, Windows /L7 = 7D X S22 —FIERilmy §
23FNAFEZICLV. 2DD, WBERLADS T
AEBZBRENDD. £z, HRiBT 5 X512 eBPF OFH
b eBPF 70 275 A d v — FiZlE root HER S HEE 2
7o, HBAEIC X o CIFIMERIE T O MEND 5.

IhozfxEz sy, REFEZHVEKES SVt
LTUTD XS RbDNREZILNS.

(1) BEROGEIZEICED, HRO<S VITRAT S

(2) FitE 2=V CinGa, Mag9rESE2 R U CRiME RS
2175

(3) SRR L MHELEH eBPF J0 25 4%0—FL, 77
ANLVRARILY 2 7K B2REEPHAT 3

T RRKRES F U F IREFRCFIETH Y, +
DEBAFEETH 2 EZ NS, EWX eBPF OFIH
TH3H, ZDeBPF dH— L FRITESEL TV
ROV DITEBEHERTEMLTE 2720, EBHOAHRIC
RELRZEIZILR V.

7272 L, eBPF 3BRPBRALEM DD, WMR<> v
DH—FINN—= a Y HPERWIGEIIRE OMEEZ (3
%M TERV. eBPF HIKIE 2014 FRICV U — R X
N7z Linux3.18 2 H5EA XN TED, HETIKIELALYD
Linux v Y CHEIfEST 5. Lo L, BFEEAINHEEX
H =2V Lo TIEZR T, HIZIXeBPF vl o xR
BBEH=FNN=T a VITHIGEES72HD “CO-RE” &
WS BEREIC DWW T Linux5. 17 TR W T E 20,

M EDESED» S, eBPF ORIEREZ 5 %555 eBPF
BEEREI LI N TOW B HEAEZIRINE, REFEEZHVE
W F ) I TAICEBRRETH D VR 5.

6.2 REFEDHIREE

RE L -MAIELETFEICIE, eBPF KT 2 EEDH]
REIEMNFET 5. £3, eBPF 7B 7 00— FIZiX
EHEERPHETH D, —f2—F13 eBPF 2EHTE
2\, Linux OFTEIWC LD o — FIZHELMERZ>ZE Al fE
TWEHZD, 77 4V TR DA T — FAJEE
Yo TWb, £, I—RNLDEILRHFEIE->TIEZ
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H 7% cBPF DM TER WL ICHRET A LB TE,
ZFOE L - TH o TS eBPF AT 22 13
TERW.

RiZ, eBPFIZ&X>TT7 74V LRAYLY =7 DIEM%
EEZL LTS, h—FAicu— F&hi eBPF Fuss
L EMIE “bpftool” ¥ WS Y —E WS Z & TRIFICHE
WARETH 2. 2D L, eBPF 7025 A2 —HXEY
DFEXZ L Vo IERREREE W GE1E, h—3L
OuATEENTLREINDG. DD, EELR AT AR
PRI 20120F, 25 LY —Lon oKy NE
&b,

ZD & S1Z, eBPF WA TFIRICIEZ  OFlRD
B2, LrLEES, YATLa—LXry FOBRTA
HABEL WOMHE E, —ES VIRAZIRTLES bR
HIAIEFEICH L k3., 20k, BAZINSH], dLL
i3 eBPF 0S5 ahn— REINBFNIRBEITS 282
HETH 3.

6.3 BT L -RFEEFEDMKEE

FIRREIEE I E 2, REFHROPHR L ERIERT 5.
eBPF OER % IED 3121%, H—F/LEIL FFFIZ eBPF %
LT 200RBIMBMTHS. LrL, eBPF Z5H%
%L DB CIERPRAENS /-0, T I TiXeBPF H
KoL EITbRWZ L ZHifE T 5.

1 2B bpf YRAF L= AADT 7L ZA%ZHIRT 375
KTH5. eBPF 70277 Lidbpf YR T L=k o
ThH—FNZa—RENZDT, ZZ%HIRIT 2 TH
IE% eBPF 7uZos0u— RSB TE5. B
FRFFEe LTI, v— FOREZYIE§ 2 eBPF 02
FLEHOEPLDbpf AT LI T Ry FLTEL
HEBET NS, 72720, ZD eBPF 7025 L% K&
FHIZEhAEhzD, BEDH S eBPF 712 J ADEIC
O—RXNEDFT 2V o-MEREZONS.

2 DHIX eBPF O — iR Z MM T 2 HETH 5.
Linux 7 — 3% LD VYL RRRICHRERZITS> 22T, 2y b
U — ZHERER T v 7 LW o HERE D L ICH R - X%
BIRT 2 M TES. 207D, HbRWKAER ER L
T35 TEFaUT4YRTDRIBRBRPATEETH
5. 121FL, A—2LDEIN RETDFRNNNE D,
HEDBHENLZFELIFZVZRW.

32OHIX eBPF 7025 L DBAEEHT2HETH 3.
RS TR TH 20, eBPF 7007 AT YR
NBLZLEED D ZEBHHFIhTVWS., BRI, BS
PRIAT 22Tl 5 20T HAIEL WD, ZLT
IO 7T LAPREAZIN TRV EIERT 5 Z L A[RE
k3. Zhckb, TERIv I 600 — REHE,
eBPF OEMZIL® 2 Z eI s, Lo, #ido
B FELFREINTEST, STSHEHTAZIITE

ViAW

IS ORMEERHWS Z 2T, 1R L -MAEETE
DESMEAHFTE S, L L, SFEONHATHERE K
IRFTHEDGFMAET 2700, SHROBIANLETH 3.

7. fRIERVECE

AFCSIBHIEEFIEDOIRRE L 72 5 7120, HEMELEIC
MDDOEEEZIOIRBENRD L. ZTDD, FTHA N —+
Fa T4 MFEmEICET2F 2y 27U 2 MERHWTEL
TF v 7 RIToN. BHRE NS 2 EAOLEEICOW
TX, eBPF OEMAIPBHIOGEETH 370, HEMEIZR
W T L7z

ZLTZDLET, 3T 1 THEEERINRICINZ 572
DOB N EITo7-. BARINCIZ, RETFTEOHIRHEIES
HRITOWTER LT, BARWNRIZE IO VWTIIDE
BRANBOFIAICE ¥$H 2 28 T, FZEHICX2EHRER
ZRAIE L 7.

8. HHHIC

ARFTIE, Linux 7 7 A LV ALY = 7B 290
ROBHITFIEIINT LT, eBPF % HW /=M AEEETF R % 52
KL, ZLTREFEDOEELITV, BHID BRI
WHEETH B e ZoRn L7z, 5612, R L -RAEET
HBOBHREERL, BROREIR L. SRIIEET
PR L=BAEER OGO W TEE L WIAE 21Ty, 523 .
FHliE1TS Z e DRETH 5.
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