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On Publishing Large Tabular Data
with Zero-Concentrated Differential Privacy
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Abstract: The importance of data-driven optimization in society and industry is increasing, as evidenced
by the promotion of data utilization in businesses and public institutions and evidence-based policymaking
(EBPM). Conversely, conventional privacy protection techniques are becoming obsolete due to the evolution
of attack techniques, and measures to address this issue are urgently needed. To address this issue, differential
privacy, a privacy protection framework that provides mathematical security against arbitrary attacks, has
gained attention. However, applying differential privacy to large-scale, high-dimensional data while ensuring
appropriate security strength is a complex and challenging task requiring innovative solutions. This paper
focuses on Zero-Concentrated Differential Privacy (zCDP), an extension of differential privacy that incor-
porates Renyi Divergence into its security definition. We quantitatively evaluated the improvement effects
of introducing zCDP for privacy protection of large-scale, high-dimensional data using population statistics
based on census data. The evaluation results showed that when comparing the simple Laplace mechanism
with the Gaussian mechanism, which is the most straightforward mechanism satisfying zCDP, introducing
zCDP did not improve the output data’s accuracy but decreased it. On the other hand, the introduction of
zCDP resulted in significant improvements for complex mechanisms suitable for large-scale data applications,
such as the non-negative wavelet method.
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AR, REPANKBICE T 5T — X 7R, SHEIERL
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2.1.1 &DP
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FMEAME T T3 [9].
2.1.2 Zero-Concentrated Differential Privacy

zCDP 13, V=—HREZHWTT I AN\ —REEZ E
BT E2FERE UTHEHZEDT WS, z2CDP OHEMEEL 72
5L =—IEREE, —OoOESHAEOERZHSRNET
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TV RLEA =KL M B p-zCDP 2§73 &%, (£
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Da(Pl|Q) =
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FANY—=INTA—=RTH5.

zCDP 3L = — 5 8REE2 FHWT 751 Ny — L2 E
T5. ZOHIEIZLY, zCDP XEHD I =Y DA ED
Bz U T & 0 ARG % AT fEI2 5. zCDP OARE
HTIX, 794NNV —BEORBIZEHBIZEHT S 7
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ZALTH5. Gaussian A H=Z AL TIE, 7T VHEEIC
Gaussian / 1 A& MA B ETTIANY —%{1#T 5,
BARBIZIE, SERAONEZEE FIZ/HLT, LRTRIN D
A X EEFTS.

M(z) = f(z) + N(0,0%) (4)

22T, N(0,6%)13FH0, B2 AT LT UMD S

D)4 X%2HKT. Gaussian A W= X LDEELRMWEE L
T, ZD zCDP L DHRBEAWEN BT O ND. BE Af
DI T VIZR U CTHEHERZ o D Gaussian / 1 A& MZ 5
AHZ AL, UTOBREMZT.
_Af?

T 202

Z OBfRIE, Gaussian A H =X LM p-zCDP %723 2
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Gaussian A 7 = X L IEHERD Laplace A 7 =X L & L
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WZEhELTWwWBEeEZS5NS. Tk, Gaussian / 1 X
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220N THI ARHITEDIL 120, @BIRITLT— XX
B TV) OEKTIX, Gaussian / 1 AWK D HRZE
Rz, BENGVHEXPEBO I ) RERINDY
HZIZBWVWT, Gaussian A=A LT 0DV 1 XE
THRED T 7 AN — (A2 ZERTE WML H L. L
MURD S, zCDP & Gaussian A H= AL DA S HLHE
WIRTOYFIVATHRETH DTV, HlZIE,
RBEMEVWI T YR T =Xy bAVNIWEE, Laplace
ANZALDE O HEYRERE B Bh b, £z, T
EDERTLET —RIZBVWTIE S A ADERL, T—R0fH
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Ths.
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KL T — R IZH T 550 T4 NN — DA,
7T ANy — (R L AEHE FYE DN & H 53 R
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T—=RANDENTTANY—HHIZBIT2EERT To—
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BN T Ta—F 2 FALTWA. 2020 £ 0K FH [E 24
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KRB, BRI WO EERMEBE AR TS, wkic
XOADT—RETERITHMKTE, RAECED T4
DRI 72 28 b NS DAREUZ RN 2 B U i 5 278
W SR, AT — X OREAESICRNT S HWT O
M, fl%x DATID HWT OFEAESIZHE LW Z & % &Ik
T3, &£77, 2L DF =&y MZBWT, HWT 3% <D
BEN O EIBIERITNSWHE R KRBT E2ERT 5.
o DR, TN —FHEADEHIZB W TERE
BRFE S5, Bz, B, SN, BERBORM
&Y, DED A ZEINTRIERNZ TS 1 Ny —(R#E)
AREE R Y, TXOEHMEHFHLODTIA NV —%
R#ETE S,
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NN-Wavelet Tl&, ANT—X~D HWT @k, £k
FREUAD Laplace / 1 AN L o THER T T4 NV —%
EET 5. X617, FATRIENT- T L D I HIRRE NS
BRBAOHIEZINA RS HWT 2#H T 52 2T,
FEFRE R LR W T — R 2T 5.

NN-Wavelet OHFRIMEREL, 7T 1N — {13 & KEE

OMAECTREMOT oD, T4 NNY— R L T,
NN-Wavelet 1& Privelet & FI#kIZ e-DP %ii729. T,
J A REIME HEERENIEEY O EEZOAIZBREINTVDS
ZEDDb ST, BEEMIIEERNM L EMTHEZ &N
LI NTVWB72HTH 5. FEMETIX, NN-Wavelet (&
A= AWM 15D U 728 R LB %2 47 5 Z & T, Privelet
Lo eENMREERT. BRI, &ELVANLTO
JEX O ERIZFIST BB AD /1 At 5 e IEA, &L
ANV TOHE R ERICBE T 2RO ) vy e

Z U CHEBGR O o BHlRMEOEL2mML T, A
IN—=AMEE JEAMEZRFE LD 5 e DT — R 4340 & DTk
ZHIH L CTW3b. NN-Wavelet D% EORIX, 7—X
DREFEREE & Wavelet ZHDMEE % R U 72 5 31 70 JUL3i
ZHd. YRERINTIAMERb YO 0d I 2R
AL, Yo BEROAZNMT 2 Z & THEMREZEDT
Wh. ZOFERIZLY, AHEPHKETHE AT —
AEIFLDE LEANSN=2AMDE VKBTS — X2 v iz
SHUT, WELHEDIRIIBWTRICAERI R TIEE 5.

3. E’EARA

AT, NN-Wavelet (2 zCDP %3 A$ % #7274 F
EEREETS. 2CDP 2HHAT5 LT, L ORMWTHR
W TS A Ny —(R#ERX DX LDERZHIET. AL
TiE, plEZETIANY—EBEOEERZNRITA—RLLT
AT . pEIVNSIWVIEERART T AN —(RHENE
BHINBDD, FAFICT—XOERAMEIMETT 2 Al gEMED
Hb.

3.1 zCDP %\ /- NN-Wavelet D3

NN-Wavelet {2 zCDP %2 #HT 5728, 7TV XALIT
W OO EEREBEERTS. £F, WKOD Laplace A
S AL U T, BETFIETIE Gaussian A W= X L%
A9 %. Gaussian A 7 = X Lld, zCDP OHFLAIZE L
A=A LTHY, @IRET — XU T KD EYZR
A AN ATREIZ S 5. RIZ, p 2D W TH Wavelet (%
B ARVTEY) 2 ) A R BT 28778 ) A AR — v
HEEREEATS. A XA T = VIdERORIT LD
WE L, Wavelet ZHD B EREE 20 U 721K N 72 75 1
Ny —[REEEBT S, HLVOBEL, TOL LD
Wavelet fRE DI KE(LRIZEDOWTEIR I NS, 51T,
zCDP D&M HD\WT, Wavelet 2D & L~ 5t
UCTIANY—FREENDT S HEEZEALT, 20
BREE AR EXEEZENTES.

3.2 7O LD

BEFHEOTILI) AL, KREL DI TEZDODEMT
HEREhad, £9, AWT—XIZRHLUTHWT 2#HT 5.
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FHEINFZATR A X EAINT 5. BEIC, FEEER
FEL 7205 3 Wavelet Z2#1%47 5.

BRI T VI XLEUATO LS ICERLE B, A
HELUT, T=ER=—AV T ITANY—=NRITA=K p%
FZHS. £9, ANWTF—X VIZHWT 2EH L, Wavelet
REW 2185.

W =m(V) (M)

ZZT, HITHWT 2K7.

WIZ, T— X OB E 20535, 22T, k ik Wavelet
BWMOBRRKDMRL RVERL, ANT—XDY 1 X niz
HUTEk=logy,n THZA6N5. zCDP DT I NNV —F
Bp 2B LAV DT S, £~ (i=0,1,..,k) 12
HUT, TITANY—FEIIGUTUTDOEIIZTITAN
V—FH p, 2EIDYTS.

p
g = —— 8
P ®)

BLURV D) ARAT =) g, &, TITANY—FEIC
JIGUTUTOATEHEINS.

A;
V2pi

ZIZT, A RBLRLViDKETHY, ITOLSICEHES
na.

1

Ai:f
21

(10)

Wz, ZBLVi (i=kk—1,..,1) ORIz LT, &
T—=Vo, DHIAI) A X&MAD. &ELVAI (i =k)
DEBREL c Ay, & FFMIGRE D I U T FD & 512/
A XEMZS.

cA; = cAp + N(0,0%)
cD; = cDy, + N(0,0%)

ZUT, Hatkziatd 57D LT OB 217 5.

cAjl = max(cAj,0)
—cA} if eD} < —cAf
CD;r = CA: if ¢Dj, > cAz

cD;; otherwise
ZOMDL AV (i =k —1,..,1) IR L TIE, FEEAHIK

EERELUBAOHHWT Z#H S 5. cAf 0 Thun&a
R UT, UFOMEEEFTS.

p\ 6|10 | 1074 | 105 | 10°% [ 10-7 | 10-8

101 | 176 | 202 | 225 | 245 | 264 | 2.81

1072 | 054 | 062 | 069 | 075 | 0.81 | 0.87

103 | 017 | 019 | 022 | 024 | 025 | 027
£ 1: % (p,0) HIZHIRT 5 e f

Table 1 Corresponding e values for (p, §)

ATy 5y 1 = cAT +eDf
AL g, = cAf — D
p* =cDi 1201+ N(0,07 )
q* =cDi_12, + N(0,07_))

+ ek +
—CA 1o, UPT<—cAl 15,

+ - + i +
cD0p1 = A 1001 ifp* >cAl 5, 4

*

P otherwise

+ e +
—CcAl 4, ifq"<—cA,,

+ + : +
cD” 0 = A 10, g >cAT o,

q* otherwise

BBz, cAT 0 TRVE 2 1T LT, UTFOMEE
v, BT =2 VT = (vf,of,...,v}) 2185, 22T,
vi_ E vl i, EOTF—REMIZB T AMET 5200
HREXLTWVD.

v;rwfl = cAl+ + ch (11)
1};_1 = CAT - ch' (12)

ZDO—HOMHIZE D, zCDP IZEILK T4 RNV — (%
HEEMDRIE AT U2 T — XN EREI NS,

3.3 NIA—YDBEREZDOHE

p-zCDP %7z T A A= XL, FED 6> 0L T
(6,6)-DP %723 Z D TED. LA >T, pk Dl
AEDLHIZLD, KD -DP & IERATREZR ¢ ITEMT 5
ZEMTES, ZIZT, eldpdZHVWTHURDELS I

B,
1
e=p+2y/plog(5) (13)

ZDOBMRIZE D, 2CDP IZHEKD -DP O P A4 T & FEf
AHETH L T ITA Ny —(RiF 2Rt 5.

F 11z, R ICBELTpEERIET 2 e iz RT.
REFETIE, B pEEFELTT T4 N0 —50E %
W2, KT, 02T 74N —F#A =X LN
eDP DT I ANY—RHEEBRT, TI7A4NY—HEN
KETDMHRDO ERERIETHE LT 5.

pXe, § DIEDREIRL, TI74 N — il EL2 52
5. pEPKEWGE, 2ECER LR T T4 N —(F
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Fig. 1 Demographic data for areas surrounding the Tokyo

metropolitan region

BRI, p WNIVWEEIZIE, KEHOT AT
NIRRT T AN — R RMT 2. § = 0 OEE IR
7 eDP YL, AR T I4 Ny — (Rl 2 4t T 5.
—7, §>0DHEIE, JMEIZIGUZHERT, DP OREEF
EMBRDTIANY—HEDNTFRING. BEHE S HIXMD
TN E (BIZIE1070) IZEETS. Zhizky, k%
BDr —ACTTFTHARER TS5 4 N —g# 224U DD,
W72 75 4 N — LD ) A2 B RUNRICIIZ 5 Z 23
TE5., §MEERELBELEGEITE, RERTITAN
V—BENFET L ENHAINDE I L ITR 5.

zCDP OFSHAIZBNT, pllld, NELT27 -2y
FDOERMER T TV — 3 v OBEMIZE U CEEISER T
LZRERH L. FIZIE, EEICEBEEOE T X %2EKS
BE, p X DNILKKRETIHELDH L. —H, T—X
OHMAMEZ XV EHT 25581, PPREDD p 2HET
LT, EHR TS AN —(REL N BHEFRE L DD,
F—ROKEEMLIEEIENARETH S, BNRE
Rl LT, 6 =100 2L, HNIZIGLTp % 1072
S 107 OFPACHET IR EZI NG, ZDE X,
efHIZHIBE T AR 1 LD, $0.24 55 2.45 OHIPH & 72
D, FERDAENTSA N —DREEEL L TH 0723
RS AR TE S, 2770, plE0R#ERERIX, F—
ZOMWE, FMIHAEK, kOSNE T T4 Ny —(REDRE
BE, BaRBRIIKEST 3. Z07kd, EEOEMICE
WTlE, ZNSDERZEEIZEREL, EHHRNITA—X
BEINTHZEHNEHEETH 5.

4. REAXOERMIHE
AEITIE, BEHROE AN Z TGS 5 720 D EBRFEH
WOWTCHEER L, ZOFlifEREZRT 5. 4.14iClE, E

BUZHWZT =22y NOFEME, FHiifaEs & O Lt
REUEFIRIZOWTHHAT S, 4.2HiTld, zCDP D

ANRLDZANZALIE 6T E LR L, REFIE
DPEREZ D FiL L L L e 5 EHT 5.

4.1 RERFEEF

411 7—4%tv b

AFMTIE, T—ZEy bOfle LT, H22 EEFAEIC
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Fig. 2 Comparison of RMSE for different (p, d, €) values
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