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Oblivious Verifiable Encryption:
Toward an encryption scheme where decryption can be probabilistically
controllable
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Abstract: This study proposes an encryption scheme that allows for probabilistic decryption control. For
example, if the probability of successful decryption is set to 1/100, the ciphertext can be decrypted with a
probability of 1/100. This proposal enables information to be disclosed under specific conditions while main-
taining confidentiality. It also supports a three-party protocol, which makes it applicable in various fields,
such as data sharing. An example is the Central Bank Digital Currencies (CBDCs) audit function, which
central banks issue to prevent crime. In previous research, while ordinary transactions are anonymous, the
auditing authority can review the transaction details if the transaction amount exceeds a specified value
within a certain period. However, criminals engaged in money laundering can avoid detection by trans-
ferring small amounts over time or by keeping transactions just below the threshold. Using our proposed
method, transactions can be made subject to audit with a probability of (transaction amount)/(specified
value), allowing for more flexible auditing and helping to close loopholes that criminals might exploit.
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2.1 Polynomial Commitments [1]
Definition 1. Polynomial Commitments X ,
XD 6DDF7 VTV RXANPDHHMESN S
Setup, Commit, VerifyPoly, CreateWitness, VerifyEval.

o (pk,sk) < Setup(1”,t)

=t K LR DZHEAICa Iy 5.

e com + Commit(pk, f(z))

e 1/0 « VerifyPoly(pk, ¢, f(z))

o (i, f(i),w;) < CreateWitness(pk, f(x),1)

e 1/0 < VerifyEval(pk,c, i, f(i),w;)
2.1.1 PolyCommity; D&

Polynomial Commitments DL & LT, BEHCNEL (DL)
RIRERE N DRERK PolyCommitny, ZHRHT 3.

o (pk,sk) < Setup(1”,t)

sk =«

pk: (g’gvgav"' 7gat)
g: (67G7GT)
e:GXG—>GT

e com + Commit(pk, f(z))

com =g/ G

f(z) € Zp[z], degree <t )
deg(f) . deg(f) ) @)
For f(z) = Z fia?, com = H (g°) 7
=0 =0

e 1/0 « VerifyPoly(pk, ¢, f(z))
¢ L gh@ (3)

output 1 if
de. i

c = Hjigo(f)(gaj)fj for  f(z) =

o (i, f(i),w;) < CreateWitness(pk, f(x),1)

w; = gwi(a)

x)— f(2 (4)

e 1/0 « VerifyEval(pk, ¢, i, f(i),w;)

e(c,g) = e(wi g®/g") - e(g,9)'@  (5)

3. Oblivious Encryption Scheme

Aty > a T, Fxk DRSS 5 Oblivious Encryption
Scheme DEFR T FLH T 5
Definition 2. (Oblivious Encryption Scheme). Oblivious
encryption scheme OE 1% 3 DD#HRI L 713V X L THE
X415 . OE = (OE.KGen, OE.Enc, OE.Dec, OE.VerifyCT)
o KGen(1*) — (pk, {sky,sko, - , sk, }): FERMWNGER 7
NIV ZALE, EF2VT 487 X—% 1 BASE
LTRITED, RHE#EEWEHRDRT (pk,sk) ZHT
T5.
e Enc(pk,m) — (c,w): MERMBES(LT LTV XL,
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NHEE pk EX v =Y me MAN ZASTE LT
WD, W5 ceCx 2T 5.

o VerifyCT(pk, c,w) — 1/0: PUEFMMAVRGEE 7 LY X
20, RBAE pk S ¢ Z AT E LTRUIWD, 1
FF 02T 3.

o Dec(sk;,c,w) — mor L: IREFMATRES 7 L3Y X
LIIMVEGE sk WSS ¢ Z A E LTRITELD, Xy
t—Ym ERF L E2HNTS.

3.1 Oblivious Verifiable Encryption D&Z£4EE
ARAF— LI TRLOLENEZ D !

Definition 3. (Correctness). I XTD A € N, 3T

Dm e M, TXRTD pk € {0,1}, BXULTRTOD

sk € {0,1}* T LTUTFDEMAEDHKDIDOE £, OE

% correct L EFRT D :

(pk7 {Sk17 e :Skn})
< OE.KGen (1*)
OE.Dec(sk, ¢) 1
Pr sk <5 {skq, - ,sk,} = -
=m n

(¢, ) < OE.Enc(pk, m,w)
OE.VerifyCT (pk,c,m) =1

ZZT, MERIXKGen & Enc IC&k o TERINZT VX L
maAd TEoL.

Definition 4. (Completeness). $XTD A € N, §XT
DmeM, BEUTARTD pk e {0,1)* CHLTUFD
DR DIIDOY X, OE % complete £ ERT 5 !

Pr | OE.VerifyCT(pk,c,m) =1

(pk, sk) < OE.KGen (1?)
(¢, ) < OE.Enc(pk, m,w)

=1.

Definition 5. (Soundness) $XTD A € N, §XTD
meM, BEETRTD pk € {0, 1} 120 L TUU R DA
MEDIDOE E, OFE % sound L EHRT 5 !

Pr | OE.VerifyCT(pk,c, ') =1

k, sk E.KG 12
’ (Pk,sk) < O en (1%) < negl(1*).

(¢, ") + OE.Enc(pk,m)

Definition 6. (Authenticated IND-CCA Security for
OE). $XTOMRMZHEE A= (A, A2) ITHLT, 7
RSy F = Adv* 2 OF, A(N) 2MERIT % 2354,

OE := (OE.KGen, OE.Enc, OE.Dec, OE.VerifyCT)

% (RUREf %) IND-CCA ¥ 2 7 L EFKT 5.
KRRV TF—JRBRDOEIICEET S .

ZZT. 7

AV (V) =2 Pr [ExpBii (V)] - 1.

4. Construction

Receiver(R), Encryptor(E), Verifier(V)

(1) Ri&, ZEBZhZFN E—-1TH3 f(x),h(z) D2
DEZENX, a3y PXY L, BEOY 1y FARAZEH
B¥5%. 22T, fORAyE—YRFKETS.

(2) RIZVIiTHL, i=1,---,n T, ZRLZN f(i),h(i)
DEL LMDE%E, 1-out-of-2 Oblivious Transfer Ti%
555, %7/, UTOEZEETS !

(com},com;L),wif,g' (6)
ZZT, ¢ = g”,com} = grvif(”‘), fori=1,--- n.

(3) VX, ZUH - IEDHELIC f(z),h(z) D2 DDZIH
ROVWTNLDETHZ %, LINOEY LS 5.

(7)

e(com’y, g') = e(w g /g") - elg.g')?)
e(coml,g') = e(w!’, g /g") - elg’, g")"D,

L, EHBL0ZHERDMETH20%H 5 2 LidT
ERZqNN

(4) V&, BEEC R TR, R o fE% R IZEE
ER

(5) R, MSE o ZFIH LT, UM S 0B f(2), g(2)
DELLDETH 20 TR T 5

(6) Ri%, kAL LD f(2) DERFZ Z A TENR, F
ML, f(0) %2320 TES

5. Application

Az FHT 2 2T, TIXNVBEBBEOFNRLERR
ROEFR L WICHP RAEN 2. EEOHRIFITHRIT
THREEEEETOT Y XLl CBDC (Central Bank
Digital Currency) Ti%, Bank & FHIN 2 B2 HHIRE %
Bicast vy (FYALVER) 2R®ITL, FHEEMTEED
Tbhad. I, a4 v e d 2FHEER A V%
Bank ICR T &, RO ICHRESEZITMBE I N TE S
HHEATH 3.

SEATIIZE . LT, Wist & [2] 1%, RAIFNZEZEE T
EHTH2H, —EMRMMNCEEEEM LoEEEITS &,
BB BT 2R T E 2 HAZ®RIT . LiL, =
F—a XY Y 7EOLRFEEHN E T5E51F, Kz
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Experiment: Expg’éf‘f"cca()\) Oracle: KGen(1*)

3: sk <«s {sky, - ,sk,}
4:  (mo,mi,state) s APk ) VerifCT X hyy
5: if |mo| # |m1| then return false

6: b<«s{0,1}

7: (¢, m) s OE.Enc(pk, mp,w)

8: C+ CU{c}

9: b s Ag"c’Dec(Sk")’VerifyCT (1A, C, pk, state)

10: return (b = b'\/)

1: C+«1;«+ false 1: (pk,{skq,--
2: (pk, {sky,---,sk,}) < OE.KGen(1*) 2: return (pk,sk <s {sky, - ,sk,})

,sk,}) < OE.KGen(1")

4: outp < OE.Dec(sk,C)

5: if outp =m then

6 : < true

7 return m

8: elseif outp = 1 then
9: return |

Oracle: Enc(pk, m) Oracle: Dec(sk, c) Oracle: VerifyCT(pk, ¢, )

1: ¢+« OE.Enc(pk,m) 1: if ce C then 1: b+« OE.VerifyCT(pk,c, )
2: C+ CU{c} 2: return L 2: returnb

3: returnc 3: if OE.VerifyCT(pk,c,7) =1 then

1 IND-CCA game of Oblivious Encryption Scheme

Conference on Computer and Communications Security,

6. Conclusion

CCS 22, pages 2947-2960, New York, NY, USA, Novem-

ber 2022. Association for Computing Machinery.
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