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Federated Learning with Distributed Differential Privacy: Performance
Analysis
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Abstract: Distributed differential privacy (DDP) is getting attention as a privacy model in federated learn-
ing, assuming secure aggregation in which aims to collect and statistically process data from a group of clients
in a privacy-preserving manner. This is because DDP can achieve strict and sufficient privacy protection
even with the addition of small noise on the client-side. However, the relative merits of the rapidly developing
DDP mechanisms are not clear, and it is not easy to determine which method should be chosen for practical
applications in federated learning. In this study, we compare, experiment with, and discuss several DDP
mechanisms to provide a guideline for selecting DDP mechanisms in federated learning.
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1. Lo BT 57 7 47 AT 5 L

H&%# (FL: Federated Learning) 1&, KFIMIZTHLL ., A=A EHELE L Lawvwa — L DP
722747y bR RREMELY — N =03 FH L THLD (LDP Local DP)[18] ZHifE L 3 25,BIE, 77947
HOBMFEEDO 7L -7 =2 TH 5. FLIZBWTH, TSRS % 2 A x;bnﬂa,jwtc D, RO MR DR B,
IR T T AN —REDOEREHNE LT, ZHT 74 Vo e BED D
N — (DP: Differential Privacy)[12] 288 A X TV 5. J)a%%@ﬁ@ﬂ%%a)—o ¢ LT, 47# DP(DDP: Dis-
HETDBHICBNT DP ODRFEEZE R D L, ¥ —N— tributed DP) LRI D 7T 4 NS —ETUDHREINT
THENLRRIC, A X275+ > + 7L DP(CDP: W5. DDP X, BETZ25tEEBEAHEE LT, 75
T LINE ¥ 7 — A2t A7 Y FTONEN I A ZDIET S DO TR T 5
0o kgr(l);.prﬁgitii;)%lycorp.co.jp ANy —RAEZFAMMRETELT 2. ZOL ELER
b)  satoshi.hasegawa@lycorp.co.jp AEBBE LT, 27947 MDD LD T —XDIEE L HR
J t;};ﬁ?gﬁ?gétgkiljgashi@lycorr‘xiOirl‘\\ s s LR RBE LB CEMT 28X 27 7 7V 5 —va Yy

é;‘(;\/ 70;*%%1%1\‘]%’%);;11“/6{777 Vrova sy (SecAgg: Secure Aggregation) % F\ 5. SecAgg i%,

© 2024 Information Processing Society of Japan -258-  Thispaper iswork in progress and not peer-reviewed.



© 2024 Information Processing Society of Japan

ESYHEC TEE[25]) 2 FWTHEBLL [7)[8][15][23][24][27], 2
FAT Y IR0 T—XOINE L FREHLE E TOEELE
=N LT RICERES 5. SecAgg DG FHEH
& LT Google & Apple 23H:[ETRH¥ L 7= COVID-19 @
Contact Tracing[4] 2% %. FLTH 27 747> F»H
DT — X DINE ¥ IEEFHLIEIZ SecAgg #E AT 5 Z & T,
DDP #EA T2 N TES. 27547+ LD DDP X
AR LDMET 3 7 4 X%, —fRIICIE, SecAgg I
CDP ¢ Zfli7e 75 A NS —HERIND & 5 IZFKFT S h
5. ZO X572 DDPIZ XX, 74N - HRME
FVKHET NS >V 2 LT FL OFEH PR T X 3.

DDP DT, BB Y A X =X 4 9] i
U ¥ LT, Skellam Mixuture X 7 =X A [6], Poisson
Binomial X =X 4 [10] ¥ W o 72H LW B =X LHh%
BIREIhTWS., LrLEds, BENELWVDDP ®
XA =X LB OELIIHETIZ L, EHETEOFEE
BIRTAREDEHWT 2 Z LB TIER .

AWZEIZ, FLIZBT % DDP X = X LBIR DG 215
57012, W OMDDDP X H =X 1%, Ei B
XUEBET . AAROFE L ERICLD, UTOHEEE
fERR L 7.

o MULNTIRX=—ZEMHLTWTD, —EDOXRT FILF
e BBBIORT P %2ITS FL TREX =X A
DEZ 2GRN ENRKL S

o XH=ZZXLITHIFLIEWFL D 3 DD T X —XI2H
DE, L X = X ADRIRAJRERER B H 2 Z &

AWFFEDEBRIE, UTRD 28 TH 5. 1) RILHD FL I
B} 2 DDP X h =X LD, HEEE, BIUZELICHED
#lA, DDP X =X L #IROIEH ZRE L2, 2) Lo
£ D BREEEFEBRINTH S T L .

2. &

AZEDREANRTH 2 D8£ 7 74 3> — (DDP)
i3 FLEZEAT 270, RETEES T 74N> —
(DP), DDP B X EE¥YE (FL) T 5.

2.1 ERTSANI—

F3DP ZEHKL, DP ZMREET % X h =X 0 %3Gt

% FCREbD BN NKE) 28AT5. ZLT, $FX
T T4 Ny —HE ZFHRMEEZ Rényi DP(RDP)[22] %
BAT5.
EE 1. ((¢,0)-DP[12])). e>02 0< <1 DEXx 5N
YE DDHIVELMERAI =R M D = OH (e,5)-DP
Pl elE, 1L a—FLLELRLRWMERED 2007 —
AX—Z D, D' €D, BEOIEOHNDHERESE S CO
IZOWT, XA IO T TH 3.

Pr[M(D) € S| < ¢ - Pr[M(D’) € § + 4. (1)

Distributed Differential Privacy

.
‘ Aggregated stats
ggreg

1 DEFEDTTANT—ETNLDA X =Y.
Fig. 1 Distributed Differential Privacy Model Diagram.

EE 2. (BE). 1La—FLAI2ERLRWEED 22D
T—=RRX=Z D, D € DITWNT LB f DL, / VLDK
S BMTFD kS icRkREN 3.

Sy = supp p|IAD) = AD")lp- (2)

B, DP T, XAW=ALZBLTT—RRN—RIIT Y

TRFTREIZTTANY—2HET I EZRD. BHEOD
7 7R RARMET 56, EREELTEDL VDTS
AN —HBD Do TR ETI2HENDH L. £ T,
MREL T ITANY —HBEHET 27012, XXD LS
7% (o, e(a))-RDP[22] 23 AT 5.
E& 3. ((a,¢e(a))-RDP[22)). 25 > X L{LAH =X 1
M :D = R (a,e(a))-RDP ZH/zF ik, 1va—F
LBRZSZNMEED 2 D0DFT —XX—2Z2 D, D' € DIZD
WT, XADBED IO ETHS.

Lo () ) <

(o, €())-RDP IZBWT, TH7 72 A LIHED T 7 4
N —{HEIZ (o, Te(a))-RDP TH 3 [22]. %72, (o, e())-
RDP X (¢,6)-DP ICZHAR[HET H % [5].

2.2 PEEDTFANI—

DDP D754 N —EFNL%ZRL, DDP THHI N2
BEs7abarot*a 777V — ar (SecAgg) 12
DWW TEHHT 5.

221 TSAN—FETI

DDP(R 1) &, 27 747 D) A XHPVETSH, +
RIRT T AN —RE L ENATREREMNTH D, 7747
YDA RE, RN EEEC RO X O RIERD
(B ZAEH D A ZHT0) 12iES 7 4 X it &
L, &77A4A7 Y MDEET B A4 XDMEMH, > s L
DP(CDP) & Flli7s 75 A N> —ZE#ER T Z 5 X 5 12akdt
3. 728, DDP X/ 4 DNz X H DP 2{R3ET %
Zehs, KENRT X 27TV S = avDEkSR,
F—ANDBEHLIELPES e D TERVEETE 35
HEEH Y OflAGDERREL LS.

2.2.2 EXaTF7T7IVS—->3>
SecAgg Y&, BB L2 EMM%EFHE T2 7n b o

2[R/ U ARICHE S AL R R AR ORI, TTOIITHE S HE
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ADZ WS, SecAgg DEBIFIEL LT, X277~
NF =T 4 5HHE (MPC: Multi-Party Computation) %
Trusted Execution Environment(TEE)[25] D5 5.

FHCHTE OFHE [7)[8][15] &, ARKETHRIhTW3
ehn, 7747 IPORET ST — XIFHERK Lo
BUETH 2 Z e AR L 72 5.

2.3 ERTSAN—%HmiTESYE

AKIFFETIE, FL DFEZ 7703 XL TH 2 Federated
stochastic gradient descent(FedSGD)[20] % %12 L 7= DP
Zifiz THAEFE ENRE F 5. FedSGD IZDWTEIH L
720512, CDP 3L DDP %723 FL 28 A 3 3.
2.3.1 FedSGD

FedSGD &, —f&HI 72 EE CTHWH 5 SGD %, 7
FA 7 M= =DM U 24T S SRR
TNHEIR U7 HfiTd % [20]. H— A& ¢ BIH D28 12
BWTC, 2947 VRO YTV T LTIV —T
AZXnDIIA47 Y MVER S, BBUSFL, Zh oI d Rt
DETFTILDNRTA—R w, cREEZEREFTS. 75477 h
ke S &, ZELIEARATA—Rw, t FILOFEEF— &%
FWTHlt o REHEL, ched—A~EET 3. F—
Nix, 7547 VER S, B AE» 5 EEE g F
BHL, ZOUCHFERn2RE L DZoT T X —
R wipg NEHT D, THEBDIETIETRIX—X
wEFET 5.

2.3.2 EYNIIEDT AN —EF-TEESEE

SEATRRSE [21] Z1E U e $ % CDP %/ d FL X, —fi%
()72 RS B2 BT CDP 2 RAES % 72D IR R S/
DPSGD[1] #RX—Z &3 3%. DPSGD &, AEOFHED
FEICH AR D= XL ZHHT2Z2TDP 2 dd
DTH5. 2B, AFLD /7 VAIE[0,00) DIEZED 5 %72
o, BREPHERIZR-TLEI IS, AED Ly, /L
LEZV Y THA X Ay BURICHIR (L, 7V v EY 2 F
52 TREY Ay ITHIZ 5.

DPSGD i2#-25< CDP %7z 3 FL Tl%, 294 7>
FOEEED Lo 7V v BV TEITV, = DERDFE
Z3RD ZHNC, ABLOEENT 4 X 2T 5.

2.3.3 PEERTFANS—EFHTERRE

BRR 2 L3 8 3.2 1C38 D, AEiTIE—%{t.L 7= DDP
2723 FLO7 A3V X h %3 (Algoritm 1). FedSGD
LHERL, 275472 FPAROFHERIITOIAEE LT,
BERMZ 272D0H 7 ) vy 7, 722D H
3. 7P, BEFE [2)3][6][10][16] W HRA L TER S A
% SecAgg ZHEL TW5 720, AE#EEHLLERIAL
W~y BV 73 2MEBRETH 5. P —\1F SecAgg B
LEBIZEN SN ARLOEFHEZIIG L, XA=X A
)i U7 AT AR OB HEE T 573,

BRXAZRLIZE T, 7747 b TIbAEICH T 254

Algorithm 1 FL with DDP

Require: Leaning rate n, group size n.

1: Initialize model wq.
2: for each round t =0,1,... do
3: St < group of n clients sampled
for each client k € S; do
ggk) < ComputeGradient(w;)
Zt(k) — ClientProcedure(g§k>)
end for

Zy < SecureAggregation(Z;)

9: gi + EstimateGradientMean(Z;)
10: Wiyl — W — NGt

11: end for

3. DEEDTSANS—AADZX LD

7, MEODHAED T 743> — (DDP) DX H =X
L2 B U FHliR 2 ORI S el FER M S 5. il
H U ZREMFIEICOWT, X=X RXBFR7747
¥ MBI B R L FEE T % Rényi DP(RDP)[22] 27”5
BRI, REMFIED T T4 N =3O EITS .

3.1 BXAAZZALOKH

DDP %ZENT 2o DIRE I N A =X LT, Bi-
nomial (cpSGD) [3], Distributed Discrete Gaussian (DDG)
[16], Skellam (Sk) [2], Skellam Mixture (SkM) [6], Poisson
Binomial (PB) [10] #’®%. ZhoOFEOFHER 1
CEeH 5.

BROUNCIRE I N7z cpSGD[3] 1%, T I 4 NS — Dot
T TANY— (DP) DATH D, #DIRLFEE BT
bh 3 EEY¥E (FL) ZBWT, 1Hb=YImET 2/
A ZABKEL, FEANOELEIKE WV [6]. DDG[16] 1&
RDP %3RS 2 BEH 7 29076 (9] ZHWE=FIETH 5.
cpSGD[3] L, £ h & A P RT T4 NS —HEDET
HOWREZZ RDP ZFWTE D, 1EHLDITMET 5/ 4
RE/NELTES. —F, MECHLTHETWRW T
D, FEDFKHFTTETIANS —DRFLTE 2 Z LD
HESHA TS [2]. UL, Sk2] T, BT
TWB AT 7 0571 (Hi3.2.1 ) ZHWTHREL TV 3.

AT EEEE I BRE X LT W7z epSGD[3], DDG[16],
Sk[2] IR L, SKM[6] IZSEBD AN ZHET . 2D,
cpSGD, DDG, Sk T X EHDBERULD 7z D
RH & TFL (Stochastic Quantization)[3] R ITHLD
(Conditonal Rounding)[2][16] 23 FEIZ42 D, BRI X
BNAT ARG 2D TES.

Zh 6 DDG16], Sk[2], SkM[6] Tl&, /A RIXMRD
ERBERONHPLE6NE. 20D, HRIKETHE

R, FRERE EOATHEOWIE S F#in 5. FEII&SH
X [2][3][6][10][16] ZBHEX AT\,

BT T R 1872 7 A XOFNE, &5 U DBERCY v R0
I sY/INN

- 260 -



© 2024 Information Processing Society of Japan

R1 THENTTANT—ORFHEOELD
Table 1 Summary of Methods for Distributed Differential Privacy.

Mechanism Input Randomize Input Discretization Modular Clipping  Rényi Differential Privacy
Binomial[3] Discrete  Additive Noise = Stochastic Quantization -
Distributed Discrete Gaussian[16] | Discrete  Additive Noise Conditional Rounding Required v
Skellam|[2] Discrete  Additive Noise Conditional Rounding Required v
Skellam Mixture[6] Real Additive Noise Required v
Poisson Binomial[10] Real Mapping v
RN X277 705 —2ary®75120, Y2 vy 755,

=TV Y IRRETHS. EXaT7—2 VvV
X, T-ROEEEY 2 v HEEHWTRE OHIFAAIC
HIR 3 2 #E2 6. T — X DRPEQHIEZ @ 2 255,
ZOfEFHTDRENS. HIDERLICKD, TOT—XD57
MHRBOAREED D D, HEEMIZIEIANA TRABEL S, T
DA 7 2EPBRT 27212, PB[10] T, —HE7H%ZH
WTEEB R ARy Y 7T 5. B
T2 7= Vv Y IWRERD, THHDNL TR
PHRRT R B TE S,

SkM IZ2W T, AN BEEEICREZ ATV D
cpSGDI[3], DDG[16], Sk[2] &Lt LT, EEEDET IV
BHETEDZ L DERNTRENATVS [6]. —F4, PB
WOWTEREFEFE L OFEBRI LR ERIZ R V. 2079,
FLIZHEA U 7ZB1c SkM & EERT, PBEE 5 W5 RpED
HBDP, EDXIBREAPENLTOSD2HSNTIERL.

CZETOHEMEEL T, TR B L THEO#A
THEERMIENRTWS Z 2R ERTW3 SkM, fitdFik
CHE UBLFIC X 23N E T IR W PB O 2 D% K
FIHFIRE ART. INHDEE, BXUEEEITV, FL
IZDDP 2T 3D H =X L DEEEHZHS.

3.2 REMBFEDLLE
DDP OfeHiFIETH % SkM[6] & PB[10] D¢ % B

OPICT BB RITS. £F, 77472 MIBY

LY X = X LHRFET % RDP 2”5, £LTC, 7

FANT =GO ZLTS.

3.2.1 Skellam Mixture X hH=X L

AT MBI ZNHIIROEENTH 5.

(1) Bft%E 7 > X L[AHR X5,

(2) AT —=NARTR=R s TRy =) 7 LAl %E, 7
V¥ T RATD T DI L Fe NS =R L (6]
ENALTAL Y AT Ly, Lo Z VYIS,

(3) ABELD/NEER D R p & L7z~ X — A 537 Ber(p)
D SIRTY Y I R T DR Sk(A,N) 25187/
A R BECIE L,

(4) AROBEHTHES 27 AMICTEIS 27 =7 ) v

*5  Walsh-Hadamard Zi21TW, 7V v 7RI VX LFFERY
MVTRSRIEEEITS.

AN =RT FAANOEHTIE, 7V v ¥ I HEE 6] D
Algoritm 5 &4

R T BT [2[6] I, A R8T X — X ¥ B R
AETHY, BEM2EZET 5. FHlE 2]6) cEhD
SKM DMEEET 3 (o, e(@))-RDP XD BDTH 3.
(o) = 1.2a+1 _ A1
2 2nA
72720, n@E /N —TH AL X TH5.
3.2.2 Poisson Binomial X=X L

A7V MBI BZNBIROEBTHS.
(1) A% Ay 12 Ly 7V v BT L,

(2) ZH% Kashin QR [17][19] ICEH#L,

(3)y - d(y > 1) Xt ® Kashin O HR¥ % —H 7 fi
Bin(m — 1,p) DR p N5 X —& 0 € [0,1/4
ERHALTCERL, ZO0»oH > ILefsZt
THIPA [0,m — 1] ORERUEIC 7 > X (LT 5.

PB DMREET % (o, €(0))-RDPIZRD B HTH 5.

dam6?
1= 20y (5)
7272, dEANINARDORITCE, m ITERIKONE,
nEIN—TH A4 X, Cy>0xEBEHRTH 3.

3.2.3 TZANI—DROLEE

SKM[6], PB[10] & ZhZNERZ 27V v ¥V IBIV
7 v R AMELEICFEDSWTE D, RFET %2 RDP OfE 3 &
5. —), HEITZELLT, ZA—FH AL X n iRl
THIBIC e(o) BPBD T2 Z e BT o3, MXH =X 4
Ed, IN—TH A4 X WL T e TTIANY —iER
@DBIENTES.

FFETARERE LT, PBODe(a) BETANRTA—KD
RICE d LHEREDOMENEED 2 m icx L TRIF I 2
32 eiexl, SkM ik, 45 DEMHRINIC e(a) DFHE
WKEENTOVRWL., TNHDEVE, N7 MLEEEEFE
FTERRRAZIZBWTED XS ITHET 0, RELED
EERCHEIDDL L T 5.

4. RER

TS 75 4 N> — (DDP) Z i/ $H &Y (FL)

(4)

e(a) =~vCy

*T Kashin ORBUINT PV EZFNHPFALZRMET 2 L5171 —
LR (d RTERZ Y V%, ~-d(y > 1) RIEDREARZ b L%
HAWTRE) 7230T, HROREROERNITHF I iEh
ODOEBITDREZDB/NEI W=D, /4 RT3 r AR MEE
EDBIENTES.
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0 8bit,d =102 8bit,d =103 8bit,d = 10*
10“-\ 100-\ 100-\
107 \ o \ o \
1076 1 1064 1075
100 L . . 4 1004 . . A 100l . . :
10 100 500 1000 10 100 500 1000 10 100 500 1000
16bit, d = 102 16bit,d =103 24bit,d =10*
10° 10° 10°

100 —_ 1004 10°

00 S~ 10’3-§ 10*3-§

107° 107° 1074
107° T T T 107° T T T 107° = T T T
w 10 100 500 1000 10 100 500 1000 10 100 500 1000
%)
= 24bit, d =102 24bpit,d =103 24bit,d = 10*
10° 103 10°
10° 10°4 10°
WS — | 107 TS| 7] \
1076 107° A 10764
107° T T T 1072 T T v 107° ¢ T T v
10 100 500 1000 10 100 500 1000 10 100 500 1000
32bit, d =102 32bit,d =103 32bit,d=10*
103 10° 103
10° 4 10° 10°
1073 A 1073 A 10734
1076 1076 x_ 1064 .
1070 T T T 1070 T T T 107° -+ T T T
10 100 500 1000 10 100 500 1000 10 100 500 1000
n
— PB SkM, scalor=16 =~ —— SkM, scalor=64  —— SkM, scalor=128

2 N7 MIVEIGHEE DR

Fig. 2 Evaluation on distributed mean estimation

WZBWT, X=X LEROIEH 215572912, Skellam
Mixture X 7= X 2 (SkM)[6] &, Poisson Binomial X 1 =
A L (PB)[10] DI FEERZ1T S .

FHii e LT, FL O & 5 2EEDORT + IS
CERHROFHHZ T TR L, 1 RIORY P ORHE S 1T
5 Z & T, SkMBLU PB OFREZFMICHS 22T 5.

WTNOEBRTHBD I XA —XFIRODEBDTH .
TIANY=RIGRA=R§=10"C, Lo DTV v TH 4 XZ
Ay =1832%. SRMDRFIA=RLLT, L DIV
FA XA = (5-D2)%[6] £ L, Log DTV v TH A X (6]
D 3) REM[MoTRKDSB. SKM DT X—& \ & PBD
FRA=ROETFTANT =T X =& ¢ DMEHIZL L THT
LZbDZHWS.

4.1 RIBMILEY

TITANY =TI A=K e =1, TNV—=—TH A4 X
n = {10,100,500,1000} i CTXKJC d = {102,103,10*} D
07 FLOEIMEHEE BTV, T8 (MSE: Mean
Squared Error) @ 10 [EEAITOEE% LS 5. ARAED
A m = {28,216 224 2321 » L DIgZzhZNS, 16, 24,
32bit L MERZ 2 2T 5.

MREPR 21287, PBREXRITIdDHEELS TS, 7
N—=TH A4 X n BKEL#2BIZONT MSE 25FA L7,
¥/, ARARONE m K& L 51200 T, MSE 25
D UTz. SkMEXRIC d DFEER S, IA—TH A X n b
KELZoTH MSEDBEA LRWZ Doz, Bk

AT —NRFT A=K s THoTHRED MSE Z/_iT 2 &
DBH 7=,

4.2 EEE¥H
4.2.1 RERRTE

T—Rty b+ FE7—% ¥ LTMNIST[11] & Fashion-
MNIST(FMNIST)[26] Z W3, WFhd 10 7 5 2 5H
XA THYH, MNIST 3FEZHTZ 055 91T, FM-
NIST ko= 5T 2. 7574 7 > b FEOFIH
T—ROEEI 74T ML T ETERAENRS DL
L, TRANTF—=RIZ 128553, &2774 7> % 10°
L, 7947 0bo7—2eEmitic k> TiE 5.

EFILENTA—=E CNNEFALEHAW, ZO7—*
T 7 F v ECHk [13] © TABLE XII 25&C L. €7
NDNRTX=ZBIZOWT, 13| BRKICKEZ EIICL
(Large), RICH—BAAAEDT7 4 V2 —% 8, B &
ABED 7 4 VR —% 16, 2IEEAEO L=y M I%Z 16 1
L72E7L (Middle), ZhZhD7 4 VX —% 4812 L
=v MIE 8IZLZET N (Small), ZNZIDT 4 LK —
2412l a=y MR 41T LTZET L (Tiny) ZHWVW 3.
ZFNEFADETIND;RT X —ZFd X, 9,594, 2,754, 870,
312 TH5. IN—T¥ A4 X n={10%10°}, ETNLDHE
FEEL (Round) %2 250 & L, F#EHRIZ01 T35, ETL
DFEEFHE & LT, 3 [EETIC X 2 708 (Accuracy) D
FEEHVS.

AXANZX L R—=RF 4 > LTDPSGD[1] %\, SkM
EPBEIKT 2. 774N =5 X—%e={05,1,3}
L, BRIEDONME m % 8bit, 16bit ¥ T 5. 2, SkM
DAT—NNRFGRA—R s=064 LT 5.

4.2.2 KERER

E7 )V Large 12T, V=% A X n, I =85
A =R e LIV TOMERER 3117

SkM 1%, 16bit D& BWTHNOLEHETHIBEDIED - /2.
8hit DX FiX, L —FF A4 X n =10 Dk FIHEED
10%EIRTH D, 5 L FHFTETVWRVWI 2B o Tz,
PBIX, VW —7% A4 Xn=102 Dk %, SkMIZLtXRT
30~40%EERBENMER 2. TN —TH A4 Xn=103D
¥ =¥, PB & 16bit @ SkM IX[AFEEDREEE/RL 7-.

IN—TFAZXn=102 DELEDTITANT—IF7 X —
R e DEBIIPB DJTHSKM KD KEpol. FIAN
S—RTRXR—Re=1DSkM DFEEFHET 2 ¥ SkM
T, 16bit DEET T AN =T X =% e={0.5,3} W\
THTHRBERIRIFETH 7. Shit DL E, I N> —
NRIRX—Re=05THEN09E, TIANT—RFX—
Re=3THERZRAEE 7. —F4, PBTIE, 534N
=T R—=Re=1DPBOREZHEL FTEL, 16bit
DEE, TIANT—RFIRX—R e =05 THED 0.7~
08 1%, FIANS—RFRX—K e =3 THEDN1.4~15
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(a)MNIST

n=10%¢e=05 n=10%¢e=1
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75 1 75 75
50 50 N 50
25 4 Sl et 25 25

0 T T T T 0 T T T T
0 50 100 150 200 250 0 50 100 150 200 250

n=10%2,e=3

-

0 T T T T
0 50 100 150 200 250

Accuracy
Accuracy

n=103,=0.5 n=103,e=1 n=103,e=3

-

0 T T T T
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100 100

51 2~ 75
50 50
251 25

0 T T T T
0 50 100 150 200 250

100

75
1 50
1 25

0 —————
0 50 100 150 200 250
Round

—— DPSGD —— PB, bit=16
~—— PB, bit=8  —— SkM, bit=8

—— SkM, bit=16

100

751

50 4

254

100

751

1 50 50
1Y 25 25

0 v T T r
0 50 100 150 200 250

50

25

(b)FMNIST
n=10%e=1

100
75
50 4 o~
25 1

0 T T T T
0 50 100 150 200 250

0+ T T T T 0 T T T T
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