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Reduction of Classifier Size and Generation Time by Bit Partitioning
and Width Reduction in Hardware-Based Malware Detection

CHIHIRO TovosHIMAY®  RyoTARO KOBAYASHI! MASAHIKO KATO?

Abstract: In recent years, the number of new types and variants of malware has been increasing, and the
damage caused by such malware is also increasing. If there is known malware, we can detect it by comparing
it with past data using pattern matching or other methods so that we can determine whether a specific
pattern exists or not. However, it is difficult to detect the new types and variants of malware using this
method. Therefore, in this article, we use machine learning to detect malware. Malware detection using
machine learning involves learning data from known malware and normal programs, and creating a classifier
to make a decision. This method is effective not only for detecting known malware, but also for detecting
new types and variants of malware, because detection is based on features rather than patterns of data.
In this article, we propose and evaluate a method for detecting malware using machine learning. To solve
the problem of growing data volume caused by increasing the number of files to be trained, we propose a
method for reducing the bit width of features by calculation and a method for selecting necessary features
by separating features with a specific bits. As a result, we were able to reduce the size of the classifier by
approximately 67% while maintaining nearly the same accuracy.
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Fig. 1 Bit Partitioning Method for Feature PC
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Table 2 Features Used
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Table 3 Classifier Creation and Decision Results

with Existing Mechanisms

FHUEE | PMEMSEY A X | BRI | EME R
12 105,357,025 | 578.95s | 94.40 % | 92.31 %
6 102,538,016 490.81s | 97.60 % | 95.38 %
% 4 BEEHOMC ORI A5 %
Table 4 Contribution Ratio
R =% FEHR | REES AHHR
pc-mean 33.07 % | cond 3.69 %
pc 21.29 % || gshare_hit_rate 3.25 %
op-mean 11.03 % | gshare_predict 2.69 %
addr_mean 774 % | addr 2.69 %
L1_inst 732% | op 1.38 %
L2 5.76 % Ll data 0.10 %

5.2 HYED bit HIE L bit S EIR O
RAWRLEREED S bFERIIE W 6 DI L 3.1
HiCTHRE L= FIET bit HIIZ T o 72, AT, HIEGH]
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DHEMRERIED Y 4 X L R, IEMRE, HARITE 6 O
Rrib, SEBOV A XEE 3 O bit HIJEAT 2 HEATH
85% HIIE X, FASRAERICH D 2 KT D #Y 33 % FfE X
N7z, WEFRIZT bit HIEETD SBEIZELE T 2 OEEE
MR T 228, IEEORTRALN.
BIEHCRLEFETCR I B S0h Y v RO ME
pc DEFGERNKIBIIKR T T 27280, F¥E pc DAL
T 3.2 HiDOFHExR - 72 bit HIFEICETE U3 A8 O1ER %
1To7z. TR, FEFHE pcl, pc2, pc3, ped Z1EMK
L, ThZENOFERZHIT 5729, 4 DT XTrHEAH
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% 5: bit IRHIEETR DR EERT 53
Table 5 Feature Contribution Ratio before and after
Bit Width Reduction

FES bit HIIRHTOTFEH | bit HIRE O 5%
pc-mean 30.37 % 29.45 %
pc 32.85 % 9.99 %
op_mean 13.48 % 9.38 %
addr_mean 4.23 % 26.93 %
L1_inst 8.91 % 0.13 %
L2 10.15 % 11.01 %

72 6: bit AR D 7 FEARTER & HIER R
Table 6 Classifier Creation and Decision Results before and

after Bit Reduction

R | oSy A X | AR | ERR | HEAR
6 102,538,016 | 490.81s | 97.60 % | 95.38 %
6 14,970,397 | 329.77s | 94.40 % | 95.38 %

LDRMote. FTe, pe2 DFEGRIIMORMEEEDT
b1 BEVEICE 5 7.

KT FHREEZEH L 2EZB BT 2 F 5%

Table 7 Contribution Rate in Learning Using New Features

REH FHER
pc-mean_red 6.81 %
pc-red -

op-mean_red 7.28 %
addr_mean_red 16.48 %
L1_inst_red 9.06 %
L2_red 8.98 %
pcl 11.14 %
pe2 30.07 %
pc3 6.74 %
pcd 3.44 %

£ 8 R & pc EIBR OISR & HE SR
Table 8 Classifier Creation and Decision Results After Feature
PC Segmentation

R TRV A X | AEREE | ERE =R
pc 14,970,397 329.77s | 94.40 % | 95.38 %
pcl-pcd 15,671,856 423.43s | 95.20 % | 92.31 %
pcl 18,224,987 323.04s | 93.60 % | 95.38 %
pc2 15,336,315 313.25s | 96.80 % | 93.85 %
pc3 19,058,555 353.68 s | 92.00 % | 92.31 %
pc4d 25,100,219 388.46's | 92.80 % | 93.85 %
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