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A Study on Anomaly Detection Method
for IoT using Isolation Forest

DAISUKE SUGATAY®  MASAHIRO IsHIT?'P)  SATOSHI MATSUURAZ®)

Abstract: In this paper, we propose an improvement to the anomaly detection method for IoT using Isola-
tion Forest. The background of this study lies in the widespread adoption of the Internet of Things (IoT),
where ensuring the security of all IoT devices has become a critical issue. This research aims to propose a
lightweight and fast anomaly detection system, particularly suited for small-scale environments such as home
networks, where implementing specialized security measures is challenging. The IoT-oriented IDS using Iso-
lation Forest proposed by AbuAlghanam et al. is suitable for this scenario due to its lightweight and fast
nature. However, it has two major issues: the need for manual threshold setting and the limited accuracy of
the anomaly detection algorithm based on these thresholds. To address these challenges, we propose a de-
tection algorithm that applies logistic regression to anomaly detection. Experimental results on two datasets
showed that the accuracy improved from 82.1% to 90.7% and from 85.7% to 94.9%, respectively.
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Forest # flVWTHRHMEBOREE ZHI T 5. X, &
DOHEEFED LA 10% %R, LT =&ty b Z2IEK
T 5. FEEITIE, scikit-learn DT 4 T F VU R AW [4].

® 2 RHEERFEOFUa—F
# Load training data
data, labels = load_data()
# Initialize Random Forest model
model = RandomForest()
# Train the model
model.fit(data, labels)

# Calculate feature importances

feature_importances = model.feature_importances_
# Select top 10% features

threshold = np.percentile(feature_importances, 90)

selected_features = feature_importances > threshold
# Create a new dataset with selected features

new_data = data[:, selected_features]
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# Calculate anomaly scores

scorel = subl.predict(train-data)
score2 = sub2.predict(train_data)
# Prepare training data
X _train = np.column_stack((scorel, score2))
y_train = labels
# Train logistic regression
clf = LogisticRegression()
clf fit(X_train, y_train)
# Apply to test data
test_scorel = subl.predict(test_data)
test_score2 = sub2.predict(test_data)
X_test = np.column_stack((test_scorel, test_score2))
preds = clf.predict(X_test)
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=2 I T4y 7 BAENICRKMT 572012,
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e
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No NSL-KDD UNSW-NB15
T—28 125,972 175,341
IEHET— 28 67,343 56,000
W8T — 25 58,629 119,341
R 43 45

I a— FEROFHMER 124 198

T, Accuracy XA TORTERINS.
TP+TN @)

TP+TN+ FP+ FN

Z 2T, TP & True Positive, TN (& True Negative,

FP & False Positive, FN (& False Negative Z 33
(2) Fl-score

Precision & Recall DFHIF-45% 7R3, Fl-score &

ToXTE#EZNS.

2 x Precision x Recall

Accuracy =

F1- = 3
seore Precision + Recall (3)

Precision ¥ Recall iZZNZNLUTORTEREINS.

TP
Precision = m (4)
TP
Recall = ———
eca TPLFN (5)
5.2 #ER
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£ 5 UNSW-NB15 TODE 5L DO MRER i 5

Model Accuracy F1

FHEEEIR L, BIEN— R 0.7506 0.7526
R U, 1R R T 0.8685 0.8666
FELEIRD D, BIfEN— 2 0.8216 0.8545
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Model Accuracy F1
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