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Building VMM on 2-Level Ring Architecture
Shuichi Oikawa
University of Tsukuba

Shingo Aoyagi

Most of the currently available embedded processors provide only two protection levels, privileged
and unprivileged, at most. On the other hand, the researches and developments of VMMs are currently
conducted mainly using the Intel IA-32 processsor architecture, which provides four protection levels;
thus, porting such VMMs to embedded processors requires significant effort and costs. This paper
describes our VMM that requires only two protection levels but does not sacrifice the protection among

the VMM, the guest OS kernel, and its user processes by “virtual protection ring”.
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