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Abstract: Social media have permeated people’s lives through information gathering and communication,
but their use risks leading users into serious incidents. In particular, the use of social media that post short
messages to solicit applicants for ”high-paying jobs” and use them as perpetrators of special frauds and
robberies, as well as the deception of money as registration fees, are widely recognized as familiar threats and
are considered problematic. The main countermeasure against such tactics is to pay attention to keywords
that frequently appear in posts leading users to commit crimes (e.g., “high price,” ”instant cash,” ”side job,”
etc.). In this study, we collected posts from short-form social media that are highly likely to be sent out
to induce people to commit crimes or online fraud, grouped similar posts into categories, and analyzed the
syntactic characteristics of each category, the presumed target persona, and the characteristics of the account
connections. In addition, we analyzed the relationship between the number of posts, the number of responses
for each type, and the number of accounts that sent the posts. The results showed that many posts that were
most likely related to crimes or online fraud had identical or similar sentence structures and wording and
that the posts were used as templates among multiple accounts. The same postings were mainly re-posted
by citation, but in some cases, postings were repeated by replacing words that limit the target audience,
such as the names of popular idol groups or "mothers raising children,” suggesting that the content of the
postings is designed to reach a clear target audience.

Keywords: Social Media, Harmful Information, Text Classification, Characteristic Analysis
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ERACORT. RPCBVWTAHY 74 VFHRE BT
ATREME DS @ VR [RISER] 0%, LIk o3 5 7]
REPEDY B RERRE [JE5R], FRLO W UTH LY LR Wik
TREE [Z Dft] DFNCHEIRZ RS, BRONEZRT 7N
M, 1) BETAEHENECHET 2887 LD [reward
/ locate / term / time / require], 2) ZHETIZHFDA
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® 4 F¥ S ~oL e oMHBERR

I-OVORR | BIER LR zofe
hashtag -0.26 0.15 0.19
mention 0.59 -0.57 -0.29
https -0.11 0 0.12
RT -0.11 0.07 0.08
reward -0.13 0.16 0.05
locate -0.32 0.27 0.19
term -0.05 0.12 -0.01
time -0.03 -0.01 0.04
require -0.1 0.02 0.09
gender_all 0.05 -0.06 -0.01
gender_both -0.02 0.01 0.02
gender_female 0.01 0 -0.01
gender_male 0.01 -0.02 0
age_all 0.1 -0.13 -0.03
age_both -0.03 0.02 0.03
age_middle 0.1 -0.12 -0.03
age_young 0.02 -0.06 0.01
money 0.11  -0.03 -0.11
physique -0.1 0.05 0.08
mind -0.04 0.08 -0.01
status 0.03 -0.02 -0.02

R Xv¥ar3B7hvy b, URL, BHi%kE) OFER
RRZ XL [hashtag / mention / https / RT] T® 5.

MBIREZ L 5 &, BIZERICE S 258513 [hashtag
/ mention] & D TIEDMHBE, [locate] & DHTEDIHE
HAHHN, JLIRICET 2R [locate] & DR TIEDMH
B, [hashtag] & DR TRDHEMAASLNT. —J7, ZOfth
DEHET 2HFRONE L HET ZHRITOVTDORHH TR
e DT, WINHHBERERSR SR o 7.

5. ER

51 FEUCEBXZzHETZIT7HV Y MOERE

F o4 VR ICEVWEED H 2 REEICB VT
BRIR T2 7h0 Yy s Al LR, o7y
VIR ORBEERELTHE ZEBHL IR - T2
HEDMFIME ORI HUERRIC L2 DT, #
BB OZVERAIRE L7 Y Y AP ESOREE
HERET 25532 MRS RALEEELE LD S
BBOT7Hho > ME, *v 54 VFERICEE S 2 &SRt
TRHALHBEEZRETT7 AT V3ERTE R o7
23, JUSRICREE T 2 R TP LR E R T2 7Y
VMNP RAEINT:., ZheoZ e s, F—U—FTH
H UGB D 7 5 7 >~ b OBDS D ISR 2258 W B3
DMHY, L5k OBEMIFREX Wiz THEFEM &2 HE
T57Hv Y MCERETUR, AL TEFERE LS
TEHAY VT RBRAITE BAMREEN D 2 v ER IR S.
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EMTEITIEL TV B A[REMES S V. — A TER oI
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Ny T a R RER, BXU—HOXERBIED 5 0IH]
RLTWREANZL AN FCA Y 4 Ve D
B D mWRRIC DWW TIE, BBOBRFE Tl —RT %
T L —ANZ LRI, SEROBRICENT LS
MRS, 1 XHTX—7 v F2REL, 2 XHMUETY
ANA P DOFEEZUDT, CRIWEKRHGESS L=
ARLBDERIC 2 5 5 4 MO HFERFI2ET 20 A S
Niz. SCRIHIF SN -BERL, Z2LOSREETLTH
AOHRICEET 2 DDNL L, ERRAD I —TRER
B, ¥ % > 7LoAETERE o BE R ¥ BRI O RE
ZREL TV, HEBERIIMEETE kb o2 DD, 3
FBHERIRIZT VI =1 Z2HVEDTDOTIIRL, SCRD
HEEZ DX =5y MZEbE LB XOM I Thbh
TWVWAAREERE VW BEINS. FRMBHoUE0H
BrRd 7L HOMBBERIREINZ b, A
74 VIR OBE D EWRFEIEEE N RO I
IV, A4 U TORBMERMT 3 X 5 R
RRENZZ NS, TANAL b REET 2 BIRK 4
OHEECHEHT 2 Z e DEMRER L R 2 [REMD D 5.

6. F&&

AIFFETIE, LIRRA > 54 VFERICIHE T 2 ARt
EWBHE R E SR SNS K D INES Tl L, B bE
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REMBRHERZRET 2 il ANBEZ TRIET 25804
¥ 74 VISR T 2 RTREME O MO IC B W T, R
W22 ELMEREI N, 2D b RIEFITERMPIES]
Vo R Z =Sy FEED, X—F v MZEDET
Ny T aRTPEETEF T — FEDLTOLZTHE
EINTWReHEPIING. 2 —FRER TSRS
S DD B Z e TR SN, BRI D SNS
KB BLFOFITHROFEEB XOF > 74 YFERADFH
X, ZOBEEWENGET 2AHLAMD THRRNZ 2, Hi
7o % — U — FADOX I ERE DR S .
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