Computer Security Symposium 2023
30 October - 2 November 2023

T T FHEREBEOME - BREEZFRBE LA VTIPS IVAD
InsEsEnIRE

Ff B 5LFR 12T paE TR !

BIE . A NROPFEICRAIR A 7 VP  AERIT, A AA—BRICEEET 55 5 DIRPF Y — R
L. =T BIEY, YA ASN—KEENE LEERERO -2 THDL. ATV Vo AERONEE L L
ToT 4 =TT =TT OS5, v = 7 ERE ORI E R B O T ERINEEIE RN T 5 2 L IIARFRED 1
OOHEERAMNTH S, v VT = TEREORHBO > B, Mk - HEEICESZ B ZHERONEEZRET S, BK
726 & VT L Y = TAERRE Ok « TRl 2 MR ED XL 5 2 b OhE T . AR TR~ 2 HhHEEFI A
THZ LY, =T = THERREDRENE L OFNICES W~ LT = TERE ORISR ZIUET S Z LN T
L. ZOFEIZEST, AU = TEREOROENRC, [REEOIAN—HROBEXE LOFEEHET H
DOMBIE R DIEREBDLZENTED. £, RO~ =76t L2 0 ETHIE LB A o125 =
LIk, vy = TERE OR—YE, FER—IEEHEERT A EHRE LCHATE, A4 —WREIZET 2 —oDA
VTV VAR DEZEZBND.

F—I—F T4 =TT TN, BEA LTIV

The method for collecting knowledge and skill of malware authors

Hirokazu Murakami'>*»" Masakatsu Nishigaki !

Abstract: All evidence related to cyberattacks is a source of intelligence that is essential for cybercrime investigations. Malware
is one of the most important evidence left by cyber attackers. One of the key objectives of this research is to establish information
collecting methods, within the context of deep malware analysis for intelligence collecting purposes, that focus on identifying
characteristics of malware creators. Among the features of malware authors, we propose the information collecting method that
focuses on knowledge and skills. To demonstrate what kind of information pertains to the knowledge and skills of malware authors,
it is presented specific examples. By using the extraction methods described in this paper, it is possible to collect information on
the capabilities of the malware authors and their characteristic information based on that. This method provides information that
can be used to infer the capabilities of malware authors and the intentions and methods of cyber attacks, including future ones. By
analyzing some malware with this method, it is possible to show the identity or non-identity of malware authors and it is considered
to be one of the intelligence about cyber attackers.
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