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Proposal of a Method for Realizing User Anonymity and
Identifiability/Trackability in the Metaverse, and Considerations on
Its Effect on Maintaining a Safe and Secure Society

Toshiaki Saisho' Shigeo Tsujii’

Abstract. The Metaverse is a cyber society where people interact and act digitally. Currently, it is mainly used in the fields of
games and entertainment, but it is expected to be used in fields such as business, education, and medicine in the future. On the
other hand, as the relationship between the physical society and the Metaverse (cyber society) becomes closer, the security risks of
the Metaverse will greatly affect the safety and security of the physical society. In order to maintain the safety and security of the
cyber-physical society that utilizes the Metaverse, it is important to construct a safe and secure Metaverse with sufficient security
measures.

The authors have been conducting research, arguing that it is important to achieve both anonymity and identifiability/trackability
of users in order to maintain security in various services and activities on the Internet. In this paper, we consider achievement both
anonymity and identifiability/trackability of users as one of the measures to maintain the security of the Metaverse.

Specifically, for the Metaverse that provides basic functions such as communication and transactions between users, we will
propose the structure and mechanism of the Metaverse that achieves both anonymity and identifiability/trackability of users in the
Metaverse. Furthermore, regarding the structure and mechanism of the proposed Metaverse, we consider on effects in maintaining
a safe and secure society by achieving both user anonymity and identifiability/trackability.

Keywords: Metaverse, Security, User Anonymity, User Identifiability/Trackability, Linkable anonymization, Blockchain service
Infrastructure, Secure and Safe Virtual Asset Transfer Framework, Decentralized Identifier
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SSIF : Self-Sovereign Identity-information Framework
ASF : Application Service Framework
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