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Abstract: In this paper, we propose a hardware-Trojan (HT) generation method utilizing reinforce-
ment learning against random-forest-based HT detection. The proposed method learns how to change
the parameterized HTs so as to minimize the HT detection rate. Experimental evaluation results
confirm the effectiveness of the proposed method.
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2 fan_in_ubd1 22 faninb

3 fan_in_u4d1 23 in-flipflop-3
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5 fan_in_u5d2 25  out_multiplexer_5
6 out_nearest_multiplexer | 26  out_flipflop_3
7 out_nearest_flipflop 27  fan_in_u4db
8 fan_in_ubd3 28 in_flipflop_2
9 fan_in_u4d2 29 fan_in_uld4
10 fan_in_u2d1l 30 fan_in_u4d4
11  in_nearest_multiplexer 31 fan_in_u3d3
12 outflipflop_5 32 fan_in_u3d2
13 outAflipflop 4 33 in_loop_4

14  in_nearest_pin 34 fan_in_u2d2
15 fan_in_uld5 35 fan_in_uld3
16 outflipflop-2 36 fan_in_uld2
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20 in_flipflop_4
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