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Investigation on Fake Shopping Sites via Web Searches
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Abstract: Theft of users’” money and personal information by fake shopping websites is becoming increas-
ingly serious that countermeasures are required. Although there have been studies that focus on detecting
fake shopping sites, few studies have investigated how users are redirected to these websites. In this study,
by analysing the web access logs of real users, we investigate how users are redirected to fake shopping sites
from web searches. We first extracted URLs displayed on search result pages using Web access logs of several
hundred active users. We then detected fake shopping sites by using a web crawler to access to these websites
and by finding features such as redirects. As a result, approximately 5% of the search result pages contained
the URL of a springboard site that redirected to a fake shopping site. In many cases, springboard sites
appear around the rank of 20 in each web search results. Furthermore, we confirmed 26 cases in which users
were actually redirected to the fake shopping site. The user behavior before reaching fake shopping sites
and after reaching the sites shows that the user was trying to obtain the product and its information and
accessed various sites including those they had never visited in the past.
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Table 1 Example of a behavior redirected to a fake shopping site via web search.

7 7+t 2 Hig 77k R V7577 R=VBB XA T R-IBBEHT
(1) 2023/06/15 22:06:16 Google #iZ& (1 fii~10 fi7) google form_submit —
(2) 2023/06/15 22:06:22 YavEryr¥ 4+ X (217 google link —
(3) 2023/06/15 22:08:21  Google HZ& (1 Hi~10 1) Web ¥4 b X form_submit forward_back
(4) 2023/06/15 22:08:37  Google % (11 fii~20 {if) google link —
(5) 2023/06/15 22:08:56  BEAAY A b A (17 i7) google link —
(6) 2023/06/15 22:08:58 B> av 744 b B “ABTA M A link client_redirect
(7) 2023/06/15 22:09:39 Google #% (11 fii~20 fi1) google link forward_back
(8) 2023/06/15 22:09:43 ~ Web ¥4 b Y (16 i) google link —
(9) 2023/06/15 22:11:56  Google 8% (11 ii~20 fif) google link forward_back
(10) 2023/06/15 22:12:30 Google IZL 2V X AL+ google — —
(11)  2023/06/15 22:12:30 ¥ av ¥ 7% A + Z (ENAH) google link server_redirect
N5 26 DT 7 REET Web REIEHTH - 72
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SavbrIH A MI—YRT I A LD HAEIRM
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BRI OV TOEREZ BV LT 2 2 —FOLBEH K
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YA FADT IR RICE ST EZ NS,

54 B avEYIHA MABBELEERITHOES
Bhavy By 794 MALEIELRRTHOHEHZ
R 1LICTRT. Web727t2827D URL ICITEH~YRAX >
TRIToTT7 7 REE L TRLE. $£72, Web ¥ A A
D7 7 AFEFE LTRRER (BF) XAl —
HOMBITHNZBWT, Google RICHW?Z )37 —
V7 PC OEGERS Y Bbh 2 XXFHT, 5 HOMKRE
TRBVWCRI—=THo7. F7z, (1) 25 (1) FTDOT7 Y
2 2DZXTID ZE—THo7=. (8) KU (9) D2HDY
2 ADRTIDIEE—THH (1) »5 (7) FTO7 Y
LRADXTID L3R 3), kA2 7IDE (1) 25 (1) F
TO7272ADERTID THot-. THZ, 8) Kk (9)
D7 7R ABThbNIEZ T (1) 26 (1) FTO7 7k
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6.1 MEMHE
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6.2 I—H{RFEICEITFT-IRE
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