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Towards the Safety Checking of Linux Kernel Drivers Written in Rust
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Abstract: Rust is one of programming languages advocating to realize memory-safety and memory-efficient
programming. It has been adopted in several important foundation system such as OS and Web browsers.
Linux kernel since version 6.1 supports to load kernel modules written in Rust. In this paper, in foreseeable
future such that many Linux kernel modules are written in Rust, we reveal what kind of vulnerabilities may
be contained in such Rust kernel modules. We review the ownership and borrowing of Rust, then clarify the
safety ensured by Rust and its assumptions. These assumptions gives some of conditions for Rust unsafe
code to satisfy. As an example, we will check the experimental NVMe driver proposed by the Rust for Linux
project, and report some results. We found a risk that some kind of memory vulnerabilities will be left as
only using safely provided Rust interface without any unsafe code.
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1 fn main() {

2 let mut v = Vec::new();

3 v.push(1);

4 println! ("length: {}", v.len(Q);
5  process(v);

6 //ERROR: v.push(4);

7}

8 fn process(v: Vec<usize>) {

9 v.push(2);

10 for x in v.iter() {

11 println! ("element: {}", x);
12 //ERROR: v.push(3);

13 +}
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Fig. 1 An example code in Rust using Vec.
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—LRVE 31 A XZIELLEHET 2 (dma.rs:90).

%7, DMA MU ZARMAT, EYOREBEFET 5.
BIZIR, read XY v FiZ, RFOREZFFS4 LEHDLH
Be LTTY, @ilNED 25813, LORAADRA V&
H7 wrapping_add T7 27t AL T Some (v) X&KL, £5
TRWEEIE None ZiKF (dma.rs:164). T I T, KA ¥
RBMDHIDIAATHEZ N Z 21, %4x®ﬁﬁ#£b
WZ ¥ ¥, dma_pool_alloc 2MR L7z Y KL RIZH A4
R RLIZE BT —N=Ta = SRV API
PRATREFREDL ST B, MOFAEFZZITIAY v
FiZoWTsH, FRRICHRETEZS.
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4.4 DMA kY 7ILOREIKINZ

try_alloc BIHIX NVMe F 5 4 N EEITB WV
T, setup_prps PAEIC BT % 2 & H & L » M
XA 72 W (nvme_prp.rs:{72, 96}). DMA + U L i
CoherentAllocation<T, A>HI¥ LTT v &N, drop

XY v K THYNC dna_pool_free 2SMHEN B2 EEITH 2

ZHBH 5T, ManuallyDrop % ¥ ScopeGuard BTl
Jij, DMA + U 7O 2Rl 2 IO LT, 2%&
FREFFMTER LTV S, FUICEII L7z 5, drop X
Vv RHBFEHINZ N X 51T ScopeGuard: :dismiss XV v
FZFEH LT (nvme_prp.rs:135), FEITHRIEZITS &5
123 %. XoT, setup_prps % unsafe 70 v 7% &
205, DMA b ) PVOFAEHEET NV ZEBL TV 5.

DMA &7y 7 7NAL AR T4 NOBEKRZE U,
DMA UHAE T L & ZIZRZITO D EEZHNS.
FFaxXxy b LTHUEESATWRWD, R TI,
UrDODYV I TAMETY 22 b (blk_mq_queue_data #§
JER) 13 blk_mg_ops @ queue_rq X Y v FAJE X4, UL
DT L7, B x5 ¥—[E721) blk_mg_ops D complete
XYy RIZEEINDZHDLRET 5. Lo T, queue_rq
XY v Fh 5 complete XY v RADD x5 ¥ 1 HDER
ZEZIRWV.

¥ 313, setup_prps THELRUEIZBWT, =7 —2%
AT, ERRQV IR IR ITEINGEEER5S.
DMA ™V 7V prp_list ZHRT 2 BERDOEHE L H 4
WRT. KizBWT, ZARKHPZRE R, MAKEIDE
Dar—Ik32RABRERT. B (@2@) D05 I1%A~
EBEIN2560, HOav—taiikE 57D, WAKHIT
FHILT-. £7, DMA bV 7L % 1 ManuallyDrop X
ScopeGuard H{KId CoherentAllocation MER7Z1) 2 FF
DHDEAREDZND, AT EODICER L. 11,
Tuy 2 1/0H TYAT LI EBMHEDE WD, Tk D
L7 CEEBTER)P o7, XDRERT— X2
T 57012, PRP VR F25E|L T, pages FIFINKEM L
TV L (nvme_prp.rs:95) OMEIFEME L 7-.

REDZLHDOFNL, ROBEDTH .

@ try alloc MZMUHL, DMA P L EED
prp_list: CoherentAllocation<T, A>%ZHERT 5.
alloc_data? DMA 7—LADRA > X T, cpu_addr
DR L 72O 7 K L A, dma_handle 2SXYI%
3% DMA N> FLEHED.

O OOTUHLITTH S setup_prps BHEICEBWT, 7
By 27 1/0% TR T ABHBE LT — XEEH D
Ny 7 7 OEEH md. sg ZHER L 72N -7 5.
Dt %, DMA bY FLEEEREADREIN, R
7 F L A md.pages [0] ~\, DMA > FLIEX NVMe
DV TR ba<y K cnd.prp2 MUAENLS. DMA
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T=NAANDRA Y RE, FNAAREXTI =27 v Do
FIELLEDHEEINS /=D, ZOBINIEKT 5.

® OO LITTHS queue_rq XY v KT, pdu %
WS 5.

O VI PRETLES, 7y Z1/0OF T AT A
I2& D, complete FAXIDIEIXN 5.

@ 7 XEEMDOANY 77 DOEH nd.sg F RIS % 72
®1Z, dma_unmap_sg B ZM ST, 2o R X
pdu.sg_count 226H D LTWE70, @b, IE
UL R Z NS 2 e hibh 5.

® PRP VX FZEMKUT 277291, free_prps HHK
(nvme_prp.rs:12) Z MO S, md.pages 2 HELY %
BOH L, pdu.page_count 25 R X%, first_dma
25 DMA N> F)L%, dma_pool 2> HHEfRITD DMA
T ERHOHLTWE2D, @&D, IEL <RI
HEMSHTZebhrs.

mP&IZ, setup_prps THERLEIZBWT T T — 2374
34U, ScopeGuard::drop XY v FIZX D, free_prps
B s h, ZRLANCHER L7z DMA Y 75
ITRTHEINERENS., MELD, ZhdbldFwLICELD
ANFTORMMEERVA, O TIFTAEE T IC
WS e nns.

4.5 DMA 7—I)LDO%7FHIM

DMA 7 — L% & DMA F VU F LV 2 MR T 3
BA%IX, pub fn try_alloc(&self, atomic: bool) —>
Result<CoherentAllocation<T, Self>>Y HE XN TV
% (dma.rs:107). AT, R EOLEFHD DMA 7'—
LNOEFIAMCHIB X A v T, DMA 7— 1 O47FEH
22T, WARLZDMA MY SV ERRELET S Z
EMRTETCLES. EBCHELREHa-FZ2HELL
¥ Z 4, Rust ORIBE T @E 23, EIT3 52 DMA +V
L DRREFIZ, DMA F— L DAY > ay 7 %3 T
T, KASAN MERERMERZRIM L. Zo L5, B2
BAYRT 2 =R FEHAVT, DMA 7 —)L DS
HAEBIESREITZILNTES. S5HD NVMe KT 4T
2D LD RAFARX = VIZRDT oo 720, 51,
unsafe 2 — F 2o T\ o, BREMNESRD, ¥
IOFHLTHELTH S, LIFFVWIIhRL LS.

fRIREE r LT3 21X, DMA 7= V47 2a
ZRDIEDITH 5 CoherentAllocation I[ZAEFFHAM %
{135, pub fn try_alloc(&’a self, atomic: bool)
-> Result<CoherentAllocation<’a, T, Self>>& ¥
RV, ZAuckb, DMA Y- L o4AF 2 B2 T,
ROEE 72 DMA MY I REL X5 &5 5@z
BEICED, RTFINCHRAITE 5.
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5. &R

AEBEOMBEMREEE X, 5% Rust THWT, Z&I
Linux 7 =3V F 74 NEHRET2I121E, 5 TRENE
HL, ##88r Lwv. g, FrEEE T VIS SREF
#1%, Linux 71—V KI5 A NIZR - FE TR W29,
0S % Web 77 UV EDEBS AT LFEDOLA TV 2
FEBR /O WIS T 2 RETHIEHE 240 557
A9,

5.1 DMA /\> RILO#ERIL

DMA b VU 7L CoherentAllocation<T, A>T Y LT
HRILXNTWBD, NVMe F 74 NTEZOHE % DR
L, DMA N> R ZBICRHSEUBEII Y LTS, 2
U XD, DMA = RSN/ PRP Y A RS D
KO RBNTHRMEINZ D EBIT 2 Z 2 HRE Y 725
72. #lZE, DMA N> R EEERKcar itk b,
B 2 BBy XBITE 3. F/), WYIR7Z7EHITED
FEEMET 2%, Rust OB X7 L4 %EH LT, DMA
AN EADUT Y ZICESWERENAREL 25 X512,
AR BETE L1255,

5.2 d—=INyIA1227 1— DRI

Ty ZTNAZAD APIIEa— ANy JHITHB7-9,
=Ny ZDETUHEETIZ, DMA N FAZEDE
W5, Rust DBETHZ ZehshbhTlES I
T SR FERAICIE, async/await IZ& D a—L
Ny ZEEEIRLL, FERERUEE ERICE TS LD
W AAMEBMETINTVS [15]. Lo LRads, BiK
D DMA F—1DA &7 x—R%, DMA 7—/,L ¥ DMA
b U L DIERICE T 2 HANCIED RV, AFR TR
L7z D, async/await ZF|HLTd, “eka— K%
FF B3 BReRWV. k5T, DMA M) FLOFHEHEE
TV Ei U7z async/await DRREIDBHEL L D725 5.

5.3 fRIZAVECHE

AFETH 572 NVMe F A4 NERXA4 V54 A< —
TEINTWARW [7]. £ o T, Proof of Concept EBZFEDHE
FICNT2BBOMEISRE T, EHERITBT 2083
WEEBZTWVS. LLAARMXY, SHREAFESNATHT
H 255K 47 Rust TatihE iz a— FOReEHEREICS
WTIEHTE 2 MR 2Rt T 2 b D L WIfFd 2.

6. HBHOHIC
AHFXTIE, OS  Web 75 U HEDHMES X7 1D
Rust I2& o CTREBR XN THRBOLBRE W L. FiEHE

CEROBERIC LD, Rust 2MREET 2 M T 2GE
PSP YD, unsafe 2— FOMESHGZEH TE /.
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rq: mq::Request
pdu: &NvmeRequest —p pdu: NvmeRequest

direction: AtomicU32 = DMA_FROM_DEVICE
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© queue rq

® setup prps

sg_count: AtomicU32

—» md: MappingData
sg.len: usize

page_count: AtomicU32 sgl]: scatterlist
first dma: AtomicU64 ® prp_list: CoherentAllocation<u64> page: [u64; 512] . 3
cmd: NvmeCommand sgll]: scatterlist
dma_pool: Arc<Pool<u64>> alloc_data: Pool<u64> el
mapping data: AtomicOption<&MappingDatas> Prp2: ubd  — o dma_handle: u64 111 s l.e'"'. teize
%
cpu_addr: *mut T pages[0]: usize

pages[1]: usize
pages[2]: usize

(A) V7 TR+ D4R (queue_rq BI%Y)

g .. @ complete
rq: mq::Request © fn dma_unmap_sg
sglist: &mut [scatterlist]

dir: u32

pdu: &NvmeRequest —p pdu: NvmeRequest

direction: AtomicU32

sg_count: AtomicU32

page_count: AtomicU32

first_dma: AtomicU64
dma_pool: Arc<Pool<u64>>

md: MappingData
sg: [scatterlist; 127]
pages: [usize; 3]

6 fn free prps

count: usize
mapping data: AtomicOption<&MappingData>

T

pages: &[usize]
first dma: u64
dma_pool: &Pool<u64>

(B) VZZAT+D5ET (complete BIEY)

4 DMA VY 7 prplist 2T 2 REEDEE
Fig. 4 Propagation of each field in a DMA triple prp_list.

72, PTEMEET LEHKETL, Rust for Linux 7ay =z 2
b (7] CHRBEE XML NVMe F 54 5 (8] 22 L.
ERZ, unsafe 3— FZFHAT 222, KL% Rust
oA > &7 2 —2ADHEHANT, DMA 7 — L DEIE [7]
FHZBIEETILDTEZ 2 bERL, ZOBEH

oy — i
FEHRLT.

Linux 1 — A VBFETIX, unsafe 70 v 7 DEEMIC
M 2axXxy bERIL—ANDZ 9. CSETIR 9
N7PFOa— R e HAEHA X5 729, sanitizer DFIH
HEFE L WA, BFEE T Rust 2T E V. 51413, 10

unsafe 71 v 7 DEEMEEHIMIHE T 272D DI
bRDOENDIEAS. RXDOFFERET ML, FDLD
BWETERTNEEME GRS, AR, Rust 2 (1]
W R EAE S 2T LR R ER T 5 72D O

~, BAENGRRESEZ 5 e 28T 5. -
12
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