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Vulnerability Evaluation of Timing-errors on Register Write
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In this paper. we evaluate architectural vulnerability factor (AVF) focusing on timing errors. We evaluate
AVF of register writes by simulating the errors in the Monte Carlo method. Based on conventional discus-
sion of AVE, several novel features such as bypass effects and timing-error characteristics are introduced
to the experiment. The evaluation results showed that 80% of the errors are masked by bypassing, and the
light weight WAB reduces AVF by 1 or 3 orders of magnitude, We also discuss the desigh optimization
framework using these AVFs for typical case execution.
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