BRLIEFRRERS

Vo0l.2023-DPS-194 No.60

Vol1.2023-CSEC-100 No.60

IPSJ SIG Technical Report

RTELBHEENRIEZHFH DO TEE Y TILOXRE

M SCURL) R AR i T2

BIE . Trusted Execution Environment(TEE) 1&7 7 — 4D = 7% 0S & W o 7o H S X7 ANOREMIE
WERET 2 e 2 HN Y LRBHERESNTH 3. EATHETE, TEE 7 —F 727 F v D—DTH 3
Arm TrustZone ZN—2R & L TR E VLML NRFR W 5 BEEZE FHNCEEH L /2 Baremetalisp TEE,
BLUZD TEE O API EFHASFETH % BLisp ML L. T HIMER L7 BLisp D2 — F% Coq IZ
b ¥ R4V UG AIRGEE D ATRE R FEZ 1R R L7z, TEE IO FRBEEREI AT % Trusted Platform
Module(TPM) F X 138D 2—F —DPHHIC X 2V 7 1 EHREMETE 2 Z e R LTHE TN
%733, Baremetalisp T3 E DS 3E BLisp Z W TW 3 7= OHEIRT X 2 HEEICHIRAFEELTW:E. 22
TS Tld Baremetalisp Z#5 L TW 3 Rust 70 5 B#% BLisp NHAAABRREICT 2 Z 212k - T,
FRIsREREDILIRME 2 B Uiz, HAAABBICOMRRDEH T 2 23 TE, XEVLZ2%E L IBAR
ZIEL S ZLRFE LD DR ERHKAE T v 77— M A3A]AEL TEE Shell 2B L 72,

F—TJ—F ! TEE, Coq, JEXMGE, Batt, HRR

Abstract: Trusted Execution Environment(TEE) is an isolated environment technology to protect sensitive
data in infrastructure systems such as firmware and operating systems. In our previous work, with the
concepts of memory-safety and effect system, we developed Baremetalisp TEE based on Arm TrustZone and
BLisp, an API definition language for TEE. Furthermore, we proposed a method to enable formal verifica-
tion by transpiling BLisp code to Coq. Unlike other isolation technologies such as Trusted Platform Module
(TPM), TEE enables users to freely build security specifications. However, due to usage of its own language
BLisp in Baremetalisp, this system has limitations of extending the functionality. In this study, we realized
flexible extensibility of the functionality by making it possible to embed functions into BLisp from Rust,
which constitutes Baremetalisp. By allowing effect system to be applied to these functions, we created a
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Implementation of TEE shell with safe extensibility of functionality

TEE shell that guarantees memory-safety, formal correctness and secure function updates.
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Bool
"($T)
[$T+]
$TFUN
$TDT
$TID

$TFUN = ($EF (— ($T*)$T))
$EF := Pure|IO
$TDT :=
$TID
| ($TID $T+)

$ADT := (data $DDEF $MEM* )

$DDEF := $TID | ($TID $ID*)
$MEM := $TID | ($TID $T*)

$DEFUN := (SFEX $ID ($ID*)$TFUN $E ) |

$FEX := export | defun | extern
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V—2O—FK 2 =rzurfuviFEEd
1 // XZ7udEUrHL

2 use num_bigint::{BigInt, ToBigIntl};
3

4 # [embedded]

5 fn test_a(

6 id: BiglInt,

7 id_list: Vec<BigInt>

8 ) —> Option<String> {

9 if id_list.into_iter()

10 .any (x| x == id) {

11 let new_pw = get_pw();

12 Some (new_pw)

13 } else {

14 None

15 }

16 }

17

18 // <7 uDRERER

19 fn test_a(...) {...} // &M

20 const TEST_A: &str = "(extern test_a (->

(Int \’(Int)) (Option String)))";

EMTZE%. Baremetalisp & BLisp (&2 ® Rust ZFH W T
W3 ZICko THZL TEE 2 EB L TW5s. $i,
BLisp I3 €Y 2 — kX TWa =9, o TEE g%
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Uf Baremetalisp D & & 7% 2 EREIL A 218 E T 5.
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RAGHEAT 22D TES. AMERI AT LT, AN
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TBLisp THWS Z N TEL LS5 ha— FEAERT 2.
Z ORI T, ~7uz@HT 2B LR L —
FTHZsyn 7L — b & quote 7L — + 2FHT S, &7
L— 1t DERKEI L LT, syn ZL— MIATTa— RO
#r, quote 7L — NI a— FOEKEZH->TWS.

V—2a—F 2w 27udANE X CEMERZIEH
$5. 22T, IDEIDVYRMEALELT, LY
A MCEZY ID 235 2 B3 8 S A7 — REFRE L
Some TH 7ML L 723 FF 2R L, 723 3Ud Option &Y
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