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Abstract: In recent years, smart contracts utilizing the Ethereum platform have attracted much attention,
and smart contracts are increasingly becoming targets of cyber attacks for the purpose of stealing cryp-
tographic assets. One of the emerging attack methods is to intentionally deploy contracts that appear to
contain vulnerabilities but have bagdoors, thereby luring other attackers who are targeting vulnerable con-
tracts to steal cryptographic assets. These are called smart contract honeypots(henceforth referred to simply
as contract honeypots); Torres et al. analyzed contract honeypots for the first time at USNIX Security 2019
and reported on their detection methods. In this study, we target eight types of contract honeypots organized
by Torres et al. and clarify the damage status of each of them. We also analyze contract honeypots focusing
on the arguments of the money transfer process of contract honeypots and discover a new type of contract
honeypot.
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0x1be0b... 0x68af0... HSU CashOut 2019/5/29 17:35 0x7d902...
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