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Proposal of Secure and Safe Virtual Asset Transfer Framework
(SSVATF)

Toshiaki Saisho™! Shigeo Tsujii* Kouichi Sakurai™

Abstract. Cryptocurrency assets have become a major social issue due to the rapid increase in their use in various crimes such as
money laundering, terrorist financing, and settlement methods for fraudulent and illegal transactions. The cause is that many crypto
assets, not limited to Bitcoin, have adopted a mechanism that can ensure strong anonymity of users from the viewpoint of protection
of privacy and personal information.

In order to prevent and deter the use of crypto assets for various crimes, the Financial Action Task Force (FATF) under the OECD,
announced the 2019 FATF Recommendations (FATF Standards) that defines the role of VASP (Virtual Asset Service Provider).
VASP should confirm, record, and share the user information between VASPs. It is called the travel rule. In 2021, the travel rule
was further revised, requesting each country to take measures to prevent and deter the use of crypto assets in various crimes.

This paper points out the issues of the current FATF recommendations and travel rules as measures to prevent and deter the threats
and harmful effects of crypto assets on society. Furthermore, we propose the SSVATF (Secure and Safe Virtual Asset Transfer
Framework) that enables safe, secure, fair and equitable crypto asset transfer with the aim of overcoming the issues pointed out.

Keywords: CryptoAssets, Money Laundering, Terrorist Financing, Anonymity, Specifiability / Traceability, FATF, Travel Rule,
Virtual Asset Service Provider, VASP, Secure and Safe Virtual Asset Transfer Framework, SSVATF, W3C, DID, VC, VP, National
Authentication Framework, NAF
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