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On Automatic Repairs of Vulnerable Regular Expressions

NARIYOSHI CHIDAL'®)  DAISUKE YAMAGUCHI?:P)

Abstract: Regular expression denial of service (ReDoS) attacks are DoS attacks that exploit the behavior
of regular expression engines and lead the running time of regular expression engines into a stalling or DoS
state. Due to the widespread use of regular expression engines in practice, ReDoS attacks are a significant
threat to our society. To rectify this situation, existing work has studied an automatic repair method of
regular expressions that are vulnerable to ReDoS attacks. The automatic repair method is based on breadth-
first search (BFS) and therefore it may generate and store a lot of candidates for the repair. From this, the
BFS-based repair method may consume a lot of memory to store the candidates. In this paper, we introduce
an automatic repair based on iterative deepening depth-first search (IDDFS). In the case of IDDFS-based
repair, the number of candidates for a repair is at most the depth of the recursion by the search. From this,
we expect that the change of the search strategy positively affects the memory consumption. We conducted a
comparison of the BFS-based and IDDFS-based repair methods and confirmed how the change of the search
strategy affects the memory consumption.

Keywords: Automatic Repairs of Vulnerabilities, Regular Expressions, Regular Expression Denial of Ser-
vice
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1: procedure IDDFS(r;, P, N)

2: limit =0

3 answer = failed

4: while answer is failed do

5 answer =DFS(r;, r;, P, N, limit)
6 limit = limit 4+ 1

T return answer

8: procedure DFS(r;, t, P, N, limit)
d =distance(r;, t)

10: if d > limit then

©

11: return failed

12: if pruningByApproximation(t, P, N) then

13: ¢ =generateConstraints(¢, P, N)

14: if ¢ 3782 A]EE then

15: answer =completion(t, ¢)

16: return answer

17: nztoPcHs 0oKET5.

18: for jin 1..n do

19: for cmp in Components do

20: t' =replace(t, j, cmp)

21: result =DFS(r;, ¢/, P, N, limit)
22: if result #failed then

23: return result

24 m %t ZMNT AHETORE T 5.

25: for j in 1..m do

26: if t © j OEE % O ICEEATHE then
27: t' =addHole(t, j)

28: result =DFS(r;, t', P, N, limit)
29: if result #failed then

30: return result

31: return failed
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BRERR KD b KIRRLIR X B RER D 17 DS FATHE DS H
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