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Malware Classification Using Ensemble of Static Characteristics

TUAN DAO VAN!2) Hirosui Satol?) Masao KuBo!© YASUHIRO NAKAMURALD)

Abstract: The threat of malware has increased significantly in recent years. Due to the increasing number
and sophistication of malicious programs, traditional signature-based techniques can no longer detect new
malware variants. Although malware detection rates have improved as detection technologies have evolved,
it does not remain easy to classify each malware by family. Traditional analysis methods require many
temporal and spatial resources, while machine learning can solve this problem with fewer resources. In this
study, we provide an ensemble static characteristics set including opcode and register for malware classifi-
cation using standard machine learning algorithms. Then, we could classify real-world malware with higher
accuracy by applying dimensionality reduction to the feature space. Furthermore, we found that the selection
of appropriate features has a significant impact on the malware classification task.
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Fig. 1 Overview of proposed method
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Fig. 2 Sequential Forward Selection
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Table 3 Accuracy of each malware classifier

K (%)
2= WA RA-RE VYR
Ty ERERT LY ARI— KLY AL A REvTAx
(RFECEIR)
k-NN 98.77 98.21 98.71 98.88
Nearest Centroid 80.55 70.88 81.16 90.78
SVM 98.55 95.19 98.38 98.60
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Table 4 F-score of each malware classifier
F-score(%)
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FRa— R LYALR FRA-REVIALR e },\ . IR
(HFEOEIR)
k-NN 96.10 94.54 96.01 96.68
Nearest Centroid 66.43 45.44 67.01 67.85
SVM 94.86 84.61 94.40 95.30
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