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Optimal Remote Adversarial Patches are NOT Rectangles

KENTO OONISHI''®  TSUNATO NAKAT!

Abstract: This paper gives an analysis of strong remote adversarial patches on Convolutional Neural Net-
work (CNN)’s object detection. Adversarial patches are one of severe threats for CNNs. However, researchers
have mainly considered rectangle adversarial patches, and an optimal shape has not been fully considered.
This paper gives an optimal shape of remote adversarial patches based on Oonishi’s diffusion model. First,
we show that an effect of adversarial patches spreads almost concentrically. We then show that remote
adversarial patches with a part of a circle give strong effects on the center of images. We also propose an
algorithm for calculating optimal remote adversarial patches. Our algorithm’s output is a part of a circle,
which is the same as our theoretical analysis. Moreover, an average detection rate is 9.27%, which is lower
than 12.81% by previous rectangle adversarial patches. Finally, we show that adversarial patches generated
dynamically is a part of a circle.
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Table 1 YOLOv2’s CNN for the VOC dataset

Layer TANE—H  TANE—DHFA X RPFAF ANH4 X HihH4 X
0 conv 32 3x3 1 416 x 416 x 3 416 x 416 x 32
1 max 2% 2

416 x 416 x 32 208 x 208 x 32
208 x 208 x 32 208 x 208 x 64
208 x 208 x 64 104 x 104 x 64
104 x 104 x 64 104 x 104 x 128
104 x 104 x 128 104 x 104 x 64
104 x 104 x 64 104 x 104 x 128
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52 x 52 x 256
52 x 52 x 128
52 x 52 x 256

2
1
2
1
1
1
2
1
1
1 5
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1
1
1
1
1
2
1
1
1
1
1
1
1

26 x 26 x 256 26 x 26 x 512
26 x 26 x 256
26 x 26 x 512
26 x 26 x 256
26 x 26 x 512
13 x 13 x 512

13 x 13 x 512 13 x 13 x 1024
13 x 13 x 1024 13 x 13 x 512
13 x 13 x 512 13 x 13 x 1024
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. . . 1
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1
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XD, (0,0) DEFHFTH B (z,y) ITDOWT,
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Fig. 1 Effect values on the central 96x96 area R
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T, YOLOV2 7=V Y7 ETIE, EREI A4 XZHREEL,
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Z5.
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48
3 (- getr—i) = (- Zo-2y) vn
5. £oT, F(z,y) x—EMHL T2 &5 REGRIZ,
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I pixel DBV E L o TW0WB L 2 HIT, ZDEEGHR
1%, (208,208) ZHLEFARLME R >TWVWS.

2 DO 96x96 DRI R N LTI EbaHont i) patch
Fig. 2 Strong remote adversarial patches for the central 96 x 96

area R

4. WRMR 2: BALERBOTE patch D4
7LV X LDIRE

AHITIX, BOMH patch DIEECEF L 2RI L, 584

72RO patch DR 7 LTV XADIRERITS. &

FTIRET 2 73V XA, BOTHY patch OECEHED

FHE (4.1 7), HOSHHY patch DAERR (4.2 #) @ 2 BHRIC & -

THOSHY patch 2R 21T S .

4.1 BOHE patch DEEHEDETE

%9, B EFEHD, BN patch OFELE S IEDOFIET
X, Y ONMBICHTY patch ZEIE TIUZR W EEE
75. BRI, UTIC& T, BEREEH D&Y
patch DECEEZFHE T 5.

(1) MONHY patch DXNR%Z 5 2 2 IR EZIEE S 5.

(2) % pixel IZOWT, fREHEBICE 2 2B EO GFHE
ZEtE T 5.

(3) Bty patch BLE T & DEBICOWT, HEEOAF
ERREWVIZI DS, F8EINBUTH 5 £ T pixel
ZEIRT 5.

22T, ARTIE, AiHEiFERE, B patch ORIRZ 5 2
2 IR DD 96x96 B TEHIL R 55, 72, W
X patch BLEFE O, BEFEFSE (6] L FRkIC, S =
{(2,) | (0<2<104V311 <2 <415) A0 <y < 415} T
ERINZHEBS £ 5.

D EoFEAFEICI D& U, S RICH L THRA
T2 RFREON Y patch 1%, K2 D@HTH 5. K 2 DECHH
patch 1&, (208,208) ZHuDL & 3 % ¥ S OI@EER >
Thdewzd. EBE, EAOBTHY patch # O,
(103,109), (70,208) , BT (103,305) D= %iF-> T\ 5.
ZRER, (208,208) 25 DEEREZ, 144.3, 138, KTF147.1
50T, PLHEDRIEDR o LR Z-oTWEH D
D, KEEIDHE AZLTEW. LT, HifioMg
MIREHTIZIES TH 5.

4.2 BT patch ICK 3MFREEROEIL
R, PLETEE L ZHBOHHY patch OFEBIC B WT, B
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XY patch AR ZITS . ARFEEETIX, Oonishi & DRERF
5% (6] AT <, Saha & DHEZE 8] ICE D W THUNK
patch 24K 5. BRIZIE, 2 OBLEHFIRICLD,
2TD RGBEN 0 TH ZIREHL S EF ML

(7 7 Z{#) + 0.01 x (NPS)

HEvMET % 2 & THONEY patch 24K 3 5. 7238, NPS
HOfEHIE, Thys & DFEHE 10| KESVWTHREL . %
7o, ARAO RGB X, #H 256 BFEH % RGB %, 02
510y Y LETH L. 2D LT, ERL
ToHONHY patch ZBLE U 72 FR O IR 2 k3 5. 7«
B, PRI,

(1) HHE{RIZDWT bounding box 2 FXRTEREL, &K

DR 2 8

(2) (1) THRLABEROEL LHE
IZ&oTEtE L.

EEFERIZ, R2DEDTHL24EB, & 2D average
13, £21ZH25%7 7 ADREROMA T2 W - AT
H5. ARFFLTHER L ZZHONHY patch (&, BEFIFZE & g
L7208, MHEBEIRR L TWARWI S 2EH2HDD, F
B RIE 12.81% 0 5 92T T L TW5. Ko, K
2 CHERL L 723Z= FRHON B9 patch 1%, BEFERFZET 10%D
BMHEREBZ 2275 22250 TIE, BERETIF3 81
L TW3. Lo T, AR TIER L 72 iE @iy
patch &, BEFIHZEDZEMRHONI patch & D 5871 TH 5.

5. BRZTELR 3: EIRVAUZEFREN Y patch DX

Hifi £ TlX, Oonishi &HMEZ L 72HOTHY patch 1RO
LR 7S E D W BRIV RN 2TV, Bl A O
patch DEEETEIZ OV THERI R 21T o T & 72, R,
Hiffi £ T, ET A2 HRMEINFIRMICED,
O 72 HONHY patch ORELEEZ HRTICED 5 Z e 2 B
LT&Ek. AHTE, #ifigTLIZRRD, Huang 5 [4]
X Zhu & [12] OFE L R, FHRTICHOHY patch OALE
ZEEET, R RHOTHY patch OTEIRZ EE § 5.

AT, BB OWT, Fiffico 2 5 2, NPS
JHIZINZ, 4% pixel ® RGB {E®D 2-norm DA% I Z 7-{&
(pixel f) ZH/MET 5. FiC, AFETIE, FIfiOFER X
B, £ TORGBEN 1 THIIKED»LFEEZHIEL

(2 5 AfH) +0.01 x (NPS JH) + 1075 x (pixel fH)

ML 5. 2TORGBEZ 0 & LTHt L a2 o7
DI, ks 2 A XD, HOTH patch d RGB filiA3 0 D
FEFEPHETT 20T 270 TH 5. £7=, pixel
fEDEHRIZ,

o KiF10%FREIC/ 5 2 7 Al FIFEEICT 2

o 0 T pixel A3 O (10%) L 722 X5 ICHET 2

x 2 [FEHBEOBNH patch 1B 2 BHRDZEAL
Table 2 Detection rates on adversarial patches with the same

area

BEFEWSE [6] | ANBASE
B 2 2
THIAH 9,800 9,800
aeroplane 4.04% 5.45%
bicycle 5.94% 7.00%
bird 4.78% 6.20%
boat 3.09% 3.10%
bottle 29.17% 21.35%
bus 1.55% 0.45%
car 18.93% 6.85%
cat 2.55% 1.59%
chair 21.18% 15.07%
cow 7.15% 9.03%
diningtable 45.53% 38.70%
dog 5.81% 4.78%
horse 0.59% 0.05%
motorbike 17.33% 9.27%
person 26.20% 12.711%
pottedplant 23.88% 21.09%
sheep 8.21% 8.92%
sofa 3.51% 1.45%
train 2.60% 1.29%
tvmonitor 24.20% 11.11%
average 12.81% 9.27%

DRSS, 0.1/10000 = 107° ¥ LTHE L.
EEdcinz, AREBRTIX, BOTHY patch O, FEEESWN
DN R HIRT 2720, H2EEEED, BELT
7% o7z pixel ® RGBE% 0 & L7z, BRI, BE ¢
REDET, tITeio72RCBEZ 0 & LT, HOHY
patch DAERE1T - 7.

AT, L EDEEAHE VOC 7 =&+ v b person
75 AL, t=0.01,0.02 D FTEBREZIT-7-. Th
5 DMEIE, 256 BRFEOBERZ: RGBED 55, Zh 2N
2 BiRE, 5 BB OMUN R Z L ERT. ¢t = 0.01,0.02 1220
T, 0 T%\ RGB %0 pixel {HIZ, ZhZh, 58,401
fiEl, 45,019 ¥ 72572, t =0.01 &T¥0.02 DFEITERS
N7 IERRHOTHY patch 1, ZHENK 3, 4 DHEHTH 5.
X 3, 4 &b, FEREOTHY patch 1, T2, HOfHTICE
FoTBY, ZOMREEBGOFREFLE T EHO—HE
L5, PLEXD, BIfNEREEOT patch DK% 78
LTd, ZOFIRIEHIH % TOHERINOMR e —805

3. L7=doT, HiffiE COMMIMBITIZELTH 3.
6. &im

ARTTIE, HOMEY patch OB EZERBINICRED 579
Oonishi & OHILELE T L [6] 1ITHD X,
o FONHY patch Rl DHREL D I BU 75 PR A AT
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3 t=0.01 O T THEHINAER X N7ZEREOTT patch
Fig. 3 Remote adversarial patches generated dynamically
when ¢t = 0.01

B4 t=0.02 D FTHWERSN7ZEREOHY patch
Fig. 4 Remote adversarial patches generated dynamically
when t = 0.02

o IR 7 EFRIEON Y patch OFELE 712 X A DIRE

o ENTERREONY patch DAERIC X 2 FRERAVIRAT D
SR IIMREE

BITo7z. AT, FC, HEBROFLEDITH PRI

N5 2 W R AT U - BRI AT 21T - 7=,

AT, £F, B patch SR DIERUS DWW TUTL
B 7 BRI 21T, BON Y patch O RIRANIZIZFEILF
RIS 2 22 2R L7z, 201k, IHECE T LICHES W
7 i 72 FR IO patch OFLE 7 L3V X L DIRREAT
W, RO patch QTR EERIVART L H L < Ho—
WchHs e mml, BHEWZEOERRENHY patch & MK
LT, MHEMET T2 ER L. X518, BiViE
FREORTEY patch ZEICBWT D, HERETEFEILT L, #
DIFRIEFHDO—H 725 Z e ZR L .

AT, BITOD, WMERIHEZITo/EMH 112
Box, eI EIT-> T, B patch 5 07Tl %
Tolz. L2L, ZO6DEMNPTERAIZYIE S D, I
DWTIESHE, X ORDIMERBNPBETD 5. FHT,
%4 pixel DIEFHICBT 2 E 2R L TW 5729,
EERDIX Y DREDERENET 2 OB REITESHD
HETH 5.

X 51T, AFETIE, EBROIMIANDIERIC X % patch %
ROWREREEH UM ETo 2. AT, EH{GoHL
FHEDFEIBICH T 25kamE 1T - /2720, Lotz
ThHhreEZOLND. 20, Loy, FEEORUTH

patch ZNRIC ¥ DREE DR E R NIF T H OREE R TS
BORETH 3.

T/, AT, BEEROPLICH S 96x96 ¥4 XDHEZHE
ZHEF X THONY patch DEREIT->TW3. 5%, HEHif
D ¥ DEG & B FE 2 THOHY patch OAEREIT IRV
EERTLILHIE5HROBETH 5.

RIRIZ, AREOBOTT patch 2 & D HRENLZHR L LT
D 2720, YOLOv2 LI ® CNN ICHEA T % Z & R
YRR 22 BN patch 25T 2 28 b SHOFETH 5.

SiEE

AFFED KR EN TR RIEAT =L ¥ — - EER
s A PIFMEH (NEDO) OZEFEEE (JPNP16007) Off
HESNTbDTH 5.

BE X

[1] Brown, T. B., Mané D., Roy, A., Abadi, M., and Gilmer,
J.: Adversarial Patch, eprint arXiv 1712.09665 (2017).

[2] Everingham, M., Eslami, S. M. A., Van Gool, L.,
Williams, C. K. I., Winn, J., and Zisserman, A.: The
Pascal Visual Object Classes Challenge: A Retrospective,
International Journal of Computer Vision, 111(1), 98-136
(2015).

[3] Hoory, S., Shapira, T., Shabtai, S., and Elovici, Y.: Dy-
namic Adversarial Patch for Evading Object Detection
Models, eprint arXiv 2010.13070 (2020).

[4] Huang, H. Wang, Y., Chen, Z., Tang, Z., Zhang, W., and
Ma, K.-K.: RPAttack: Refined Patch Attack on General
Object Detectors, eprint arXiv 2103.12469 (2021).

[5] Liu, X., Yang, H., Liu, Z., Song, L., Li, H., and Chen, Y.:
DPatch: An Adversarial Patch Attack on Object Detec-
tors, eprint arXiv 1806.02299 (2018).

(6] REGfE, A, SARKER: YA CNN o3 214
BICE 125 B U728 Adversarial Patch %%, SCIS 2022,
3A2-4 (2022).

[7] Redmon, J. and Farhadi, A.: YOLO9000: Better, Faster,
Stronger, CVPR 2017, pp. 6517-6525 (2017).

[8] Saha, A., Subramanya, A., Patil, K., and Pirsiavash,
H.: Role of Spatial Context in Adversarial Robust-
ness for Object Detection, CVPRW 2020, pp.3403-3412
(2020). Avaliable source code at https://github.com/
UMBCvision/Contextual-Adversarial-Patches

[9] Sharif, M., Bhagavatula, S., Bauer, L., and Reiter, M.
K.: Accessorize to a Crime: Real and Stealthy Attacks on
State-of-the-Art Face Recognition, CCS2016, pp. 1528—
1540 (2016).

[10] Thys, S., Ranst, W.V., and Goedemé, T.: Fooling Auto-
mated Surveillance Cameras: Adversarial Patches to At-
tack Person Detection, CVPRW 2019, pp. 49-55 (2019).
Avaliable source code at https://gitlab.com/EAVISE/
adversarial-yolo

[11] Yu, C., Chen, J., Xue, Y., Liu, Y., Wan, W., Bao, J., and
Ma, H.: Defending against Universal Adversarial Patches
by Clipping Feature Norms, ICCV 2021, pp. 16414-16422
(2021).

[12] Zhu, Z., Su, H., Liu, C., Xiang, W., and Zheng, S.: You
Cannot Easily Catch Me: A Low-Detectable Adversar-
ial Patch for Object Detectors, eprint arXiv 2109.15177
(2021).

- 967 -


http://www.tcpdf.org

