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Abstract: Today, telecommuting is becoming popular due to information infrastructure revolution of compa-
nies. This trend is accelerated due to preventing COVID-19 infection and many company are recommending
telecommuting. However, telecommuting exposes companies to information security risks by allowing em-
ployees to connect to corporate networks from their unmonitored home networks and terminals. For this
reason, it is necessary to enhance the security of communications connected from telecommuting terminals
compared to that of ordinary intranet terminals. One method to enhance security is strict network access
control. However, the implementation of access control tends to be a trade-off relationship between enhanced
security and business efficiency, and the administrator have to manage them.

We have proposed a system that realizes access control based on users’ reliability calculated from both ones
security awareness based on daily behavior and the importance of connection destination resources. In this
paper, we implemented the proposed system on a experimental environment that simulates an organization
network. We evaluated a connection procedure delay and communication delay due to ACL insertion in the
experimental environment. Furthermore, we newly implemented a dynamic access control mechanism by
periodically updated users’ reliability according to the usage situation after connection.
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192.168.20.14 14 11 A&
192.168.20.15 15 11 B
192.168.20.16 16 1
192.168.20.17 17
192.168.20.18 18

EPrP=10, VY—ROHEEELFHIATWSEM, 1P

7RLRAZR 2IRTHED, EBRTHEHL2—FDEH
EEHREZR 3IORTEICL THRIEZ{To . %72, 5
DEBRTIE—RHNR T 72 RFF AT OHFE BV TEEED
A uE B L TW5.

4.5 FHEFER

B —PIIBF 2EMI N ACLIFR 4 17 T@D I
7D, AT LIHIRHED OREZ R T Z 2 T L HIERR
.

BB, 77477+ — 1 TRIZLDIC VPN it
A b 192.168.10.0/24 HEHEY Y — Ak T X ¥
192.168.20.0/24 NDEEZ TN T TR Y 7T 51— L%
HEL, 22— ACL A —K 7 7 & R3] HEEH
Web R=IIZEXDAEKRING 7 72 RAFAL—ADBZN
P EEXTZEI5ICHERLE. MHROEFR L —IZ,
192.168.20.0/24 7> 5 192.168.10.0/24 58T D% » M idd
X hilfranTTwiznizd, fER LRV, £z, EET
IP 7 FLAHFART 192.168.10.101 £ 2o TWB DX, &
I—HZ— N2 VPN #K LUK L THhohlo—%%
B L1720 TH 5.

FHErEBEHEDH LT, =2—¥ lyamamoto]
CHENE7 72 XFRICOWTEDY FiFs. #HE,
BV —RZWEFEAA 7Ty b 2dIl LYY —R
WZHF index EID YT, £, yamamoto I&HEFI2
W - R TH 2720, HPNCH LY TN Y =2
TH % 192.168.20.12(index = 12) ~ND 7 7 & A 3FFA]
Eh5. KT, yamamoto DIEHE UR, 1ZX 1 1CHID,
UR,=1+140=2t7%%. EBHEUR, &V Y—X
DEEH RL, BET =10 &b, &Y Y —2X (index) I
WLEIEZITO >, REWWRLEERE RS, 7712
FFRIDSA] £ 72 % index 1IZXfF 5 ACL WA Eh, £4D
yamamoto @ ACL ¥ #ERIZ—HT 5.

¥/, —WR 7 7 AR L, oS alREIC s
2 bEREIN, 2—F DA T NEPHHEZHIE

BEET B L HERATRERR VU Y — 2 D#EIFHD 1 D LINICEE
INB e bERINTZ. AR—XDHEET ACL I3EIE

R 3 -V O4HI, THEZBIE, 12> 7> ME, FEMISE
Table 3 Name, training history, incident history, and partici-

pation department correspondence table for Users.

E2K1] WHESZIE | 41> > 7> Mg (IH) !
yamamoto =3 1 Hers - R
himeno b/=d 0 FZE
yukawa R 3 s - R
taira # 2 BA%E
iwabuchi PR 2 o st

% 4 /EWEN7 ACL(M)
Table 4 Generated ACLs.

£ ACL(Source IP) | ACL(Destination IP)
192.168.20.12/32 | 192.168.10.101/32
yamamoto | 192.168.20.16/32 | 192.168.10.101/32
192.168.20.17/32 | 192.168.10.101/32
102.168.20.14/32 | 192.168.10.101/32
192.168.20.15/32 | 192.168.10.101/32
himeno 192.168.20.16/32 | 192.168.10.101/32
192.168.20.17/32 | 192.168.10.101/32
192.168.20.18/32 | 192.168.10.101/32
192.168.20.12/32 | 192.168.10.101/32
yukawa 192.168.20.16/32 | 192.168.10.101/32
192.168.20.14/32 | 192.168.10.101/32
i 192.168.20.15/32 | 192.168.10.101/32
192.168.20.16/32 | 192.168.10.101/32
192.168.20.17/32 | 192.168.10.101/32
, | 192.168.20.12/32 | 192.168.10.101/32
iwabuchi
192.168.20.16/32 | 192.168.10.101/32

£ 5 yamamoto ® ACL AERIHERFR (T=10)
Table 5 ACL generation operation of yamamoto based on re-

liability and resource importance.

index | 3\ 7 7 & AFFA]
11 URy x RI; =2x5=10
12 URyx RI; =2x11=11
13 URy x RI; =2x 11 =11
14 UR, x RI; =2x11 =11
15 URy x RI; =2 x11 =22
16 URy x RI; =2x1=2

17 URy x RI; =2x3=6

18 URy x RI; =2x6=12

o & = oy o oo ooy oY

T30, BB —F DFEK VPN #ZHic oW THFEERL,
MR B2 —FDIP 7 FL A Z i)’z ACL 23458
Xz,

VPN ##tFht &% D ACL 3E DL, 2 —¥% ACL
AREE Y ACL Kes % &b 8 7= TR A 130ms & 58
, FHMEFDOI—FIHHETERNZ L ZHERR L. £
7z, ACL % AZOEE#HE% smbd 12X % 4GB D7 7 4
NE TR ZAT o 7223, 7 7 A VEREHE X 50MB/s 1Z

& ACL L OF K & RAEHNZ & ZHERE L 2. X
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RS CEEEEL —BE T3 2 2 & bR I iz 7z
B, BRI OWTRKREITTERZ{TS.

46 ER

SE D EERTIE Linux OS OH—\1E TR T Windows
BE KRR b~ ¥ L VirtualBox ORES R b~ v
TH 57z, EHE OS FHEL RIS TULIEAE
BIER EDOFREICR D 5 2 REBTH -7, —F, —H7T—
RELEE http WEZRF o TWBH, HELEZIRTL44E
K SDNay bu—5%FE—0S LTETLELZE, »
DSDN ay tue—J DR~ YRR b EL—XEHE
B PBIEZBOT I ICERLZEEZ LN S,
smbd 12X 2 7 7 4 MEEEITBWT, @EEREN—BRET
L7ZERDOO D LT 1B EIfThhsEMR R ACL
DEFNC XL 2HENEZ NS, HHROENWEX, ACL %
L, BFED ACL 21 —X L2 SHIR L 72RICERL
72 ACL 2V — X IGHEA T 2729, —BESFFIToL—b
DWILVIREBIZR 5. ZORRIC—E T v bES SN, B
EOREDT 727 DIEEEEDTED TR D 5 .
7272 L@ S XN EICEIH L 72728, TCP#EEICX 3
FERERERR EIC & D, 7 7 A N DEE 2R TERIY])
Wr X NERERBICR S Z i3I ohizdbo A5,

5. BHOHIC

51 F&&®

AT, 2—FOEHAEL Y Y —ROEEHFICHD
7 7R RS ZF 2ZOWT, HERMAEEL
A RATFHIE, 2—FDtFa) 54 B#EIPEVEEL
FalT 4 VRIZMBEL, X 2V 7 1 E#pEWGEEIC
X2V T4 VRIZBEBNILIZEBHL, ACL 2 HEiTt4
RT3 TER-EHaR NN, 27272 ZHIE
WEBWT ML= FAT7OMGBRTHZ2 X2V 7 4 WL AE
EWBEETESIRIMULT A2 2 H-72bDTH 5.
FRRICBWTIE, 2—FDEHEICD 52 UOFE L
BZHBEB LA Ty VEEREL, VY —ADHERE
BB L T ESEBEERIEE L. 2D &5 RN FIeE
WTC, VPN 5RO FHi & OFIER, % v bV —27 2K
BUIEEIOWT, —lRAy bV =2 LT
BEIER S FHTE 2 Z e R IN. —FR 7 712 R
FEATRERS, MM ACL HARIC X % 7 27 & Al O
FEHRRREICOWT D, @ D ERET 2 Z L AR S Nl

5.2 SEROFRE
2—HOEHEDEZICEL T, SHEOEBRTIED S
UOHKELMEE SR LA LA TH > 7205, ERHB
BT, 2—VotFa) 7 Bl HET2E®KD 2
TR OERERG L, WYIRBEEZRE L CERT 3
RERH D, 2—FOEAEOEHICTOVWTIE, H3HT

ATz X 512%  DIEEDMERICRD 5 5. F/, BIEE
WZOWT, EEEFRT2 I bARETHS. X2V T4
WHEZHETHIZ, X2V T 4 THEDRIE, £F=2V
T AWERZ T B ZONE, v 7~ > FiEE THIR
WX LRIBDS D - Fz D PERNHCFERE L 7= DRI X - T
BiEE D, BEEFR TR AEETHZ. A>T
MEIZOWT S, I LzFIESHERN, GEiikigic
372 o e DEBICRARTRRIE E R o TR ENEZ S
N3, Web IBICBII 2270V 74 LRIZONWTH,
WX NTzR=DDEFx 2V T4 VAT DERT, 2—9
DIVRIHEEL S 5. Fi, EEEPELNREEX —
NEI—PFIZEAL, =R 7 7 A VeV E
HENZURLAT7 72 A LD L eiERT 2L,
I—PFANDREITHETA M 2fTo T2 DLF 2V T4
Bz EEN 2 FERIEMZLEZONS.

7, ERAEOEHRICOVT, HIEEOEAIMST
LZREDRDL. 12770, BEIEPNTOVIREREDE
FICE D BHEEOBEIIRELSEPETC R Z A THRIA
57z, FEHEMETIIREMNCEREDITE ST 2 BN D
B2rEZLNG. RICHEHERZED 2 Z e N TENE,
Al - BWFEEZFH T2 Z e CINANAREARTERTE S
AlREE D B 5.

VY —XQEREELT, SHOEBFTIELI—FDE
FEFRMEZRE L. VY —2AOEBEEICOWTELSN
Wiy, 7R IZLICEBENBIFICORET S LWV IR
BTIDEIREEERTo/. FL, BHEDARRR
PIZAEIET R0, M5O T7LTY XLIIHEIE
HEETHITRET 2D EAT 2 /M5 5.

BIEE  ARRAZRIE, DM EEN FERERN T v & — A
THIBERA KR DOIE 2 Z T2 b DTH 5.
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