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A PKI trust model considering user’s assumption in relying party

TALI KIMURAL2:®)  TETSUYA OKUDA® HIDEKI SUNAHARA!

Abstract: Public-Key Infrastructure (PKI) is used as a mechanism to authenticate or verify entities who
transact information for the World Wide Web (Web), which is applicably used on the Internet. For WebPKI
- PKI adopted for entity authentication on Web, many of CA is used (often called trusted) without user’s
determinations, in recent years. Those mechanisms and their changes are given for users without their in-
volvements. In this study, we propose a model which achieve user’s involvement in PKI. Relying Party (RP)
performs authentication using certificate in PKI, establishes requirements based on user decision-making and
enables them to be enforced. Specifically, in Web browsers as RP, confirming requirements with combining
CA and user’s accessing sites are able to be set by users. In this model, users can limit CAs they use for
certain servers where users require determined authenticity of the sites, such as banking sites, e-commerce
sites, and government sites.
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