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Design and Evaluation of Security Risk Indication
for Open Source Software

Hirokl KuzuNnob® TOMOHIKO YANO? TOSHIHIRO YAMAUCHI®

Abstract: Open source software (OSS) become a software mainstream. The security of OSS is an impor-
tant topic for information systems using OSS. When vulnerabilities are discovered in OSS,; it is difficult to
fix or address OSS for each information system environment. Existing security studies proposed classifying
vulnerabilities, estimating vulnerability risks, and analyzing vulnerability exploitability. However, it is still
difficult to understand the vulnerabilities threat, and development status of OSS used in information systems
operation. The challenge is to determine whether vulnerabilities and OSS development status are dangerous
or not. In this paper, we propose a security risk Indication for OSS to tackle these problems. The proposed
method calculates security risk indications by combining vulnerability information and the development sta-
tus of OSS. The proposed security risk Indication of OSS as a criterion for security measures in the operation
of information systems. In the evaluation, we verified whether the proposed security risk indication can be
used to identify the threats of multiple OSS and the cost of calculating security risk indications.
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F a2 U7 4 MPRFEMOFIWHEICH NS Z e 2L T 5.
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= 1 Types of Vulnerabilities [13]

‘ Content

Exploit

DoS Forcing shutdown of software
Code Execution Arbitrary program execution
Overflow Breaking of stack or heap memory space
Memory Corruption
SQL Injection Arbitrary SQL insertion and execution

XSS Arbitrary HTML or JavaScript code in Web application
Directory Traversal
HTTP Response Splitting

Illegal overwriting in software memory space

Reading arbitrary directory

Poisoning of cache by illegal HTTP response
Bypass Something Evading of access limitations
Gain Information Information gaining through illegal control
Privilege Escalation Getting of administrator privilege

CSRF Tllegal HTTP request is accepted by Web application

File Inclusion

Forced reading of malicious file reading

# 2 Vulnerabilities Information

Item ‘ Description
CVE A list of common identifiers for publicly known cybersecurity vulnerabilities
CPE A structured naming scheme for systems, software, and packages

CVSS | A characteristics and severity of software vulnerabilities
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X2V T4 VAZIEERET, £ OSS Dt Fx 2
V74 VR ZIEEZEMATREE L .

(2) BETZ208SDEFaV74VRAIVEREOFMME L
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#& 3 CVSSv3 Metrics[4]

Score Metrics

Metrics ‘ Description

. Exploitability Metrics
Base Score Metrics

It reflects the ease and technical means

by which the vulnerability can be exploited

Impact Metrics ‘

It reflects the direct consequence of a successful exploit

Temporal Score Metrics

It reflects exploit techniques or code availability, the existence

of any patches or workarounds, or the confidence

Exploitability Metrics

It customizes the CVSS score depending on the importance

of the affected IT asset to a user’s organization

Environmental Score Metrics i
Impact Metrics

It customizes the Confidentiality, Integrity,
and Availability Impacts

Impact Subscore Modifiers

It customizes the Confidentiality, Integrity,

and Availability Requirements

& 4 OpenSSF Criticality Score [11]

Parameter (S;) Description

created_since Time since the project was created (in months)
updated_since Time since the project was last updated (in months)
contributor_count Count of project contributors (with commits)

org_count Count of distinct organizations that contributors belong to
commit_frequency Average number of commits per week in the last year

recent_releases_count | Number of releases in the last year
closed_issues_count Number of issues closed in the last 90 days

updated_issues_count | Number of issues updated in the last 90 days

comment_frequency Average number of comments per issue in the last 90 days
dependents_count Number of project mentions in the commit messages
4=
L2sfTbih .

2.2 0SS 15k
2.2.1 OSS Criticality Score

OSSDHIB, ARV—T 4 Y ITTRAT L, 94T,
T=AR—=Z, RO EBUHERREOESEY 7 v =
TIRZHOMBTHHAINTED, 0SS BEDHFEIRN
DR IIHEETH 3. Open Source Security Foundation
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LT, ®4DFHRICEDSE, RoOAT L2 HELEREL
Tw3 [11).
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#& 5 Debian changelog and control information [12]

File Field | Description

package name
version The version number
distribution
changelog
urgency

Maintainer

The source package name

The distributions where this version should be installed when it is uploaded
The value for the Urgency field (i.e., low, medium, high, emergency, or critical)
The maintainer name and email address

Date The date format (e.g., day-of-week, dd month yyyy hh:mm:ss +2zzzz)

Maintainer

Source This field identifies the source package name

) .
The package maintainer s name and email address

Version The version number of a package
Section An application area into which the package has been classified.
control Priority How important it is that the user have the package installed
Homepage The URL of the web site for this package
Package The name of the package
Architecture Debian machine architecture
Depends It requires certain binary packages
Description A description of the binary package
I OSS fEm» o F 2V 74 VRZHEFEE L CHIEL
Vulnerability 0ss
Information Information j— 5.
_ 4.2.1 HEg5iEER
4 RET5 0SS OvF 274V RVIEECBVT, 7t
Analyzing
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4

0SS Security Risk

Indication
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FINZBIT B 0SS BEES F VU IS HAE, 0SS Dt
FaVT 4 VAZEEIEMNT 2 2 2RET 5.
4. REFE
4.1 Eff

RETZ08S DEF2V T4V RTIEETIE, FHHEK
WEA Iz OSSITR L, BEHNREIEE L, MygrEER
76 T 0SS TEHICESWT, 0SS DEF 254 U R
JHEEREMAIREL 5. FEHTBWT, ROZEHZ
TZexHELE.

Bt FEMISEA XN 0SS S 3 figsit e R
L7 (B, FrHEBEINEES DoS W) <o
FHRWERH L - REE2HET S, BERNGRe
T % 0SS OMEFFIEIEER, 0SS MEH% EHANIZEL
"L, BFoniFERicaEbE T EARECE
FaUT 4 VAZIEEREH T 3.

4.2 %t

RET208SDEFaV 74 VRZIEEOMESE K 1
WY, BRI TR0, HIHEERO—E, BEHNSR
I 3EMEMED OSS IBHMO—EE2HET 5. 0SS D+E
Fa2) 74 VRZIEEORERIZBWT, MygHER, &5

B ECEIES 2 0SS OMaggItE DRI W 2 MEgg s
HIIRDEHY TH 3.
o JETIMENEH Mgt E —BEITRTIER (e.g., CVE),
Mgtz 633y 7 v v =27 2RI ER (e.g., CPE),
72 5 N HESSHE & BUE L U215 (e.g., CVSS).

4.2.2 0SS 1&#

RBETZ08DtFaV 74 VRIIEEOEHIIBWL
T, FHEE ETEIET 2 0SS OBFRIOTEIEICH W 2
OSS BT RDEDH TH 5.

o 0SS 1HE#H : 0SS OHFRN K EL L -TEHR (e.g.,
Criticality Score).

423 EF¥aVT1URVERE

EHI 72 OSS DfakRMEDIRED 720, MsstEElR, & o
K2 OSS THEMERMA L TIRE T2 0SS DEF 2 V74
27 FEROREMZRD X 512475

o JEFSHEEHR E OSS HM DM © MEggHEIERICE X
a5y 7 27 OMAlIFEFMAL, 0SS 1EH L Dift
DI ELTS.

o LFXa2VT 4 URIIBEDHEN 1 OSS [HRE MO X
NzMEgEoLTORa7HE (e.g., CVSS) DFMFE
¥, "o OSS B, /oI Ra7HE (eg,
Criticality Score) Z# &b, €F¥2 V74 VRI45
BROREMZITS.

4.3 FRAR

AR L CEIfEYT % OSS ZEtANR e T 5720, FERA
REEZER L. ZEHAROEET 285X, OS % Debian
GNU/Linux, x86.64 CPU 7—F77F v & LTW\3.
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Vulnerability Information ]
# Analyzing
vulnerabilities 7
CVE
CPE
- Calculating 0SS
CVss o L.
- Security Indication
L~
y -
) OSS Security
0SS Information - Analyzing Risk Indication
0SS Status - iticali

Repository

Criticality
Score

Repository

2 0SS DtEFxaV7 4 V) RIIEEAEHOIN

RETZ08SDEFxa2V 74 VURAZHEEOREH DN
X 1ioRd. EHRARICBWT, NVD X b EssHEER
DOHUF L f#HT, v r—I 25 0SS 1HRDOHUG & ik %
TV, CVSS B & U Criticality Score 225 0SS D+t & 2
V74 VAZIEROEHEITS.
4.3.1 M5B DES L
FH TR Z 7238 BT, Erc s ER o
HUS 217V, OSS 1B L MO AlRE L T 2 7= D Ot 217
5. HasstEERO G & T LI RO L BD TH 5.
(1) NVD &b Hassteifmz ms
(2) NVD & Eh 32 TOMFIHEERZ T

(a) ZETOMEFHEICH LT, 0SS HR L DMt I
%728, CVE#IZCPE 256 Y 7 + v = 7ilkAl 7%
FHEL, CPEICHS S CVE VR b+ Z1EK

(b) &T®CVEIWMNLTCVSSy3 DEHZHEL, CPE
WZxtd 3 CVSSv3 DY A b % A1ERL

4.3.2 OSS {EFROBUS L B

FH SR E AR EE R cBnT, EHC 0SS 1%

OB 2TV, MsEEREMOTAREE T27200

f@ti %247 5. Debian I281F % 0SS HROEIFICH= D,

deb 28y 7 — Y DEFMEREIR & T deb Ry —JICE X

N5 7 7 A NOEEREFMAT 5. 0SS HROIUS, 7

5 NI ARIZRD e BHTH 5.

(1) deb Sy r—YOEMKEREZFIAL, FHHEHE LD 0SS
DRy I — Y —EIERE G

(2) deb XwFr—YOEHEKEZFHAL, 0SS HD deb
Ry r—=Y0Y—RAa—REHE

(a) ®TDdeb Sy 7 —JZHLT, control 77 AL
FHEL, LAY b VIERE RS

(b) LAY M VIEMOSFET 5358, 0SS D deb 8y or—
JHIZ Criticality Score % B H| LitHk

(¢) OSS @ deb Sy 7 —I#IC CPE L DU AIRER ¥
PR Vil S a5

4.3.3 eS8 BIRE OSS BIRDIM DS
EHRFAZMHZ 25K EicBwT, 0SS HichEsstt:

1B, 2256 I 0SS [HHMOM-O U 21TV, 0SS I3 2
CVSS & Criticality Score 25 0SS Dt F 27 4 U X
ViR EMNT 3.

(1) deb Sy r—YOEAERELZMAL, FHHEE LD 0SS

DRy I —I—EIFRE IS
(2) ®TDdeb Ny r—xtl, ROWHENEIATS

(a) deb %y —iZxfL, CPE LAft-DOUATRER Y 7 b
vz 7T EFAL, CPE»5 CVE —%&, CVSS
—E xS

(b) deb Sy —ZxfL, B L7 Criticality Score —
B xS

(c) deb Xy =L, CVS—%, 2256 UIZ Criti-
cality Score — &5 0SS Dt F 2V 7 4 VRIIF
BErEl

4.3.4 OSSDEFaUFTrURVIEIE

OSSDEFxaV 74 VURZOEHIZIXK, 0 < cvss; <

05 OHFIF TIEHIIL L7 OSS I3 % CVSS — &

L, cvsspt, BHUIZ0 < es; < 0.5 DOHi

PHCIERME L 7z Criticality Score csgare ZFHT 2. OSS

YLT, debXv s —DEkFaVT4VRIIEE S, &

RDESCHMT 3.

{cvssy, cvssa, . .

Sous = M (2)

= Z?zl % + CSdate
7272 L, {wly,wla,...,wl,} 138 CVSS X3 2 EHA,
CSqate 1& Criticality Score HIE HFFDIEE T 5. Sy, 1,
0< S, <1DHPAZEEL D, 0 DHFEFERMEETENY, 1D
BEREREEE ST 2235, 0SSDEFXa VT4 YRS
fERIiz kb, OSS i2B¥ 2 MasstkofEfkTH 2 CVSS 7
5NZ, BIROIEFRE % /RS Criticality Score ZHEAMIC
BUEL LTI Z 2 Z e NA[RETH 5. OSS BT 5 Bl
HoZEHEEETE, —EDHEZEY U THHRETH 5.
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5. EEfh

5.1 FHEDOEH
RET2088DEF 274 YVRAIEELZEEET L

WCEDCRE LD 0SS e LTEA L, 0SS ofEkttr

TR ATRED R 21T o 72, £72, MEERHiE LT, FED

OS BEIZBWT, 2Dy r—IBEHRNR Y U

W2 aR MEERZHNE L, BHIZHD 2 R % R

L7z, FHEiEHE & NEZLTITRT.

(1) OSSIZXT2EF 2V T 14V R7IEED i
BETZ088DEF 2V T4 VRTIEFEITONVT,
0SS D&MD H % fEFEN I B AT RED FHE 3 5 72
O, 11O7ars Iy 7EFEIBIT 5 0SS 144 fEic
MUTHEHLZ.

(2) OSSDEFxaVT4V)ARATIEEOEH I 5 KR
BET2 0SS DtF VT4V RIIEE% Linux B
BICBIT 2y =V EENRD 0SS I LT, &
HIz 2 2 R Z G L 7.

5.2 FHEIRIR

0SS Dt F 2V 7 4 VRIZIGEDFAM % 1T 5 3t AR
Bi¥r LT, CPU Intel(R) Core(TM) i7-12700H (2.30GHz,
14 27), Memory 16 GBytes %1 2 725158 % FHv, OS
& Debian GNU/Linux 12.0 (Linux kernel 5.4.0, x86_64)
L7 HBEFETHZL 0SS DX )T 4V RIIEE
DEM T 12 F 41% Python SiEICT 610 T THEHEL /.
%7, NVD IZ& %5 CVSSv3 I& Base Score Metrics 2
X BHUE [1] & L, Criticality Score HHOMEET 7 + 1
FDRT R =R ZRH L [11].

5.3 OSSICXNTBEFal T U IIBEDTE
RBEFT20SDF2V 74V RI7HEEDOFliE L
T, 110 7Tu 27 2 v 755E (C, C++, C#, Java R,
JavaScript %, PHP, Go, Python, Ruby, Rust, Shell)
DEFH 144 D 0SS 12xf325 0SS D Fa VT4 YRS
B DOHER R 6, & 7 \TR"F. 4 Criticality Score Dl
EHIZBWT, @F 14£EMBdD CVE & CVSS ZHWTW\3,
6, £7ED, 20228 A 15 HRERTEF 2V 74
Y2 7IEEA R D E WV 0SS 1, rails TH D, HasgMEo#k
HIZX 25\ CVSS, 75 T Criticality Score DIEfNAS
MTE. k7, 20228 H 15 HRFRTEX 2V 7 4
) 27O KW 0SS X, oss-fuz THH, #BE14E
R CHEgs S 27 {, F 7z Criticality Score HIEANL T
WRWZ DRI . Z O 0SS B W\T b [FEIER
WX a2V 74 V) RZIEEOHEE R TE 5.
—EDIEEEZHAWS Z T, BED 0SS % I H
HL, WM Z L OMEsHERER, 2o CIHRBRIOHER
% 0SS ORI e UTLHIERAIRETH 5. D78, 0SS D
X a7 4V RAZIEELELIC 0SS 12T 2 abaikic

6 0SStXxaV7qVARZEEE 1 (BEEH1S 5 MEHM)

0SS (CPE) | Lang | 2020/12/24 2022/6/7 2022/8/15
git C 0.6668 0.6035 0.6223
linux C 0.5982 0.7597 0.7511
php-src C 0.9544 0.7990 0.8218
openssl C 0.8123 0.5717 0.6160
systemd C 0.8066 0.6943 0.8260
cmssw C++ 0.4807 0.4202 0.4756
tensorflow C++ 0.6716 0.6006 0.6448
ceph C++ 0.8595 0.4265 0.9144
bitcoin CH++ 0.5848 0.7066 0.7338
electron C++ 0.9327 0.9091 0.7503
mono C+# 0.7969 0.3947 0.8571
azure-powershell C# 0.4132 0.3840 0.4006
runtime C# 0.6439 0.8311 0.7188
aspnetcore C+# 0.4075 0.3848 0.4148
Umbraco-CMS C# 0.4050 0.3876 0.3985
kubernetes Go 0.9932 0.6618 0.7223
go Go 0.6434 0.7710 0.7640
cockroach Go 0.4271 0.4061 0.4400
origin Go 0.9234 0.8838 0.7306
istio Go 0.8911 0.7224 0.8205
spark Scala 0.9834 0.4313 0.9065
gradle Groovy 0.5843 0.9096 0.9097
flink Java 0.6628 0.4087 0.4388
hadoop Java 0.9244 0.4125 0.9343
spring-boot Java 0.4242 0.6751 0.9184

RT OSStF¥aV7 1 YRIIEE 2 (BEHE,S 5 HzHH

0SS (CPE) \ Lang \ 2022/12/24 2022/6/7 2022/8/15
Definitely Typed TypeScript 0.4671 0.4112 0.4588
webpack JavaScript 0.6314 0.4099 0.4157
ant-design TypeScript 0.4387 0.4075 0.4408
babel JavaScript 0.4375 0.8032 0.8202
angular TypeScript 0.9347 0.7907 0.9477
symfony PHP 0.6954 0.9394 0.9679
magento2 PHP 0.4644 0.4209 0.4572
PrestaShop PHP 0.5057 0.9158 0.7011
framework PHP 0.9116 0.5631 0.6181
joomla-cms PHP 0.4328 0.4106 0.4471
salt Python 0.7130 0.8755 0.8937
core Python 0.9357 0.7650 0.8090
cpython Python 0.4340 0.3992 0.4515
scikit-learn Python 0.9303 0.4102 0.4386
numpy Python 0.4299 0.9095 0.9358
rails Ruby 0.4621 0.6751 0.9636
homebrew-core Ruby 0.4488 0.4002 0.4326
homebrew-cask Ruby 0.4471 0.4154 0.4424
metasploit-framework Ruby 0.4421 0.4118 0.4371
brew Ruby 0.4288 0.7110 0.7281
rust Rust 0.9900 0.6453 0.7924
servo Rust 0.4389 0.7662 0.7527
cargo Rust 0.4017 0.5519 0.5728
rust-clippy Rust 0.3853 0.3905 0.4033
tokio Rust 0.3665 0.8721 0.7791
gentoo Shell 0.7000 0.4265 0.4526
opam-repository Shell 0.3858 0.3711 0.3794
bioconda-recipes Shell 0.3815 0.3662 0.3954
core Shell 0.8799 0.7331 0.7429
oss-fuzz Shell 0.3756 0.3799 0.3875

ZADELZ e 2 BETEL VRS,

54 0SS ODEFal7a)RUEZOBEHICHD SR
RET2 088 DEF 274V RZIEEORHITHD
BRI LT, 144 8D Debian 23y 7 —J1Zxt LT 0SS
DEF a7 4V AZIEEORBEITOEHIG L7z, OSS #
W10 BIEHAIL, FEMEEZEH L, A5 L7z, NVD T
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&8 0SS tXxaV74VR7DEMKHE

Item ‘ Proposed mechanism

24 m 40.0 s
10.27 s
6.0s

Total
Average

Median

40s
2m 28.0s

linux
Cataclysm-DDA

BEAHEL, deb Sy r—YDX Y ra— FREIEZE DR,
ISR AR 8 ISR Y. BETS 0SS DXV T4
A7 DEHTIE, AT 7400 ESREL L. 120
deb Ry — I BT D ITHhH B RN 10.27 7, g
EIZ6.0MTHSE. T/, ROBHICKRZZE L2 0SS 1
Cataclysm-DDS TH D, 23 28 %&E/RL, T2, &d
BRI 2D 720 0SS 13 Linux TH D, 4 HERLT-.

6. ER

6.1 FHMEICHTTIER

RET 2088 DEF2V 74V RZIHEEIIIBWT, K
FED 0SS x5 2 Maggik O, & CBFIRI 1=
REREEL, £F 2V 74 U AZIEEOHBR D & Gkt %
HHERTRET H 2 0 idATe. IRET 2 0SS DL F 2V 74
V2 ZHEEOBEHER LD, WTFAD 0SS DR D ¥ 2
V74 VRO LR S A, ROz iR AT
RERZ v ZmRL. BETZ208DEFaVT4YRY
TR EEF DFIEMICB W T, 28D 0SS ZEEMHN5
Y55 EBRICHHALTWS 0SS Dt F 217 4 2B
2RI Mkt U CHEERIRET H b, MET9IEE R & BRI
DEFZEMRT 2 7=DIHHAEETH 3.

MEREFMIFER K D, 0SS k¥ 2V 54 VR ZHEEDHE
X120y T —=I8bHizh, FH 1027 Whrh 5. FE
M BT, EHIIZ 0SS kX 2 ) 74 U RV IEER B
T5,E, AR B 52 SR H 5. L
L, FRaRMIty Fr=IFHROME, o RIHERFEIR
PBRETHS. WL T, EMNZ 0SS EF 2 74
VA ZHEROE N 21T 556, SHREEOAafmo v 4
IVITITHZ LT, OSBXUT 7V r— a VEIEAN
DEHZENRAFIERTEZ EZ TS,

6.2 REFEDEHE

BETZ2088SDEFxaV 74 VRIEZEOEHIZBW
TiE, OSS OREDFEHRE LT, MygMiEme LThEss
MoV 27 2EEL L7 CVSS, 756 N2 0SS DE#RE L
T, BELRY MU SE SN S Criticality Score % MR
L, fEREDIEEZIToTWA. L T2 085S DEFa
V74 VRZIEETE, MBBHEEORERITORVA, KE
WKHIAX N AR 0 D 2 st o FELZ IR L2585,
726 CICHEMER T 210t X 2V 74 U R Z713E L
2D, FERNICKB 22 2N H 2 e EZ 5.

OSS ZAH L 7=BH> R T L DEAZMEET 27012

X, £F 2V 71 VR IIEEORER D & BEEREMIK DA
FHEDLITIUIL SRV, OSSDEF 2V T 4 U A ZIEHE
Zrdxal) 74 MROHMELEY T 5780, FHEELTH
EH D 0SS DfEEMEHEENBRETH 5. MugsrEeBRR
WEICIRERIZ O B Al REME DR % X 5 12, HIFHE
HTEZ LS RIHHATZRET L TWVWA.

6.3 FRFE
6.3.1 OSSDEFaUF1JRIIGE
RBET208SDEFxaV 74V RZIRZITEIT S 0SS
DIERDOEIFIE, & O0SITBIF By r —IHRE RS L
LTW3. Xy r—IERICHRETIERS S TN TR
%4, Criticality Score DB 1T R WATRESEDH 5.
F72, Nor— VBN SEA L 0SS O5E, FIF
WNEHMET 2L, 0S 2EDET7 741D
P L R ARETH S, 0SS DX 2V T4 ) A7IEHE
REHECEE T 2 7-0121%, BIffho 0SS O A% FHE
L, BRNRE T20E8ND 5.
6.3.2 tEF¥al7+s URVEZOEENR
RBET208SDEFa V74 RZIEEDATIE, 0SS
DBHFEIRI, BIERM, 72 5 THRALIRM 2 S22 I13HTIR
TETCOVRWAREED D 2. SHBROFEE LT, 0SS D
FIcBI B, V—Ra— REHENE, BERRKE LTS
FIOH—ERYFHRE, A=V YTVRAMEDaIIa=
= a >y —)LOfE, LT O0SSEAMmICET 2 EH
HETHZ. FERODBEEZMEKL, EFXF2UT4 VR
JHEORBICEIE 2THEHOME 2 ED 2 TETH 5.

7. PBOERAZE
WSS DA

Mgt ot e LT, BEIHIH X h 2 i Eo#hmo
SHRAT O FIE [14], EEOMEFIIELFIH X 2 ATRENEIC
BT 20 FEPRBINTWS [15]. £z, KEHTH
Ni=Z4 IV 7 o0 THESATED 8], MHEtov
2 2 R BRI O BIC O WTHR X ATV 3 [5], [6].
Fe55 1% D EF A TR

s XNt oWT, WECHI X2 ATRENEDS
fefxfnTH D [16], [17], VEST TIX, MEFMOBER]
REMEE WO X 4 3 v 7T 2 0 FERZREEZEL T
% [18]. 7, EPSS IZMEF9MEICRIL T, FERITHENT
DI BAREMEIC DO W T DO FEZIREL TV A (9], [10].
eSSt D BENI KR

fasste oAl eMEEZTML, T4 —FF7—=r 7%
B EZHCTHBNCOE T 2 FEMERSI O TY
% [19], [20]. %7z, CVSS ZAIH L, Mag5MofbRitext
ROBRE T 2 HEEFESREI LTV S (7], [21).
51t D EIR

MeggmEEmE e LT, MSEORRZ 4 I v 7 0RER
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RizownwTafrantsh [22], 23], MFFEOEES Y
FRMEDO X4 I v 7HIRESI ATV S [24], [25], [26].

8. &HDIC

ARETIE, BHR 2T 2 THHAET 0SS I L, &
MR IBAREL 5720, kX2 V54 U RVIEER
RRL2. BEFIETE, MFMHEHRE LT CVE, CPE,
CVSS, 725Uz 0SS ORI O REL % 51, 0SS
DEF2VTF 4 VRAZIEEREET 3.

RET2 0SS DEFx a2V 74V RZHEEZ, 0SS D
SIS e OSS THME 3% %, 0SSDEF 2V T4V R
7 R NIRRT 2720, X 2V 7 4 0IREHEMT
BEROHWIHED —D v L TBHATRETH 3.

T B VT, IRETZ 0SS DEF 274U RIIE
BEFIH L, D 0SS ioxt 2 falflt o 2 iR ] /e
PIMEEL7z. £72, Linnx 74 A bU P a—>a iaxfl
TExaV 74 VRZIEEEZHEHAL, 0SS 3T 212
V74 U ZAZIEEOREHIC D% a X b EBFGEEL 7.

HE AR O I8, JSPS BFE JP19H04109,
JP22H03592, %25 NT 2022 4B E T IEIREE T AT N 28
HFRIFFZE (2250302) DB EZII7=HDTT.
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