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A Study of a Generic Protocol Monitoring Method for CPS

Takuya Minami'* Yoshiaki Nakajima!

Abstract: In the Cyber Physical System (CPS), which is rapidly spreading in recent years, security measures in the field of OT
(Operational Technology) are emphasized because of the impact of damage. However, the complexity due to using a wide variety
of communication protocols, which is a characteristic of the OT field, makes it difficult to implement countermeasures, a problem
that needs to be solved now. In this paper, we propose a protocol-independent general monitoring method as one of the solutions.
In addition, we evaluate that including our proposed method in the conventional monitoring method can provide a totally superior
monitoring method suitable for the OT domain.
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Figure 1 =~ Market share trends for industrial networks (2021).
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Figure 2 Detail of Industrial Ethernet(2021).
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Table 1 Characteristics of PROFINET.
e WS DR L34 | Rt HX
10 JAEIE  (RT, SRT, IRT) — uc
FEFMLESE (NRT) uDpP/IP | UC
CBA | AI#EE (RT) — uc
FEEHIESE  (NRT) TCP/IP | UC

JRT : Real-time, SRT : Soft Real-time, IRT : Isochronous Real-time, NRT : Non Real-time

3.3 EtherNet/IP
EtherNet/IP[5]i%, A —H% X v h&~X—2R|Z, TCP/IP &
O UDP/IP R L7=7'm harThd., Eyvar~7T
7Y r—3 a3 VEOC CIP(Common Industrial Protocol) 7
TV =2 avEER LA TV NETAERALT
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TNAATB T 7ANLDE Yy M3, CIP 77V r—va v
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Table 2 Characteristics of EtherNet/IP.
TAE 18 D% L3-4 iRk 7=
Implicit | AH@EE (V721 | UDP/IP ucC,MC
LT —H@ME)
Explicit | FEFEH@EE GEY 7v | TCP/IP uc
XA LT —HiEE)
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# 3 EtherCAT D5

Table 3  Characteristics of EtherCAT.
THSH 1BE DR L3-4 HR L2
PDO {5 JE s — BC
Mailbox 1BfE | FEFILE(E — uc
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% 4 Modbus-TCP O #¢{%

Table 4  Characteristics of Modbus-TCP.
FHIH TBE DR L3-4 HRE T
— FEFHEE TCP/IP UC, BC

3.6 POWERLINK

POWERLINK[8]i%, fEHEA —H x> F Tl ERnY
TNEA LM EEET L0l I haLTh
5. THAALA~O@EEAR Y hOFIV B TIZEY, #iZl
DORy NI =T TFNRA AWKy NT =T AT 4 TIZT
A THFRE LD, BEZEHTLIEMR ) —RNZLDE
13 A& X3, producer-consumer DEEET /LT, 14 1,
1%f N DOBEEITH .

POWERLINK (%, WREE S L7z 1A 7 V&K
FRT, 1 A 7 VORI, BaRORIMIZ S Phl, JE#@E
fE%475 Ph2, FERMIWMEFEZEZITH Ph3 &) 3FEHDO 7 =
—X &b, BiEFR SICELHD. Phl TiE, SoC(Start
of Cycle) L FEIZN A A v =T % H A 2 v 7RIS HHEEE
TRTIZESD. Ph2 TiE, HaiIHv Y TcohnizArmny b
THEZEATD. Ph3 T, "NTA—F LT —HIP h 77
4 IREZALT VT £ VTR VBEEIT .

# 5 POWERLILK D%

Table 5  Characteristics of POWERLINK.
FHFH HBE DR % L3-4 Rk 5
Phl SoC % %8 UDP/IP MC, BC
Ph2 JAEE (XA L0 | — ucC
VT 4 BV EIE)

Ph3 JEEMwE (24 | UDP/IP, | UC, MC, BC
7 VT 4 N TiE | TCP/IP
V)
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Figure 3
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LIBEOMNEVIBELHEET LS. Zhbix, BETR
WEEDDOLOWEBEF UMNE 50T, REREENE
Wt LN TED

W, HEOBELAEN, WO OHFITWVO L OMEE
R— P Z2HEVIEEZITO OISV TIE, L7 TOBEER
NDUETHY, RBOKEFT 7 =y 7o 7 hEEHT O
IHBENIZHEYT D L2 5. FFIC T0848 D Rogue Master
I, “AZERDEERESTON, AL —TIZ8 LAE
R EEDLILOTHY, L7 TOERZ L CIIRMmITEL
V. OT 8j5i %, WA N—I8IC X 0 IHR A il &
ANELHERWZDIZE, Y AEZDLORERBEOEE L
BT ENETHEELRD.

RT BT 7 =y 7 ORERAAS
Table 7 Attack techniques features and detection capability

D Technique Name i L7 Riifi TORE

T0802 | Automated Collection T HIAE O B (E v @ R Sre-Dst

TO811 | Data from Information Repositories T HIAE O B (E v @ %72 Sre-Dst

TO814 | Denial of Service MR LD

bk Rl

BES 3iilcE s

TO817 | Drive-by Compromise L7 Bt A ah 2

TO819 | Exploit Public-Facing Application RIEEE v R 72 Sre-Dst
T0822 | External Remote Services RIE#E v 72 Sre-Dst
TO830 | Man in the Middle BIF O v A 72 Sre-Dst
T0840 | Network Connection Enumeration T O EfE v 72 Sre-Dst
TO0843 | Program Download RIEEE v 72 Sre-Dst
T0845 | Program Upload RIEBIF v @ R 72 Sre-Dst
T0846 | Remote System Discovery THHIE D& v R 72 Sre-Dst

T0848 | Rogue Master REBENEARLE) L7 B LB

T0866 | Exploitation of Remote Services RIEI@E v R 72 Sre-Dst
T0867 | Lateral Tool Transfer A S MM
T0869 | Standard Application Layer Protocol T A E(E
TO0883 | Internet Accessible Device RIEHE v @ 72 Sre-Dst

TO0884 | Connection Proxy WAL WE L7 Bt psah 2

TO0885 | Commonly Used Port T AR W L7 Bt ps a0 2

TO0886 | Remote Services T AR D W L7 Bt A ph gt

TO0888 | Remote System Information Discovery | ff#ULtEDm(E
[ABI] v : BanTag

v R 72 Sre-Dst

45 BERIL—ILLY)IZ&KZERDES

OT IR DML BETw ha D L] TOE
WEEZHICHILY, HER TV TONMRES T m
FANDOEABEERZD L EFL, £I00HA]
P& RO, TotmoEMeEEE b o7 e hal~on
—NVOEHENI T T u—F &2 5. KETIRFIE LT,
3BT EiF7=7m ha v tofiEs Tn<.

7 b aEEZ S LT ICH Tz - TE, IP_N— X
DO7v kA, 1P LA ¥ OEF#RD SRR
BNATEDETNRLLT V. RENLTa haLl LT,
TCP/IP % f# - 7= Modbus-TCP & EtherNet/IP (Explicit)?> 5 —
27T LAOMEER 4 EX S AT, Zhbora ha
IVOFFRIE, L3 LA Y THERRE S TWNDH T, T —X
7T MR OBEEI L TED A v E—T L 725.0T %
BpClx, v AKX & AL —7 ) Request & Response % 1T 9 i
FEREEZDZLOTHY, —RIZIE, T—FTTLD~NF
IZ1E Request RFICEITT DM RE(E7ida~y MEBET
DIEWMMNEEN TS, FFOHITHEEN EX AL ThHILE
Request D7 — ZHZITFHE AL DT —Z B A, FEOH T
FEREDS G H L THNIE Response DT — Z FIZ 1T Hi A H
LOT—HNADLZER—EE72D. 4L 5&%,
TCP Datagram (27 7V 77— a T — X BN SN D03,
ZOBEITRAR->TWS., L, AFITERLDN, s
ZF+TH DL LT Modbus-TCP T (X Function ID,
EtherNet/IP Cli% Command & W9 BIENTFEEL TV 5.

| TCP Header | TCP Datagram ‘

[ Modbus Application Header [ PDU |

[[TransactionIp T ProtocoliD | tength [ Unitio [ FunctionID | Data
2 byte 2 byte 2 byte 1 byte 1 byte n byte

B 4 Modbus-TCP D7 — % 77 hii&
Figure 4 Modbus-TCP datagram structure.

[ TCP Header TCP Datagram ]
[ EtherNet/IP ar ]
Encapsulation Header | ‘Command Specific Data ]
Command__| Length [ sessionHandle |  status |  SenderContext | Options |
2 byte 2 byte 4 byte Fyte 8 byte 4 byte

X 5 EtherNet/IP(Explicit)D T — % 7' 7 Lfik
Figure 5 EtherNet/IP(Explicit) datagram structure.

Wiz, A—%3xy b RICEET ) r—ra VERED
7'v ha)vof#E L LT, PROFINET 10 & EtherCAT OF
— 27T hEEER 6 LXK TIRT. I, A —P %
v h RICEET SV r—a VERRLEZA SO E bk
ME, REOA D=8ty hU—27 ETOT L— A
ZEARET DRSS, WBEOY TAX A AEEFEEOD D
MBMEORWEEE & 5. Bz, 7 FLRIZDOWTIE
PROFINET IO TlIA —HV 7 L—2Lb A~ XD HDEME S N,
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LV YT NE A LA ERT D EtherCAT TIE, A —V¥ 7
L—L%7 88— Xy A RNTAL—T~%REL, 7 RLXA
X7 7V r— ¥ 3 ¥ & (EtherCAT Datagram Header @
Address EZHEAML TWDHDEMED LWV I EVEHD.
MENRKRESERL L LTH, WHNIZERL—LVEED
WCH=->TlE, T—% 77 2N%EBV, BICEET D L

EAONLHEBICERAL TV ZERANTHD EVRD.

[ Ether Header [ Ether Data [ rs ]
[ Frameip | Service Data Unit [ Cycle Counter | DataStatus [ TransferStatus |
2 hyte N byte 2 byte 1 byte 1 byte

B 6 PROFINETIO OF —% 77 Ik
Figure 6 PROFINET IO datagram structure.

[ Ether Header | Ether Data [ fs ]
[ Ether Header | [ EtherCAT Datagrams [ rs ]
[ vrEthercAT Datagram [ 2% [ N" EtherCAT Datagram |

[ wke
WKC=Working Counter

[ Datagram Header | Data

i Cmd [ lax Address [ Length | - |
sbit abit 32Dl Tibit 21 bit

X 7 EtherCAT O7 —% 7' LlExE
Figure 7 EtherCAT datagram structure.
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Figure 10 Modbus-TCP communication example.
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Table 9  Evaluation of monitoring methods.
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Figure 11 Monitoring Combination Example
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