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A Construction of Facial Authentication with Secure Computation
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Abstract: While a machine learning-based face authentication technology has been used in various situa-
tions, it is necessary to protect both face images and a database of face images referenced by the machine
learning model for privacy. In this paper, we propose a privacy-preserving face authentication system based
on machine learning for feature extraction of face images and then investigate a suitable setting for the
system through extensive experiments. Specifically, we discuss real/integer/binary numbers as features of
facial images and cosine/Hamming/Euclidean distance as statistical distances for the authentication. We
found two key insights when we evaluate the execution time and authentication accuracy using ArcFace for
machine learning and CrypTen for secure computation. First, by examining the registration process of face
images, we confirm that the execution time can be improved in a database. Second, we demonstrate that the
Fuclid distance is superior to the Hamming distance, which is more compatible with secure computation,
and that the Euclid distance achieves higher authentication accuracy in a comparable execution time.
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