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Personal Identification by Keyboard Input and Mouse Operation
Information Using Deep Learning

KIMURA Yuuki»® INOMATA Atsuo??) UEHARA TETSUTARO®:®

Abstract: In recent years, as services using information and communication devices expand, the need for
identification of individual operators has increased in situations such as use of such services. Although
credential-based user identification is widely used for these services, there are cases in which login infor-
mation alone cannot be trusted for personal identification due to impersonation by unauthorized login or
proxy login by intentional transfer of authentication information. In addition, there is a need for more strict
personal identification depending on the nature of the service, such as online qualification examinations and
remote examinations in various schools. In this work, we focus on personal identification based on operational
characteristics of information communication devices as a type of passive authentication. In this paper, we
propose a method to identify an operating user by matching PC operation information during Japanese input
with known users using deep learning. Experimental results using the operating conditions of 10 subjects
showed that it was possible to identify the operator in less operating time than with conventional methods.
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Table 5 Results of the Experiment 1
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Table 6 Results of Experiment 2

BIEN \ KA | #ERE 1 | HRE 2 | HRE3 | HHE 4 | HBRES | T e | HRE 7 | HERES | #®HBRE 9 | #EE 10
WS 1 68.84 0.75 0 1.03 10.13 1.22 7.06 0 0.15 16.20
eFRE 2 1.81 68.60 0.02 0.01 0.27 0.02 7.19 0.02 4.60 2.18
5 3 0.09 2.05 64.89 1.60 0 9.55 5.57 0.02 26.45 1.06
R 4 3.36 0 3.48 96.82 0.60 17.94 9.82 0 0.05 0.34
WEEE 5 8.19 0.10 0 0.25 86.24 1.03 4.19 0 0 4.26
B 6 0 0 9.10 0.60 59.03 0.85 0 0.25 0
W 7 0 2.75 5.39 0.27 4.50 59.74 0.01 0.15 1.70
B 8 1.25 1.25 0.06 0.08 0 0 81.38 0.9 18.04
HBRE 9 1.75 17.10 2.08 0.38 0.17 3.65 0.03 66.25 3.88
HEEE 10 4.26 1.10 0 0 0 0 28.15 0.80 75.08
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Table 7 Important Features in Identification
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Table 8 Feature Points with Large Standard Deviation
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