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On Rényi Differential Privacy in Synthetic Data Generation
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Abstract: Most privacy-preserving synthetic data generation techniques guarantee differential privacy by
adding noise to statistics and model parameters. However, privacy protection due to randomness in data
generation is not considered. In this study, we theoretically evaluate the Rényi differential privacy of ran-
domness in data generation. Specifically, we consider synthetic data generation based on multivariate normal
distribution using the mean vector and variance-covariance matrix of the original data. For each of the two
adjacency conditions, we derived a condition of € such that the synthetic data generation satisfies («,¢)-
Rényi differential privacy with fixed o > 1. In particular, € derived under the private n regime satisfies
(4,0.576)-Rényi differential privacy when the number of samples of the original data is increased up to about
10 million samples, and the mechanism to output samples of the same size without any operations such as
adding noise satisfies the conventional (e, §)-differential privacy, and (2.72, 10~5)-differential privacy.

Keywords: Rényi differential privacy, synthetic data generation, privacy protection
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A.1 Rényi Divergence DEXME [9]

Rényi 2573 77 AN —%FE Z2 5 L TEEIZK S Rényi
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divergence DB ZHENT 5. AHEHTIEIHELT, P,Q,R
ZRY FOMERSHE T 5.
HE A1.1 (o DHESHTOR). KD 2 XD 7D,
P(x)
Q(z)’
) P(x)
Doo(P|Q) := lim D(P||Q)a = LS loe gy

W, Di(P||Q) & KL-divergence TH D, Do (P||Q) &
max-divergence TH 3.

FHZ, Doo(P||Q) 1F ZHUIRA ¥ b7 A RRHR 7R
e FIRMETH D, log BIBII K/ DEBRZIRIFST 20T, &
NEMRZ 2 ZETBEHED e-BER T IANS—2EZD L
LML 72 (i A2.2).

##2 A.1.2. Rényi divergence X T3t 4 DDMWHEZM2 3.

o (CFAM) 1<aonli =

Di(P||Q) := lim D(P|[Q)a = Evep log

Do (P[|Q) > 0.
o (M) l<a<pforx

Da(P||Q) < Ds(P||Q).

o (FEERMRFE) a>1, BRACRIIIXHLT

a—1
a

Pr[Xp € A] < (eP=PIIR) pr[x, € A))

o (BEAFHEX) AEDa>1, [+ L =11THLT,

1

DalPIQ) < =2 Dyu(PIIR) + Dya1)(RIIQ).

o —

A.2 RDP C{E¥dD DP OB%

AEITIE, Rényi ZD T4 N> —b, BHELL#Hbh
TW3 (6,0)- R T 74N —DOBRICOVTHAT 3.
(6,0)-ZERT I AN — [2] DEFKIIRDBEY TH 5.
EE A21 (EHT 741" — [2]). 7 ¥ X a{LBEK
M D = Y (e,0)-ENT T AT — ((66)-DP) %
W7 LI RBED IO BV, EROBET — &
ty b D, D €D, TEDSCYIIXLT,

Pr[M(D) € S] < e Pr[M(D’) € S] + 4.

d=0DL %, FCe- BT I7ANT—=DEHIDL WS,

M A1 XD TROHRED D 31D,

8 A.2.2. 7 VX LLBEEL M B3 (00,)-RDP %7z 3
Zrt, e-DP%ii/lz3 Z L IXFMETH 5.

F7z, FE A2 OB XD TRMEDK D L.
8 A.2.3. (o,e)-RDP %ifi’z3 5 ¥ X LU M 13,
o <a, e<ITHLT, MIZ(o/,&')-RDP Zii7= 3.

INBDZODHEDS, e IMNTWVIFERELELL,
alFREFVFEREDBELSBRZ MR TES. o %
HRKICET L e-DP IR 2205, I, a /M
{FTBZLTeDPZBEHNLTVWARLABIENTES.

A3 BEABHLTHEE

FEC AWM OME O E R MEL AN T 5.
EE A.3.1. d ZRFRTH AT LT, XD (1) & (2) &
FECHD, ¥boh (E563) ik T L EEE (F
IEEfE) Thd ).

(1) fEED z € RA\{0} TlzAz >0 (>0) 2D ILD.
(2) IRNTOEEMEMIIE GEA) TH5.

8 A.3.2. A, B,C ZIEEELFELRBONITIIE § 5.
DY E, 175 ABC 30FMTA 51X, IEEHETH 5.

SEBA. D := ABC = CBA 8. W%, CIZIETMEN
FMTH72 DT, ART MADRDPAEETH D, ZDEHE
ZIEDOFHICE X T RATH S 2192 Z e 3T X
%, ZO S IENFMTHIT C =82 D, Tk &,
STIDS™'=9571A571SBS = SBSST1AS™!

LORTELDT, 175 STLASTL 2 SBS LT, fl
HHA33r A34RBEHTBZLICXD, STIDS L IZIE
EfE, $7%bb DIFEEBTHEI bbb, O

FHE A321TRL, C = I; £ BIHNIROGEDRL D LD
##E A.3.3. A, B ZIEEMRERRECIFMTIIE 33, &
DrE, ABWEIRMHTAIE LI, [EEMTH 3.

ROFWEDER L DIHS .

8 A.3.4. A B IEEMAREBRECHIMTIE §5. 2D
Y& EEORUY A XOIEAIFTH] S 12 LT, 'SAS X
IEEEITHITH 5.
fHRE A.3.5. AZIFEEME, BRI EEMEE T3 20X,
|A+ B| > [A] +|B|
PSR D ALD.
SEBA. A WZIEEENFMTE DT, WFMTH] S BIFEL
TA=5% ®XIT
|A+ B| = |S||I +S~'BS7Y|S|
> |A|(1+|S™'BS™|) (by positive definite)
= |4] +B]
MR D ALD. O
8 A3.6. AZRIEEM, C 2FAEMEE L, A+CHIE
EMEfTAE T2, 2ok X,
|A| > |A+C|
MR D AL,
SERH. —C RIEEMHEICZZDT, A+C & —C 2D\ T
E A3 ZHEAT S
[A+C+ (-C)| > |A+C|+|-C| > |A+C]
PELNS. O
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