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Membership Inference Attack on Hardware-Trojan Detection
Utilizing Graph Neural Networks at Gate-Level Netlists
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Abstract: Recently, the threat of injecting a circuit with malicious functions called a hardware Trojan has
been growing. Hardware Trojans can be effectively detected using machine learning and a method using
graph neural networks (GNNs) has been proposed. On the other hand, the risk of membership inference
attacks against machine learning models has been pointed out. This attack infers whether or not certain
data is used as training data for a model. The success of the attack implies a privacy violation against the
data providers and an attacker definitely knows which Trojans are used or not. In this paper, we propose
a membership inference attack method for the hardware-Trojan classifier based on GNN and confirm the
possibility that the training data can be exposed.
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lambda L2 EHILTH 001 | 1 4 H D5 H%K
alpha L1 EHEIE 0.01 1 5 ST — R 0 Hﬂjﬁﬁ’?‘s)
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Attack model D ¢F X — ZEEFKITIE optuna [15] Z FHW
%. optuna l%, %7 X —XERIIA XFG#ELE W2
TLV—LT—=0THd. BHAATA-XERIZIWETY v ¥
P —F27 VXV —FBHVLNE. 7V y R —FIF
EZGD T X =2 DOMAEDOERTEMBEIICHRRT
BFE, FUYRLY—FIFEZBRERTA—XDN, WL
OD%E T VX LTERL, BRI ZFETHS. JU v P
P —FIIRER 8T X — X %2 BDF 27D h D 2 WA
BRTHZR, 7YX —FIERER ST A—-2ERD
52 e R SAREE XN TWS. —7, optuna X
2T RX = RPFRITARA Ao F#Z vws 22T, #
BIRFEE LRI XA =&y, ZORIZE ST GHiR D
EZ RN EREH RN T A= R EFERTH N TE
579, 7V vy FHY—F X DEVEHT, ZvXa9—F
X DHEFITRIE IR NI R —REERTE 5.

optuna AT 2B, HERIEE T X —XOfEHL
BRREH, ROHFRROIEIRE L 12 2 F MR 2 HET 5. A
FRDOFEERT optuna ICHRET 287 X —X %K 31T T.
FHERAENICIZ AUC 248 E S 5. & 3128V T, max_depth
¥ min_child_weight ® optuna DERZEMEIIBMTH D,
Z MDD T X — &2 DERRRZEMNTEGHET D 5.

FEERDOFRIX optuna 12 & 287 X — &2 HERK % 50 [HIEE
L, AUC 23 im0 o 72BR ik 528 %2 Attack model ¥ L
THRHAT 5.

fEH 3 % Target model & Tf shadow model 1%, 3.1 fiT
MALZ&ML, £%2 X0, #HT 277 7FEFIE,
RIRXA=ZROFERZ PVIIRICLE T 5. HT27 7
7B FHE MPNN [16] T, BAAADORBEIZ 2B 3
5. ANoz=vy MUIFEARZ FLORZZENMNIET S
46 fiC, HEEOZ=y MIDI 32, HOEDLI=y
Be2fless. &/ —FIHEGLLERENRZ PL2E 4
IR,

4.4 Attack model OFEFFER
ARETTIE, 4.2 §iCHBH L 72 7 O Shadow dataset &
F\WT Attack model Z1ERRLL, X N>y THEFRHED
FEE% AUCIC X D33 5.
Attack model D7 R + 7 — & O HE M FFHANILLTO
FIEZHES .
(1) 2 2 O Target dataset DETDH v b U R b % Target
model IZANIL, Hi1E%15%.
(2)FonBhEOHH»S, tag /- Foszhil
§ 5. Target InTrain ICFENBIN—Fv =7 +taA
D /) — NEEE% Target Trojan InTrain, Target Out-
Train ICHEENEZN—Fv 7 b f D/ — NEE%R
Target Trojan OutTrain & FE.
(3) Target Trojan InTrain & Target Trojan OutTrain (&
EFENB /) —FKETAMTF—X2 LT, Attack model

TikA$ 5. Target Trojan InTrain ICEHENZ %/ —
R 23T — & L35I L 72355 % True Positive, Tar-
get Trojan InTrain ICZ EN 5%/ — R ZFT — &
TRV E AL 723555 % False Negative, Target Tro-
jan OutTrain ICEEN D&/ — FZFIET— & L7kl
L 7235& % False Positive, Target Trojan InTrain IZ
BENDE — FRIlT— & TRV EHEHL 35S
% True Negative & L 7z.

MM 2 BRI, 3.1 H#iicBIr 2% M 4 B/ L, Target
model @ M JEZ A Z XL ¥ L7z Shadow model DERK
HABER G A & Z 5 ThWE, &5 Zifijz L, Tl
RIZEHT 2O THNEZ H ) & 3% Shadow model DI
JEASFIRER 6 & 2 5 TRWHE DO EFH 4 B0 FEOM
AFERZ LR § 5.

HEERER 5ITRT. £5 LD, 2T Shadow dataset
WIZBWT AUC 23 0.8 Z NEIZ Z £ 5372 <, Target dataset
EDAy YR TOEGERICEHD S TR NSy THERIK
BRI T 5 Z e PR TE .

F7z, ABHDOFIEDHT Attack model DFFEIR D &
{27013, &M 4N T, &5 ML NT
WAREAETHoTz. 20D, 77 78 eV =K
v =7 haA BRI 2 X oSy THEERIEE 2 )
TH BT, FHE 4T THEORVEETHS Z
EBTH 5. Target model IZN L THED 772 R T 5
CIIBEMCREETD 2720, XYy THERRE % 5H
525 ETRERLWHRZE VR .

&M% 5 237 TRV E ISR MR N3 2 Bl &
ERT 5. AROFEERMEA L7z Target dataset &, Tar-
get Trojan InTrain O 7 — X ¥H3 217 {#, Target Trojan
OutTrain D7 — X EH3 88 TR SN TE D, HERICE
PN ZETOHNEIEZK 3 (a) DX S IZHMHLTWVS. Nt
LT, WMERICERLBOT—2IIK 3 (b) O X 51201
LTW3.

3 (a) D7 —&1F, InTrain & OutTrain BITEKE L T
WBT— RN 1 DOBTEELRWD, 3 (b) DF— &I,
6 fEl @ Target Trojan OutTrain 7% Target Trojan InTrain
CEBELTWVS. 3 (b) &b, HERICEH I Target
Trojan InTrain 32 TH UREARZ P LicZE#EATY
L hbld, BRIIEBRINZDT—ZTIE,
Target Trojan OutTrain IZHRAKT 82 HD T —X LA IEL
CEBAlTCERWZ g0 5. 77 7B e Hvin—F
V=7 baA BRI T 3 X Ny y THERIEICIE,
&M 5 M. SR

5. BBHOIC

AT, S5 7¥82HWEA—FY 27 Fa 4 #5
I L TR ANy THERRETFERIRREL, XREBOH
St MREE U=, MEEOAEE, Target model DFIFERIC
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